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Abstract  

 

 

Abstract 

 

As part of our final project, we developed a biometric access control system based on 

two-factor authentication. The system utilizes an ESP32-WROOM-32 microcontroller and 

communicates with the Firebase Realtime Database to store and transmit data. It provides 

real-time user feedback through Telegram notifications, web interface messages, and LCD 

display prompts. Access is granted when both the fingerprint and password are verified 

within the allowed number of attempts; otherwise, access is denied. The system was 

simulated using Proteus and programmed in C++ via the Arduino IDE. 

Future improvements may include the integration of multimodal biometric authentication 

to enhance security and system reliability. 

Keywords: Access Control System, Biometrics, Embedded Systems, ESP32-WROOM-32, 

Firebase Realtime Database, Fingerprint, Telegram API. 
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Résumé   

 

 

Résumé 

 

Dans le cadre de notre projet de fin d'études, nous avons développé un système de contrôle 

d'accès biométrique basé sur une authentification à deux facteurs. Le système repose sur un 

microcontrôleur ESP32-WROOM-32 et utilise la base de données en temps réel Firebase 

pour stocker et transmettre les données. Il fournit un retour d’information en temps réel à 

l’utilisateur via des notifications Telegram, des messages affichés sur une page web et un 

écran LCD. L'accès est accordé si l’empreinte digitale et le mot de passe sont corrects et 

saisis dans la limite du nombre de tentatives autorisées ; dans le cas contraire, l’accès est 

refusé. Le système a été simulé à l’aide de Proteus et programmé en C++ via 

l’environnement de développement Arduino IDE. 

Des améliorations futures pourraient inclure l'intégration d'une authentification 

biométrique multimodale afin de renforcer la sécurité et la fiabilité du système. 

Mots-clés : Système de contrôle d'accès, Biométrie, Systèmes embarqués, ESP32-

WROOM-32, Firebase Realtime Database, Empreinte digitale, API Telegram.  
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  ملخص 

 

 

 ملخص

 

 

 يعتمد .  الثنائية  المصادقة  على  يعتمد  البيومتري  الوصول  في  للتحكم  نظام   بتطوير  قمنا  الدراسة،  نهاية  مشروع   إطار  في

  البيانات  لتخزين  اللحظية Firebase بيانات  قاعدة  ويستخدم ESP32-WROOM-32  الدقيق  المتحكم  على  النظام

 تظهر  ورسائل  ، Telegram إشعارات  خلال   من  للمستخدم  فورية   راجعة  تغذية  النظام  يوفر.  الحقيقي  الوقت  في  وإرسالها

 إدخالهما  وتم  صحيحتين  المرور  وكلمة  الإصبع  بصمة  كانت  حال  في  الوصول  منح  يتم .LCD وشاشة  ويب،  صفحة  على

  وتمت  Proteus  برنامج  باستخدام  النظام  محاكاة  تم.  الوصول  رفض  يتم  وإلا  بها،  المسموح  المحاولات  عدد  حدود  في

 Arduino IDE. التطوير بيئة  خلال من C++ بلغة برمجته

 .النظام وموثوقية أمن تعزيز أجل من الوسائط متعددة بيومترية مصادقة نظام دمج  المستقبلية التحسينات تتضمن قد

  قاعدة  ،ESP32-WROOM-32  المدمجة،  الأنظمة  الحيوية،  القياسات  الوصول،   في  التحكم  نظام:  المفتاحية  الكلمات

Telegram AP. واجهة الإصبع، بصمة اللحظية، Firebase بيانات
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 General Introduction 

General Introduction 

Security is a fundamental concern in many fields, whether it involves protecting data, 

infrastructure, or individuals. With the evolution of technology and the rise of threats, it has 

become essential to implement robust security mechanisms to prevent unauthorized access and 

ensure system integrity. 

Among the most common security measures, access control systems play a crucial role in 

restricting entry to specific areas or resources only to authorized individuals. These systems can 

be based on various authentication methods, ranging from passwords and magnetic cards to 

more advanced technologies such as biometrics. 

Biometrics, which relies on identifying individuals based on their physiological or 

behavioral characteristics (fingerprints, facial recognition, iris scanning, etc.), offers a reliable 

and effective solution for access control. Unlike traditional methods, it provides enhanced 

security by reducing the risks associated with the loss or theft of credentials. 

In this context, our final year project aims to design an efficient biometric access control 

system capable of ensuring fast and secure user identification. This project aligns with the 

growing need to enhance the security of sensitive areas and strengthen the protection of data 

and infrastructure against malicious intrusions. 

This thesis is divided into four chapters organized as follows: 

The first chapter provides a comprehensive introduction to biometric authentication, 

emphasizing the architecture and functions of biometric access control systems. It explores their 

practical applications, addresses major challenges such as privacy concerns and accuracy 

issues, and examines recent technological developments. This overview lays the groundwork 

for the in-depth analysis of system design and implementation presented in the subsequent 

chapters. 

The second chapter delves into the criteria for selecting hardware components, outlining 

their specific functions and technical characteristics. It also details how these elements interact 

within the system and explains the reasoning behind the architectural decisions, ensuring 

alignment with both functional and security objectives. 
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 General Introduction 

The third chapter opens with an overview of the software architecture and the development 

environment, setting the stage for a closer look at the programming languages employed 

particularly those used within the Arduino platform. It proceeds to break down the structure of 

an Arduino sketch, covering aspects such as library imports, variable declarations, and the 

essential setup () and loop () functions. Special attention is given to the integration of critical 

software libraries that facilitate fingerprint authentication, wireless connectivity, cloud database 

access, HTTP communication, and real-time operations. 

The final chapter presents the practical implementation and comprehensive validation of 

the biometric access control system. It begins by detailing the experimental setup, including 

hardware integration, real-time software behavior, and the flow of user interaction. A 

simulation using Proteus is conducted to verify the logical functioning of components. The 

chapter then evaluates system performance based on connectivity, user registration, 

authentication accuracy, cloud synchronization, and feedback mechanisms. Validation metrics 

such as FAR, FRR, and system accuracy are analyzed, demonstrating high system reliability 

under real-world conditions. The web interface is also showcased, allowing real-time 

monitoring of access events through Firebase. 

We will conclude this thesis with a general conclusion in which we summarize the results 

obtained throughout this work. 
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1. Chapter 1: An overview of Biometric Access Control Systems 

1.1. Introduction  

Biometric authentication has become a key solution for enhancing security in access control 

systems, offering reliable identification based on unique physiological or behavioral traits such 

as fingerprints, face, or voice. Unlike traditional methods (passwords, cards), biometrics 

provide a higher level of security by verifying who you are rather than what you know or have. 

This chapter presents an overview of biometric authentication, focusing on the structure and 

role of biometric access control systems. It highlights their applications, discusses key 

challenges like privacy and accuracy, and reviews recent technological advancements. This 

foundational knowledge supports the detailed exploration of system design and implementation 

in the following chapters. 

1.2. Fundamentals of Biometric Authentication 

Biometric authentication is a security process that relies on the unique biological 

characteristics of individuals to verify they are who they say they are.  

Biometric authentication systems compare physical or behavioral traits to stored, confirmed, 

authentic data in a database. If both samples of the biometric data match, authentication is 

confirmed. Typically, biometric authentication is used to manage access to physical and digital 

resources, such as buildings and computing devices [1]. 

1.2.1. Definition of biometrics 

The term biometrics is derived from the Greek word “bio”, meaning life, and “metric”, 

meaning to measure. Biometrics is the measurement and statistical analysis of people's unique 

physical and behavioral characteristics. The technology is mainly used for identification and 

access control or for identifying individuals who are under surveillance. The basic premise 

of biometric authentication is that every person can be accurately identified by intrinsic 

physical or behavioral traits [2].  

1.2.2. Types of biometric traits  

     Biometric traits are unique biological and behavioral characteristics used to identify or verify 

individuals. These traits fall into two main categories (see Figure 1.1) which is physiological 

and behavioral biometrics. 

https://www.techtarget.com/searchsecurity/definition/authentication
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Figure1.1: Categories of biometric traits. 

1.2.2.1. Physiological Biometrics 

Physiological biometrics are based on physical characteristics of an individual that are 

unique, measurable, and generally stable over time. These traits are inherent to the human 

body and typically do not change significantly throughout a person’s life, making them reliable 

for identification and authentication purposes. 

Common examples of physiological biometrics include: 

A.  Fingerprint 

     In biometrics science, a fingerprint is the texture pattern formed by the interleaved ridges 

and valleys on the fingertips (Figure1.2(a)). Fingerprint recognition (Figure1.2(b)) is one of the 

most popular and successful methods used for person identification, which takes advantage of 

the fact that the fingerprint has some unique characteristics called minutiae which are the points 

where the lines of the ridges begin, end, branch off and merge. 

Fingerprint is the most dominant modality in the market; it constitutes a trade-off in terms 

of accuracy, security and cost among other modalities [3]. 
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(a)                                                   (b) 

Figure 1.2: (a) Fingerprint Ridges and valleys (b) Fingerprint recognition [4]. 

B. Face Recognition 

Facial recognition systems (Figure 1.3) are capable of verifying or identifying a person’s 

identity by analyzing their unique facial features from an image. A form of biometrics, facial 

recognition relies on computer vision and artificial intelligence algorithms to work.  

Face recognition software leverages artificial intelligence, image recognition and other 

advanced technology to map, analyze and confirm the identity of a face. This can then be used 

to identify specific people in photos and videos, determine if a face in different images belongs 

to the same person, and search for a particular face among a large collection of images [5]. 

 

Figure 1.3: Facial recognition [6]. 

C. Iris Recognition 

Iris recognition (Figure1.4) is one type of bio-metric method used to identify the people 

based on single patterns in the region of ring-shaped surrounded the pupil of the eye. Generally, 

the iris has a blue, brown, gray or green color with difficult patterns that are noticeable upon 

close inspection [7]. 
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Figure 1.4: Iris recognition [8]. 

D. Retina Scan 

Retina scanning (Figure1.5) is a biometric authentication technology that uses an image of 

an individual's retinal blood vessel pattern as a unique identifying trait for access to secure 

installations, a retina scan requires the subject to focus on a single point for 15 seconds [9]. 

 

Figure 1.5: Retina scanning [10]. 

E. Hand Geometry 

Hand geometry biometric systems (Figure1.6) incorporate the salient features of finger 

geometry, but also include the surfaces of the hand itself and its side profile. Images are taken 

while the hand is kept palm down on a support plate and kept in position by the use of guide 

pegs. The length, width, thickness, and surface area of the individual’s hand is measured and 

recorded. Multiple features and measurements are extracted during this process. Several images 

of the same hand are often taken in order to produce a single stored template that has sufficient 

detail for identification purposes. These images and the supporting data are then filed in a 

database and are used to authenticate the identity of the enrollee in subsequent encounters when 

the subject’s hands are imaged again and compared with the reference images to confirm or 

reject the identity claim [11]. 



 

7 

 Chapter 1: An overview of Biometric Access Control Systems 

 

Figure 1.6: Hand geometry [12]. 

F. Palm Vein Recognition 

Palm vein scanning (Figure1.7), an advanced biometric technique, captures and analyses the 

intricate patterns of veins in an individual’s palm. Uniquely encoded by nature, these patterns 

serve as a highly accurate and reliable means for identity verification. 

Operating on the fascinating principle that haemoglobin in the blood absorbs infrared light, 

the technology unveils distinct vein patterns beneath the skin’s surface. These hidden vascular 

structures become the blueprint for individual identification, forming the cornerstone of palm 

vein scanning’s precision [13]. 

 

Figure 1.7: Palm vein scanning [13]. 

G. Deoxyribonucleic Acid (DNA)  

DNA biometrics (Figure1.8) is a very reliable technique that uses genetic fingerprinting. 

This fingerprint is obtained following an analysis of biological tissues such as hair, blood, and 

saliva. Genetic fingerprint recognition is one of the most secure and accurate technologies. 

However, DNA analysis cannot, for the moment, be adapted to rapid recognition and is 

expensive, since it requires specific analysis laboratories. Therefore, its use is limited to the 

recognition of family ties or criminals. DNA is not widely used for logical and physical access 

control. [14]. 

https://dictionary.cambridge.org/fr/dictionnaire/anglais/acid
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Figure 1.8: Deoxyribonucleic acid (DNA) [15]. 

1.2.2.2. Behavioral Biometrics 

    Behavioral biometrics analyze the way a person interacts with their mobile device, such as 

how they hold their phone or how fast they type. As a result, behavioral biometrics create a 

pattern of behavior that is unique to a person. 

Common examples of behavioral biometrics include: 

A. Voice Recognition 

Voice recognition (Figure 1.9) is a highly desirable feature in remote application systems, 

such as authenticating a person over the phone. However, its use is highly sensitive due to its 

high sensitivity to external conditions (such as illness, the person's stress, etc.). It is sometimes 

chosen in conjunction with other features, such as voice and typing [16]. 

 

Figure 1.9: Voice recognition [17]. 

B. Signature Dynamics 

Signature recognition involves measuring several factors: speed, movement, pen pressure, 

acceleration, etc. The device is usually attached to a graphics tablet with a pen. The advantage 

of this method is that it is widely accepted by the public. However, its drawback is the 

reproducibility of the signature by the same person. Furthermore, the nature of the signature 

depends on several factors, such as stress, age, and fatigue, which hinder recognition [18]. 

 

https://dictionary.cambridge.org/fr/dictionnaire/anglais/acid
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                                                      (a)                                        (b) 

Figure 1.10: (a) Example of signature shape (b) Signature recognition [19]. 

C. Keystroke Dynamics 

     Keystroke Dynamics (Figure1.11), also known as typing biometrics or keyboard dynamics, 

refers to the study and analysis of the unique patterns in the way an individual types on a 

keyboard. It captures the subtle nuances in typing speed, rhythm, pressure, and the time 

intervals between keystrokes. By creating a user profile based on these characteristics, 

Keystroke Dynamics serves as a biometric authentication method [20]. 

 

Figure 1.11: Keystroke Dynamics [21]. 

D. Gait Recognition 

Gait refers to the manner in which a person walks (Figure1.12), and is one of the few 

biometric traits that can be used to recognize people at a distance. Therefore, this trait is very 

appropriate in surveillance scenarios. Most gait recognition algorithms attempt to extract the 

human silhouette in order to derive the gait variables. Hence, the selection of a good model to 

represent the human body is pivotal to the efficient functioning of a gait recognition system 

[22]. 
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Figure 1.12: Gait recognition [23]. 

E. Mouse Dynamics 

Mouse Dynamics (Figure 1.13) is a behavioral biometrics technology used to validate a user’s 

identity by analyzing unique patterns (such as tiny hand motions) detected in the user’s 

interaction with their mouse or pointer. Because it enables continuous authentication, mouse 

dynamics is a great fit for intrusion detection solutions [24]. 

 

Figure 1.13: Mouse Dynamics [25]. 

1.3. Biometric Access Control Systems 

A biometric access control system can be used to enhance building or facility security 

systems by adding an additional layer of verification. Unlike traditional access control systems 

that use access cards or tokens, a biometric access control system utilizes a person's physical 

characteristics, such as fingerprints, facial features, palm veins, and iris. These characteristics 

cannot be copied, improving the accuracy of identification and authentication. Additionally, a 

biometric access control system also offers the option of touchless access control [26]. 

Access control systems related to biometric authentication use biometric data to control 

access to physical spaces or digital systems. These systems typically use one or more biometric 

traits, such as fingerprints, facial recognition, iris scans, or voice recognition, to verify the 

identity of a user and grant or deny access accordingly. 
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In a physical access control system, biometric authentication can be used to control access 

to buildings, rooms, or secure areas. For example, employees may use their fingerprints or facial 

recognition to gain access to a restricted area in a building, or visitors may need to scan their 

iris to enter a secure facility. 

In a digital access control system, biometric authentication can be used to control access to 

computer systems, networks, or applications. For example, a user may need to scan their 

fingerprint or speak a passphrase to access their computer or log into a secure website [27]. 

1.3.1. Components of a Biometric Access Control System 

   The Figure1.14 represents the Illustration of the biometric system workflow. 

 

Figure 1.14:  Illustration of the Biometric System Workflow. 

The Biometric access control System include: 

1.3.1.1. Biometric Sensor (Data Acquisition Module) 

      The biometric sensor (fingerprint, camera...) is a mediator between the system and the real 

world. It collects all the required data from the users. It is an image acquisition technique, 

retrieving the image details from external sources to perform further processes [28]. 

1.3.1.2. Feature Extraction Module 

  Feature extraction is a technique that converts the image raw data into numerical data. 

Feature extraction techniques perform various operations to remove the redundancy from the 

image. After removing the redundancies from the input image, some unique features of the 

scanned image get stored in the database. All the extracted features from the image are 
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combined to generate the template. These templates are in the form of vectors or numerical data 

[28]. 

1.3.1.3. Database Storage 

    It maintains a record of the number of users. It stores their biometric scan and helps the 

matcher in the process of identifying the user [28]. 

1.3.1.4. Matcher (Matching Module) 

     In this process, whenever a person wants access control of any file or property, the matcher 

first enquires the database whether they have such a user or not by extracting the feature from 

that scanned image. Matcher compares it with the various data of the scanned images [28].  

1.3.1.5. Decision Module 

    If the person's scanned images match with the stored data, the biometric system permits the 

person to get in. In case the person does not have any record in the database, it will flash a 

message as NO RECORDS FOUND or something like that. The output generation depends 

upon the pre-processing of the input [28]. 

1.3.1.6. User Interface 

       Biometric access control provides feedback with users like green light if the access is 

authorized and send denied message if the access refused 

1.3.2. Biometric Access Control System Vs traditional authentication methods 

When comparing biometrics vs. traditional authentication methods like password 

(Figure1.15), biometrics are more secure. Like Passwords can be shared, stolen, or hacked, 

compromising security. In contrast, biometrics eliminates these risks using physical 

characteristics like fingerprints or facial recognition that cannot be easily duplicated. 

Furthermore, biometric authentication eliminates the need to remember or use strong 

passwords, streamlining the security process and reducing the risk of breaches. Passwords and 

biometrics are used together in two-factor authentication systems, enhancing overall security 

by requiring both a password and a biometric trait [29]. 

 



 

13 

 Chapter 1: An overview of Biometric Access Control Systems 

 

Figure 1.15: Password authentication [30]. 

1.4.  Applications of Biometric Access Control 

Biometric access control is widely applied across sectors (Figure1.16) to boost security, 

convenience, and efficiency. Governments and border agencies use it for immigration and 

national security, while companies enhance workplace safety and employee management. In 

healthcare, it safeguards patient data and restricts lab access. Banks and financial services use 

biometrics for secure authentication and fraud prevention. Smartphones and consumer 

electronics rely on biometric features for device security and payments. Schools and research 

institutions manage access to facilities, while smart homes and IoT devices offer personalized, 

secure control. Law enforcement uses biometrics in criminal investigations, and airports and 

transportation hubs streamline passenger verification and security processes with biometric 

systems [31]. 

 

Figure 1.16: Applications of Biometric Access Control. 

1.5. Key Challenges in Biometric Access Control 

    Key challenges in biometric access control span technical, security, privacy, operational, and 

user acceptance domains. Below is a detailed overview of these challenges and potential ways 

to address them 
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1.5.1. Accuracy and Reliability Issues 

In order to understand how to determine the performance of a biometric system, we need to 

define two main criteria: 

1.5.1.1. False Acceptance Rate (FAR) 

A False Acceptance in biometric access control refers to cases where the system grants 

access to an unauthorised person. Even though that person is not registered in the system, they 

presented their biometric data and it was accepted. The False Acceptance Rate is usually 

shown as a percentage. It shows the proportion of all unauthorised attempts to enter that result 

in a False Acceptance [32]. 

The equation (1.1) gives the false acceptance rate: 

𝐹𝐴𝑅(%) =
𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑎𝑐𝑐𝑒𝑝𝑡𝑒𝑑 𝑖𝑚𝑝𝑜𝑠𝑡𝑒𝑟

𝑡𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑖𝑚𝑝𝑠𝑡𝑒𝑟 𝑎𝑐𝑐𝑒𝑠𝑠
                                         (1. 𝟏) 

1.5.1.2. False Rejection Rate (FRR) 

A False Rejection in biometric access control occurs when an authorised person is not 

recognised as such by the system. Even though they are correctly registered, the system rejects 

them and does not allow them access to the secure area. The False Rejection Rate is the 

percentage of legitimate attempts to gain access that are incorrectly rejected by the system [32].  

The equation (1.2) gives the false Rejection rate: 

𝐹𝑅𝑅(%) =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐹𝑎𝑙𝑠𝑒 𝑟𝑒𝑗𝑒𝑐𝑡𝑖𝑜𝑛

𝑡𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑔𝑒𝑛𝑢𝑖𝑛𝑒 𝑎𝑐𝑐𝑒𝑠𝑠
                                         (1. 2) 

1.5.2. Spoofing and Presentation Attacks 

Biometrics can enhance identity management but is not foolproof against fraud or identity 

theft. Vulnerabilities exist, including spoofing, where fake biometric artifacts deceive sensors. 

Since computer vision differs from human vision, some spoofing (Figure1.17) methods can be 

unexpected. Liveness detection helps counter spoofing by distinguishing real users from fake 

representations, but biometric systems may still be vulnerable to adversarial attacks [33]. 

 

 

 

 

 

https://www.cdvi.co.uk/learn-about-access-control/what-is-access-control/biometric-access-control-explained/ievo-biometric-security-systems/
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Figure 1.17: Example of Spoofing attack [34]. 

1.5.3. Privacy, Data Protection and Database Attacks 

As an individual, there are several steps you can take to protect your biometric data from 

being hacked [35]. 

First, be aware of the risks associated with biometric data. When this information is 

compromised, it can be used to gain access to your accounts and sensitive personal information. 

Second, only use reputable biometric devices and services. Be sure to do your research to 

find out if a company is reputable before you use its products or services. 

Third, keep your biometric data secure. Store it in a safe place where only you can access 

it. Do not share it with anyone else, and be sure to destroy any copies of it that you no longer 

need. 

Fourth, regularly update your biometric data. This will help to ensure that your information 

is kept up-to-date and secure. 

1.5.4. Cost and Maintenance 

     The cost of biometric systems can be expensive and complex to implement, especially for 

larger organizations or those with high-security needs. The initial outlay for sophisticated 

biometric technologies and the ongoing costs associated with maintenance and updates can be 

significant [36]. 

1.6. Recent Trends and Technological Advancements 

      Recent trends and technological advancements in biometric access control focus on 

enhancing security, convenience, privacy, and integration with broader smart systems. Key 

developments include: 

https://getsafeandsound.com/blog/biometric-access-control-system-price/
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1.6.1. Multimodal biometric systems  

    Multimodal biometric (Figure1.18) refers to a system that uses multiple personal traits such 

as iris, fingerprints, face, retina, hand geometry, voice or signatures for identification and 

verification, providing more accurate and reliable results compared to systems that use only one 

trait. These systems require fusion frameworks and efficient recognition algorithms, and are 

widely used in various applications including airport security, access control, suspect 

identification, and network security [37]. 

 

Figure 1.18: Multimodal biometric. 

1.6.2. Contactless Biometrics 

     The demand for hygienic, frictionless access control solutions is accelerating as 

organizations prioritize health, safety, and convenience because Accelerated by the COVID-

19 pandemic and hygiene concerns. Touchless systems (Figure1.19), including mobile 

credentials and biometric technologies like facial recognition, are leading the charge. For 

instance, mobile credentials stored on smartphones or wearable devices allow users to access 

secure areas using contactless technologies [38]. 

 

Figure 1.19: Touchless systems [39]. 
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1.6.3. Edge computing and embedded systems in biometric authentication 

Edge computing (Figure1.20) is defined as the storage and processing of data by resources 

deployed in closer proximity to the end-user or data collection point, rather than a distant data 

center or cloud. This proximity can be used in latency-reducing architectures, and could also 

have privacy, regulatory, and cost benefits. Many predicted growth areas for biometrics and 

edge computing overlap, including smart cities and the internet of things (IoT) [40]. 

 

Figure 1.20: Edge computing in biometric [41]. 

1.6.4. Integration with Mobile and Wearable Devices 

Mobile credentials are rapidly replacing traditional physical cards as businesses embrace 

touchless and mobile or smartwatch -first access solutions (Figure1.21). Near Field 

Communication (NFC)-enabled credentials, stored in digital wallets, provide a secure and 

convenient way for users to access facilities with a simple tap to a reader. NFC is a short-range 

wireless communication technology that enables secure data exchange between devices in close 

proximity, typically within a few centimeters. This close-range interaction makes NFC 

inherently more secure, as it reduces the likelihood of unauthorized interception or 

eavesdropping [40]. 

 

Figure 1.21: Fingerprints biometric payment [42]. 
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1.6.5. Cloud-Based Biometric Services 

    Cloud-based biometric (Figure1.22) solutions authenticate and grant access to users by using 

an image or template of uniquely human traits such as fingerprints, facial recognition, iris 

recognition, and others. At registration, a user must enter a single or many biometric features 

that will be saved as templates on the cloud’s server. The most impressive feature of cloud-

based biometrics is that it encrypts the fingerprint templates and images provided by the user 

each time they want to verify their identity [43]. 

 

Figure 1.22: Cloud-based biometric [44]. 

1.7. Conclusions  

In this chapter, we have introduced Biometric Authentication, we specifically focus on the 

Biometric Access Control system with types(physiological/behavioral), components, how to 

works and some applications. 

Finally, we describe Key Challenges in Biometric Access Control and Recent Trends and 

Technological Advancements. 
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2. Chapter 2:  Hardware Design of the Biometric Access Control System 

2.1. Introduction  

The reliability and effectiveness of any biometric access control system heavily depend on 

the design and integration of its underlying hardware components. This chapter presents a 

comprehensive overview of the hardware architecture implemented for the secure fingerprint-

based access control system. The design focuses on selecting and interfacing components that 

ensure accurate biometric acquisition, efficient processing, secure communication, and robust 

actuation. 

At the core of the system lies the ESP32 microcontroller, chosen for its computational 

capabilities, integrated wireless communication modules, and compatibility with biometric 

peripherals. A fingerprint sensor module is employed as the primary biometric acquisition 

device, enabling the system to uniquely identify individuals based on their physiological traits. 

Additional components such as the power supply unit, relay module for door control, and 

peripheral interfaces are discussed in detail. 

This chapter elaborates on the selection criteria, functional roles, and technical specifications 

of each hardware element. It also explains the interconnections between components and 

highlights the rationale behind the architectural choices made to meet the system’s functional 

and security requirements. 

2.2. Proposed System Overview 

The proposed biometric access control system presented in Figure2.1 is designed to enhance 

the security of physical spaces by using fingerprint recognition as a means of authenticating 

users. The system architecture integrates multiple hardware components, each fulfilling a 

specific role in the access control process. At the heart of the system is the ESP32 

microcontroller, which coordinates all operations, including biometric data acquisition, user 

interface management, decision-making, and actuation. 

When a user attempts to gain access, the system prompts them to place their finger on the 

fingerprint sensor. The sensor captures the fingerprint image and either performs the matching 

internally or transmits the data to the ESP32 for further processing. Upon successful 

authentication, the system activates a relay module to unlock the door, while simultaneously 

providing visual and auditory feedback using LEDs and a buzzer. 
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User interaction is further facilitated through a 4x3 keypad, which can be used for additional 

input such as PIN codes, user IDs, or menu navigation. System messages and status information 

are displayed on an LCD screen, allowing users to receive real-time feedback and instructions 

during the authentication process. 

To ensure reliability and user-friendliness, the system is designed to operate autonomously 

and in real-time, with a focus on fast response and low power consumption. The ESP32’s built-

in Wi-Fi and Bluetooth capabilities also make it possible to implement optional remote 

monitoring or integration with cloud-based management platforms in future enhancements. 

This modular and flexible architecture allows for scalability, where additional biometric 

sensors or access control points can be integrated as needed, without significant modification 

to the core system. 

 

Figure 2.1: Biometric access system overview.  

As shown in Figure 2.1, the system is divided into three main parts: the input devices (DY50 

fingerprint sensor and 4×3 keypad), the microcontroller (ESP32-WROOM-32), and the output 

devices (LEDs, buzzer, LCD display, etc.). A detailed description of each component is 

provided in the following sections. 

2.3. Fingerprint Sensor Module 

The fingerprint sensor is a critical component in biometric authentication systems and exists 

in several technological variants, including: 

• Optical Fingerprint Sensor  

• Capacitive Fingerprint Sensor  
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• Ultrasonic Fingerprint Sensor 

• Thermal Fingerprint Sensor [45]. 

The DY50 optical fingerprint sensor (Figure 2.2), manufactured by Adafruit, is a compact 

and reliable biometric device designed to authenticate users based on the unique patterns of 

their fingerprints. It is widely utilized in security systems, access control mechanisms, and other 

biometric applications. The module features a UART serial interface, allowing for easy 

integration with microcontrollers such as the ESP32, making it a popular choice for both 

professional and educational projects [46]. 

 

Figure 2.2: Optical fingerprint sensor DY50 [47]. 

2.3.1.  Working Principle of DY50 sensor  

The DY50 optical fingerprint sensor is engineered with multiple integrated components that 

collectively enable accurate fingerprint recognition (Figure 2.3) 

At the top of the sensor is a protective glass layer, which shields the internal components 

from dust, moisture, and other environmental contaminants, thereby enhancing the device's 

durability and operational reliability. 

Beneath this layer, LEDs illuminate the fingertip, ensuring sufficient contrast for image 

capture. The core component of the sensor is CCD or CMOS image sensor, which captures the 

ridge and valley patterns of the fingerprint. These patterns are then converted into binary data, 

with ridges and valleys interpreted as digital “on” or “off” states to form a fingerprint image 

template. 

The sensor incorporates an internal microcontroller unit (MCU) or digital signal processor 

(DSP) that handles system control, analog-to-digital conversion, and preprocessing tasks such 

as image enhancement and template extraction. Data is then transmitted to the host 

microcontroller (e.g., ESP32) through a UART interface, facilitating real-time communication 

with external devices such as microcontrollers, smartphones, or computers [45]. 
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Figure 2.3:  Optical fingerprint DY50 principal work. [48]. 

Figure 2.4 illustrates the pin configuration of the DY50 fingerprint sensor. The sensor has 

four primary pins: 

• VCC : 3.3V power supply 

• TX : Transmit pin (data output from sensor) 

• RX : Receive pin (data input to sensor) 

• GND : Ground (power and signal ground) [49] 

These pins enable UART communication and power connectivity with the microcontroller, 

typically the ESP32 in this system. Proper connection and voltage matching are essential for 

reliable operation and to prevent hardware damage. 

 

Figure 2.4: Pinout of the DY50 Fingerprint Sensor [49]. 

2.3.2. Enrolment and Matching 

Fingerprint processing consists of two main stages: enrollment and matching. 

During the enrollment phase, the user is required to scan the same finger twice. The system 

captures both fingerprint images, processes them, and generates a fingerprint template based on 
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the extracted features. This template is then stored in the internal database (fingerprint library) 

for future reference. 

In the matching phase, the user places their finger on the optical sensor, which captures the 

current fingerprint and generates a new template. This template is compared against those stored 

in the system’s fingerprint library to determine identity or verify access. 

There are two primary types of fingerprint matching: 

• 1:1 Matching (Verification): The system compares the live fingerprint with a specific 

pre-stored template to verify the claimed identity of the user. 

• 1:N Matching (Identification): The system searches the entire fingerprint library to 

find a match for the live fingerprint without prior knowledge of the user's identity. 

In both cases, the system returns a result indicating whether the match was successful or 

failed [50]. 

The location of the matching process depends on the design of the fingerprint system. In 

modern secure systems, fingerprint matching is often performed locally on the sensor module 

itself, providing higher security and lower communication latency. In older or more basic 

systems, matching is performed externally by the host microcontroller, which receives raw or 

partially processed fingerprint data for comparison [51]. 

2.3.3. Security Considerations 

Ensuring the security of a biometric access control system is critical to maintaining user trust 

and system integrity. One of the primary measures is the use of strong encryption and secure 

communication protocols. For instance, implementing protocols such as the Secure Device 

Connection Protocol helps safeguard biometric data during transmission between the 

fingerprint sensor and the microcontroller, preventing potential interception or tampering. 

Another essential strategy is the incorporation of multi-factor authentication (MFA). By 

requiring users to provide an additional form of authentication, such as a PIN code or RFID 

card, alongside fingerprint verification, the system introduces an extra layer of security that 

significantly reduces the risk of unauthorized access. 

Regular firmware and software updates are also vital. These updates address known 

vulnerabilities, improve system performance, and ensure compatibility with the latest security 

standards. Keeping the system up to date minimizes the risk of exploitation by attackers 

leveraging outdated components. 
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To prevent spoofing and presentation attacks, the system can employ advanced liveness 

detection techniques. These techniques enable the sensor to differentiate between a real, live 

finger and an artificial replica made from materials such as silicone or printed images, thereby 

strengthening the system’s resistance to fraudulent attempts. 

Finally, ongoing auditing and monitoring of the biometric system are necessary for early 

detection of irregular or suspicious activity. By maintaining logs and employing real-time 

monitoring tools, administrators can quickly identify and respond to potential security breaches, 

thereby preserving the overall integrity and reliability of the system. 

2.4. Microcontroller Unit– ESP32 

The ESP32-WROOM-32 module (Figure 2.5), developed by Espressif Systems, is a low-

cost, low-power system-on-chip (SoC) that integrates a powerful processing unit with versatile 

communication capabilities. It is built around the ESP32-D0WDQ6 SoC and is widely 

recognized for its integrated Wi-Fi, Bluetooth Classic, and Bluetooth Low Energy (BLE) 

functionalities, which make it highly suitable for modern IoT and embedded applications [53]. 

 

 

 

 

 

 

 

 

Figure 2.5: ESP32-WROOM-32 Module [53]. 

2.4.1. Selection Criteria for the ESP32 in Biometric Systems 

The ESP32-WROOM-32 has been selected for this biometric access control project due to 

its exceptional combination of processing performance, connectivity options, I/O flexibility, 

and energy efficiency, all critical attributes for embedded biometric systems. 

At the core of the ESP32 is a Tensilica Xtensa LX6 dual-core 32-bit microprocessor, capable 

of running at speeds up to 240 MHz. This processing power enables the module to efficiently 

handle demanding tasks such as fingerprint image processing, real-time decision-making, and 

multitasking, which are essential in responsive and secure biometric applications. 
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The ESP32 offers a wide range of input/output capabilities, including up to 38 programmable 

GPIO (General Purpose Input/Output) pins, multiple analog-to-digital (ADC) and digital-to-

analog (DAC) channels, pulse-width modulation (PWM), and support for serial communication 

protocols like UART, SPI, and I2C. These features provide the flexibility to interface with 

various components, such as fingerprint sensors, LCD displays, keypads, and actuators. 

Another key strength of the ESP32 is its power efficiency. It supports several low-power 

operation modes, with current consumption as low as 5–10 µA in deep sleep mode. This makes 

it ideal for battery-operated systems and long-term deployments that require minimal 

maintenance, which is often the case in standalone access control installations. 

Beyond hardware capabilities, the ESP32 is widely adopted in biometric systems, including 

fingerprint and facial recognition technologies. Its real-time performance and built-in wireless 

capabilities (Wi-Fi and Bluetooth) allow biometric systems to remotely log access attempts, 

synchronize data, and integrate with cloud platforms or web-based monitoring dashboards. This 

ensures seamless system management and scalable deployment. 

Security is further strengthened by the ESP32's support for encrypted communication 

protocols, which protect sensitive biometric data during transmission. Moreover, the module is 

backed by an extensive ecosystem of libraries, documentation, and community support, making 

it highly practical for rapid development, debugging, and system scaling across a wide range of 

biometric and IoT applications [57]. 

2.4.2. ESP32 Pinout 

The ESP32-WROOM-32 module features a total of 38 pins (Figure 2.6), offering a diverse 

and rich set of functionalities. These pins can be categorized according to their functions to 

facilitate clearer understanding and effective utilization in embedded system designs. 

 

Figure 2.6: ESP32-WROOM-32 Pinout [54]. 
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Based on the official Espressif datasheets [55], the general-purpose input/output (GPIO) pins 

can be classified as follows: GPIOs 0, 2, 4, 5, 12–19, 21–23, 25–27, and 32–33 are safe for 

general digital I/O use. GPIOs 6–11 are internally connected to the SPI flash memory and 

should be avoided in custom applications. GPIOs 34–39 are input-only pins without internal 

pull-up or pull-down resistors. Special attention must be paid to GPIOs 0, 2, and 12, which 

serve bootstrapping functions during the ESP32's startup sequence. 

The module also includes analog interfaces, with ADC1 channels available on GPIOs 32–

39 and ADC2 on GPIOs 0, 2, 4, 12–15, and 25–27. However, ADC2 channels are restricted 

when Wi-Fi is in use. Two DAC channels are available on GPIO25 (DAC1) and GPIO26 

(DAC2). 

In terms of serial communication, the ESP32 supports multiple UART interfaces. UART0, 

the default interface, uses GPIO1 (TX) and GPIO3 (RX). Additional UART interfaces (UART1 

and UART2) can be mapped to various pins, such as GPIO9/10 or GPIO16/17, using the 

internal GPIO matrix. For SPI communication, up to four interfaces are supported. A commonly 

used configuration for VSPI is: GPIO23 (MOSI), GPIO19 (MISO), GPIO18 (SCK), and GPIO5 

(SS). I2C functionality can also be mapped flexibly, but the default pins are typically GPIO21 

(SDA) and GPIO22 (SCL). 

The ESP32 supports PWM output on nearly all GPIOs (excluding input-only ones) via its 

LEDC module, offering up to 16 independent PWM channels. Additionally, capacitive touch 

sensing is supported on GPIOs 0, 2, 4, 12–15, 27, 32, and 33, enabling proximity-based user 

interaction. 

Key bootstrapping pins include GPIO0 (must be LOW to enter UART bootloader mode), 

GPIO2 (LOW at boot for proper mode selection), and GPIO12 (controls flash voltage, must be 

LOW). Power-related pins include 3V3 (regulated 3.3V output), VIN (external 5V input), GND 

(ground), and EN (enable pin, pulled HIGH to activate the module). 

For communication between the DY50 fingerprint sensor and the ESP32 microcontroller, a 

UART serial interface is typically employed. The sensor’s TX pin is connected to GPIO16 of 

the ESP32 (configured as RX), and the RX pin of the sensor is connected to GPIO17 

(configured as TX). Power is supplied to the sensor through either the 3.3V or 5V pin, 

depending on the sensor's voltage specifications, while the GND pin of the sensor is connected 

to the GND pin of the ESP32. 
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This configuration ensures reliable bidirectional communication between the 

microcontroller and the biometric sensor, allowing for data exchange during the fingerprint 

enrollment and matching processes. 

2.4.3. Security Features 

The ESP32 microcontroller integrates several robust security features that make it well-

suited for use in secure access control systems. One of its key advantages is the inclusion of 

hardware-accelerated encryption modules, which support a range of cryptographic algorithms 

such as AES (Advanced Encryption Standard), SHA-2 (Secure Hash Algorithm 2), RSA, and 

Elliptic Curve Cryptography (ECC). These capabilities enable secure data transmission and 

storage while maintaining high processing efficiency. 

Another important feature is Secure Boot, which ensures that only authenticated and signed 

firmware can be executed on the device. This mechanism protects the system from unauthorized 

or malicious code execution during startup, thereby maintaining the integrity of the device’s 

firmware. 

The ESP32 also offers flash encryption, which encrypts the data stored in its onboard flash 

memory. This provides an added layer of protection for sensitive information, especially in 

cases where an attacker gains physical access to the hardware. 

In terms of network security, the ESP32 fully supports standard Wi-Fi security protocols, 

including WPA, WPA2, and the more advanced WPA3, ensuring encrypted and authenticated 

wireless communication. These features collectively contribute to a secure operational 

environment for biometric access control systems and other IoT applications [56]. 

2.4.4. Operational Responsibilities of the ESP32 

The ESP32 plays a central role in the operation of the biometric access control system, acting 

as the primary controller responsible for coordinating all key functions. First, it reads and 

processes data from the fingerprint sensor, either performing the matching internally or relaying 

data for further processing. Based on the verification result, the ESP32 makes access decisions, 

either autonomously or in communication with an external server. 

Upon successful authentication, the ESP32 triggers the actuation mechanism, such as a relay 

or servo motor, to unlock the door. It also logs access attempts, which can be stored locally or 

transmitted wirelessly for remote monitoring. In addition to these core tasks, the ESP32 is 
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responsible for enforcing security measures, including encrypted data transmission, secure boot 

verification, and managing any multi-factor authentication protocols. 

By serving as the integration point for all system components, sensors, output devices, user 

interface, and network communication, the ESP32 ensures real-time operation, security, and 

adaptability within the biometric access control architecture. 

2.5. User Interface and Feedback Components 

The user interface (UI) and feedback components are essential for making biometric access 

control systems intuitive, accessible, and easy to use. These elements provide visual and 

auditory cues that guide users through the authentication process, confirm successful actions, 

or alert them to errors. A well-designed interface not only enhances the user experience but also 

improves system efficiency by reducing confusion and interaction time. 

In this project, the user interface has been kept simple and functional by incorporating the 

following components: a liquid crystal display (LCD) for real-time messages and instructions, 

LED indicators (green and red) for visual feedback, a buzzer for auditory alerts, and a 4×3 

keypad for user input such as PIN entry or navigation commands. Each of these components 

plays a specific role in facilitating smooth and effective interaction between the user and the 

biometric system. Their functionalities are detailed in the following subsections. 

2.5.1. LCD Display 

The LCD module (Figure 2.7) is a widely used user interface component in embedded 

systems due to its simplicity, low power consumption, and ease of integration. It contains an 

onboard controller and the necessary electronic components to manage text output, making it 

well-suited for real-time communication with users. LCDs are available in various 

configurations, typically ranging from 1 to 4 lines and 8 to 80 characters per line, with several 

models supporting different character formats and voltage levels. 

 

Figure 2.7:  LCD 2×16 Display Module [64]. 
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In this project, a 2x16 character LCD is used, which allows the display of two lines with up 

to 16 characters per line. This module is responsible for showing system messages such as 

"Place Finger," "Access Granted," or "Access Denied," providing real-time feedback to the user 

during interaction with the biometric system. 

Many LCDs include a backlight feature, which enhances visibility in low-light conditions. 

The backlight is typically powered by LEDs, and the current required can vary from 80 mA to 

250 mA, depending on brightness settings and the model. Proper current-limiting resistors or 

transistor drivers are recommended when integrating backlit LCDs to ensure safe operation and 

optimal display brightness [63]. 

2.5.2. The light-emitting diode LED 

A light-emitting diode (LED) (Figure 2.8) is a semiconductor device that emits light when 

an electric current passes through it. LEDs are highly energy-efficient, long-lasting, and 

commonly used in embedded systems for status indication, signaling, and visual feedback. 

 

Figure 1.5.1.2.8: LED Pin Configuration [65]. 

In this biometric access control system, two LEDs are employed: a green LED to indicate 

successful authentication ("Access Granted"), and a red LED to signal a failed attempt or error 

("Access Denied"). These visual cues provide immediate and intuitive feedback to the user. 

The LEDs are controlled via the ESP32’s GPIO (General Purpose Input/Output) pins. To 

safely interface an LED with the ESP32, the cathode (negative pin) of the LED is connected to 

GND, while the anode (positive pin) is connected in series with a 220-ohm resistor, which is 

then connected to an available GPIO pin. This resistor limits the current flowing through the 

LED, ensuring safe operation and protecting both the LED and the microcontroller [66]. 
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This configuration enables the microcontroller to toggle the LEDs ON or OFF based on the 

access control logic, providing real-time feedback in response to fingerprint authentication 

outcomes. 

2.5.3. Buzzer 

A buzzer (Figure 2.9) is an electronic sound-emitting component that produces an audible 

tone when supplied with electrical power. Buzzers are commonly used in embedded systems to 

provide auditory feedback or alerts, such as notifications, warnings, or confirmation of actions. 

 

Figure 2.9: Buzzer Module [67]. 

In the context of this biometric access control system, the buzzer is used to signal access 

outcomes: a short beep indicates a successful authentication ("Access Granted"), while a longer 

beep signals an error or denial ("Access Denied"). This form of feedback enhances usability by 

enabling users to recognize system status without needing to look at a display. 

The buzzer operates with a typical supply voltage range of 3.3V to 5.0V, making it 

compatible with the ESP32’s power outputs. For interfacing, the positive terminal of the buzzer 

is connected to a GPIO pin on the ESP32, while the negative terminal is connected to ground 

(GND). Through simple digital signals from the microcontroller, the buzzer can be activated or 

deactivated as needed [67]. 

This straightforward integration provides effective and immediate auditory cues, improving 

the overall user experience of the biometric system. 

2.5.4. 4x3 Keypad 

A 4×3 matrix keypad is a commonly used input device in embedded systems, particularly 

for applications involving user authentication, menu navigation, or function selection. When 

connected to a microcontroller such as the ESP32, it provides a simple and reliable interface 

for user interaction. 
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The keypad consists of 12 pushbuttons arranged in a 4-row by 3-column matrix, allowing it 

to detect and process individual keypresses efficiently. Typical use cases include entering user 

IDs, PIN codes, selecting system options, or triggering specific functions via key combinations. 

The working principle of a matrix keypad involves scanning the rows and columns to 

determine which key has been pressed. In this configuration, the columns are usually configured 

as outputs, and the rows as inputs. Each button in the matrix connects a specific row to a column. 

When a key is pressed, it completes the circuit between a corresponding row and column, 

allowing the microcontroller to detect the key’s position. 

For example, if key '1' is pressed, the connection between its assigned row and column C1 

will be completed. The ESP32 performs scanning logic to read the row input state after 

sequentially enabling each column output. This technique is illustrated in Figure 2.10, which 

shows the internal wiring of a typical 4×3 keypad [68]. 

 

Figure 1.5.1.2.10: 4×3 Keypad Internal Circuit [69]. 

This method of input not only reduces the number of required GPIO pins but also provides 

a versatile interface for various user-driven functions within the biometric access control 

system. 

2.6. Power Supply System 

The biometric access control system is powered using a lithium iron phosphate (LiFePO₄) 

battery (Figure 2.11), which is well-suited for embedded applications due to its stability, 

efficiency, and safety characteristics. This type of battery has a nominal voltage of 3.2V and a 

maximum fully charged voltage of 3.65V. 
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Figure 1.5.1.2.11: Lithium Iron Phosphate (LiFePO₄) Battery [71]. 

One of the key advantages of the LiFePO₄ battery is its very flat discharge curve, meaning 

that its output voltage remains nearly constant over most of the discharge cycle. This ensures 

stable power delivery to the components, minimizing voltage fluctuations that could affect 

performance. 

The maximum voltage of 3.65V is only slightly higher than the ESP32's maximum rated 

operating voltage of 3.6V, making the LiFePO₄ battery a compatible and efficient power source. 

In many cases, it can be connected directly to the 3.3V power input pin of the ESP32 without 

the need for complex voltage regulation circuitry [70]. 

This choice of power supply enhances the system’s portability and makes it suitable for 

standalone or off-grid installations, where reliable and long-lasting power is essential. 

2.7. Communication Interfaces 

To ensure reliable data exchange between components in the biometric access control 

system, the design incorporates two communication protocols.  

This section describes the protocols used: UART (Universal Asynchronous Receiver-

Transmitter) and Wi-Fi (Wireless Fidelity). 

2.7.1. UART (Universal Asynchronous Receiver-Transmitter)  

UART is a widely used asynchronous serial communication protocol that facilitates data 

exchange between two digital devices. Unlike synchronous protocols such as SPI or I²C, UART 

does not require a clock line to synchronize communication. Instead, both devices must agree 

on a common baud rate, which defines the speed of data transmission in bits per second. 
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In UART communication (Figure 2.12), data is transmitted bit by bit over two lines: one for 

transmitting (TX) and one for receiving (RX). This simplicity makes UART highly suitable for 

point-to-point communication in embedded systems [72]. 

 

Figure 1.5.1.2.12: UART Communication Protocol [72]. 

The ESP32 microcontroller supports up to three UART interfaces: UART0, UART1, and 

UART2, depending on the specific board configuration. The GPIO assignments for each UART 

port are as follows: 

• UART0: GPIO1 (TX0), GPIO3 (RX0) Commonly used for communication with the serial 

monitor during programming and debugging. It can be reassigned to other peripherals if not 

required for console output. 

• UART1: GPIO10 (TX1), GPIO9 (RX1), typically used for external device communication, 

such as with sensors or secondary microcontrollers. 

• UART2: GPIO17 (TX2), GPIO16 (RX2), also commonly used for connecting to external 

peripherals, such as the fingerprint sensor in this project [72]. 

2.7.2. Wi-Fi (Wireless Fidelity) 

Wi-Fi is a wireless communication technology that allows devices to connect to a local area 

network (LAN) or the Internet without physical cabling. It uses radio frequency (RF) signals to 

transmit data between devices and a central access point, typically a router. This technology is 

widely adopted in embedded systems for applications requiring remote monitoring, cloud 

connectivity, or web-based control interfaces.  

The ESP32 microcontroller supports the IEEE 802.11 b/g/n Wi-Fi standard, operating in the 

2.4 GHz frequency band. This built-in capability enables the ESP32 to connect to wireless 

networks (Figure 2.13), communicate with servers, and transmit biometric or access data 

securely and in real time [73]. 
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Figure 1.5.1.2.13: Connecting ESP32 to Wi-Fi [74]. 

The ESP32 supports three primary Wi-Fi operating modes, providing flexibility for different network 

topologies and use cases [74]: 

• Mode 1: Wi-Fi Station Mode (STA): In this mode, the ESP32 connects to an existing wireless 

network, such as a Wi-Fi router. Upon successful connection, the router assigns a unique IP address 

to the ESP32, enabling it to send or receive data over the local network or internet. 

• Mode 2: Access Point (AP) Mode: The ESP32 can also function as a wireless access point, creating 

its own Wi-Fi network. In this mode, devices such as smartphones, tablets, or laptops can connect 

directly to the ESP32, allowing local communication without a router. 

• Mode 3: Dual Mode (STA + AP): In this mode, the ESP32 operates as both a station and an access 

point simultaneously. This allows it to connect to a router while also allowing other devices to 

connect directly to it, enabling both internet access and local peer-to-peer communication. 

These Wi-Fi capabilities make the ESP32 particularly valuable for cloud-based access 

control, real-time logging, firmware updates, and mobile device interaction in biometric 

systems. 

2.8. Actuation Mechanism 

The actuation mechanism in a biometric access control system refers to the physical device 

responsible for executing a mechanical action, such as unlocking a door or releasing an electric 

lock following successful biometric authentication (e.g., fingerprint, facial recognition, or iris 

scan). This mechanism forms the final step in the access control process, translating digital 

verification results into real-world physical responses. 

In this project, the actuator used to grant or deny access is a servo motor, chosen for its 

precise control and ease of integration with microcontrollers such as the ESP32. 
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2.8.1.  Servo motor 

A servo motor (Figure 2.14) is a specialized electromechanical device designed for precise 

control of angular or linear motion. It operates using a closed-loop feedback mechanism, where 

the motor receives a control signal and adjusts its position accordingly. This allows the servo 

to rotate or move to an exact angle or position, making it ideal for applications that demand 

accuracy, reliability, and smooth movement, such as in automated locks and access gates [75]. 

 

Figure 2.14: Servo motor [75]. 

In the context of this access control system, the servo motor is used to physically open or 

close the locking mechanism upon receiving an authenticated signal from the ESP32. 

The integration of the servo motor with the ESP32 microcontroller is straightforward, 

involving three primary connections: 

• +VCC (Red Wire): Connects to a 5V power supply. For the commonly used SG90 

micro servo, the operating voltage is typically 4.8V to 5V. 

• Ground (Brown Wire): Connects to the ground (GND) pin of the ESP32 to complete 

the electrical circuit. 

• Control Signal (Orange Wire): Connects to a PWM-capable GPIO pin on the ESP32. 

The control signal typically consists of a pulse-width modulation (PWM) signal with a 

20ms period (50 Hz). The pulse width determines the target angle or position of the 

servo. 

The ESP32 can generate this PWM signal either through software libraries (e.g., Arduino 

Servo library) or hardware PWM modules. Upon receiving the control signal, the servo adjusts 

its shaft to a specific angle, unlocking or locking the door as instructed [75]. 
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2.9. Conclusion  

This chapter has presented a comprehensive overview of the hardware design for the 

fingerprint-based biometric access control system, emphasizing the functionality and 

interdependence of each component in achieving secure and efficient operation. The selection 

of the ESP32 microcontroller was guided by its optimal balance of processing performance, 

connectivity options, and flexibility, making it particularly well-suited for real-time biometric 

authentication tasks. 

The integration of the fingerprint sensor module facilitates accurate and user-friendly 

biometric identification, while auxiliary components, such as the power supply, user interface, 

communication interfaces, and actuation mechanism, enhance the system’s overall reliability 

and usability. Each hardware element was chosen based on its compatibility, efficiency, and 

contribution to the system’s objectives. 

Through thoughtful selection and seamless integration of these components, the system is 

capable of capturing biometric data, processing it efficiently, and controlling access 

mechanisms with a high degree of accuracy and responsiveness. This hardware infrastructure 

lays the foundation for a secure and scalable biometric solution. 

The next chapter will transition to the software implementation, where system logic, data 

processing algorithms, and embedded security features will be examined in detail to 

complement the hardware framework established in this section. 
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3. Chapter 3: Software Design of the Biometric Access Control System 

3.1. Introduction  

While hardware provides the structural foundation of any biometric access control system, 

it is the software layer that drives system intelligence, operational logic, and interaction with 

users and external services. This chapter presents the software design and implementation 

aspects of the fingerprint-based biometric access control system introduced earlier. 

The software is responsible for handling biometric data acquisition, user authentication 

logic, interface control, and communication with peripheral devices and remote services. In this 

context, the ESP32 microcontroller runs firmware developed using the Arduino IDE, chosen 

for its simplicity, extensive library support, and compatibility with the selected hardware 

modules. 

This chapter begins by outlining the overall software architecture and the development 

environment, followed by a detailed explanation of the programming languages used, 

particularly within the Arduino ecosystem. The chapter then describes the structure of an 

Arduino sketch, including library inclusion, variable declaration, and the core setup() and loop() 

functions. Special emphasis is placed on the integration of key software libraries that enable 

fingerprint recognition, wireless communication, cloud database interaction, HTTP protocols, 

and real-time functions. 

In addition to code development, this chapter also discusses simulation and testing tools such 

as Proteus ISIS, which are used to validate design logic and simulate hardware behavior. The 

chapter concludes by examining the integration of Firebase, a cloud-based real-time database 

platform, and the use of HTTP protocols to enable secure communication between the biometric 

system and remote servers. 

By the end of this chapter, the reader will have a comprehensive understanding of the 

software elements that transform the system’s hardware into a functional, secure, and 

responsive biometric access control solution. 

3.2. Software Architecture Overview 

The proposed software architecture for the biometric access control system is illustrated in 

Figure 3.1. It is designed to enhance physical security by utilizing fingerprint recognition 

technology for user verification and access authorization. The software design integrates several 
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coordinated modules, each responsible for a specific function in the overall authentication 

process. 

 

Figure 3.1: Software architecture of the biometric access control system. 

At the core of the system is the ESP32-WROOM-32 microcontroller, which executes 

embedded firmware responsible for managing the biometric sensor, collecting fingerprint data, 

processing enrollment and verification logic, and handling communication with external 

services. The ESP32 also manages user interface elements and triggers output actions such as 

access status updates. 

The software system operates in two key phases: enrollment and verification. During 

enrollment, the user’s fingerprint and identity data are registered in Firebase, a cloud-based 

real-time database. This data is later used for comparison during the verification phase. When 

a user attempts to gain access, the ESP32 captures the fingerprint data, transmits it to Firebase, 

and awaits a response. Based on the verification result returned from Firebase, access is either 

granted or denied. 

The final output of the system is displayed through a web interface, which can show real-

time status such as “Access Granted” or “Access Denied.” The system can also be extended to 

include additional output mechanisms such as Telegram notifications or mobile alerts, 

leveraging the ESP32’s built-in Wi-Fi and Bluetooth connectivity for future enhancements and 

integrations with cloud platforms. 

The system’s structure can be divided into three main logical components: 

• Input: Firebase (user registration and storage) 
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• Processing Unit: ESP32-WROOM-32 (biometric data handling, communication, and 

decision-making) 

• Output: Firebase (as a middleware), Web page, and optional notification channels 

This modular software architecture ensures flexibility, scalability, and responsiveness in 

real-time biometric access applications. 

3.3. Development Tools and Environment 

The successful implementation of the biometric access control system relies heavily on a 

well-structured software development environment and the appropriate selection of tools. This 

section presents the key technologies, platforms, libraries, and simulation environments used to 

design, develop, and test the embedded software for the ESP32 microcontroller. 

The system’s firmware was developed using the Arduino IDE, which supports C++ as its 

primary programming language. Several open-source libraries were integrated to handle key 

tasks such as fingerprint recognition, cloud communication, user interface control, and real-

time clock functionality. Additional tools such as Proteus were used for hardware simulation 

and verification, while Firebase Console served as the cloud-based backend for user data and 

authentication logs. The system also includes a web interface, developed using HTML and CSS, 

to display access status and provide a remote monitoring option. 

3.3.1. Programming language (C++) 

The firmware for the biometric access control system was developed using C++, a high-

level, object-oriented programming language widely used in embedded systems. C++ provides 

the necessary low-level control over hardware resources while supporting modular and 

structured code development. This makes it ideal for writing firmware that interacts directly 

with microcontroller peripherals and external hardware modules. 

Within the Arduino IDE environment, C++ is used to define all core functionalities of the 

system, including sensor interfacing, input/output control, serial communication, and decision-

making logic. The object-oriented nature of C++ enables efficient management of hardware 

modules by encapsulating related operations within classes or structured functions. For 

example, operations involving the fingerprint sensor, LCD screen, and keypad are abstracted 

into manageable code blocks using available libraries written in or compatible with C++. 

C++ also facilitates efficient memory usage, interrupt handling, and real-time task 

management—critical aspects in a biometric access system where response time, reliability, 
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and data accuracy are essential. Its compatibility with a wide range of microcontroller 

architectures, including the ESP32, further underscores its suitability for this project [76]. 

3.3.2. Development platform (Arduino IDE) for firmware 

The Arduino Integrated Development Environment (IDE) (Figure 3.2) was selected as the 

primary platform for developing the firmware of the biometric access control system. The 

Arduino IDE provides a user-friendly interface and a robust set of tools for writing, compiling, 

uploading, and debugging C++ code on microcontroller-based platforms, including the ESP32-

WROOM-32 used in this project. 

 

 

 

 

 

 

 

 

 

 

Figure 3.2: Interface of Arduino IDE. 

One of the major advantages of the Arduino IDE is its simplicity and accessibility, making 

it suitable for both rapid prototyping and full-scale embedded development. It supports a wide 

range of microcontrollers and provides extensive compatibility with numerous open-source 

hardware libraries, which significantly streamlines the integration of external modules such as 

fingerprint sensors, LCD displays, keypads, and Wi-Fi connectivity. 

The IDE includes essential development tools such as: 

• A code editor with syntax highlighting and error checking. 

• An integrated compiler and linker to convert C++ source code into executable 

machine code. 
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• A serial monitor for real-time communication and debugging with the 

microcontroller via UART. 

In the context of this system, the Arduino IDE was used to write and manage all firmware 

functions. The development process included initializing hardware components, managing 

input/output operations, processing biometric authentication logic, and establishing 

communication with Firebase and the web interface. Furthermore, the availability of 

community-contributed libraries for the ESP32 simplifies access to advanced features like Wi-

Fi configuration, HTTP requests, and real-time database interactions. 

Additionally, the Arduino IDE supports cross-platform compatibility (Windows, macOS, 

Linux), and its lightweight footprint makes it easy to deploy on a wide range of development 

machines. The combination of flexibility, community support, and integrated tools makes the 

Arduino IDE a practical and efficient choice for the development of embedded access control 

systems [77]. 

3.3.2.1. Arduino IDE Editing Window 

The Arduino IDE editing window is the central workspace where developers write and 

manage their source code. It is visually organized into four main zones, each designed to 

support a specific aspect of the programming workflow (Figure 3.2). 

• Zone 1: Menu Bar: This section provides access to software configuration options such 

as board selection, library management, and port configuration. 

• Zone 2: Toolbar: This area includes shortcut buttons for essential actions such as verify 

(compile), upload (send code to the board), open, save, and launch the serial monitor. 

• Zone 3: Code Editor: This is the main text area where users write the source code. It 

supports C++ syntax highlighting and basic error indication. 

• Zone 4: Output Console (Debugger): This section displays compiler messages, error 

diagnostics, and serial communication outputs, making it a valuable tool for 

troubleshooting and debugging. 

3.3.2.2. Structure of an Arduino IDE Program 

An Arduino program, also referred to as a sketch, is typically composed of three key 

components: 
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a) Declaration of Libraries and Variables 

At the beginning of the sketch, relevant libraries and global variables are declared. Libraries 

are pre-written sets of functions written in C/C++ that simplify complex tasks, such as 

interacting with sensors or managing communication protocols.  

Variables, on the other hand, serve as containers to store data values during program 

execution. Common variable types include int, float, char, String, double, and bool. Proper 

variable declaration is essential for memory management and logic control. 

b) setup() Function 

The setup() function is executed once, when the microcontroller is powered on or reset. It is 

used to initialize configurations such as pin modes, communication interfaces, or library 

objects.  

c) loop() Function 

Following the setup, the loop() function is executed continuously, allowing the program to 

react to inputs, update outputs, and perform ongoing tasks. It forms the core logic of the Arduino 

sketch and enables dynamic control of the hardware.  

 

 

 

 

 

 

 

Figure 3.3: Example Arduino Code: Blink an LED. 

The figure 3.3 provide an illustration of simple program makes an LED connected to pin 6 

blink repeatedly.  

3.3.3. Key Libraries used in Biometric Access Control System 

In embedded systems development, libraries provide a powerful abstraction layer that 

simplifies the interaction with hardware and external services. A library is a collection of pre-



 

43 

 Chapter 3: Software Design of the Biometric Access Control System 

written code, typically composed of functions, classes, and constants, that developers can use 

to perform common or complex tasks without having to write the code from scratch. 

In this biometric access control system, several key libraries were employed to manage 

specific modules, including the fingerprint sensor, Wi-Fi connectivity, Firebase integration, 

HTTP communication, time management, and user interface elements. 

3.3.3.1. Fingerprint Library 

The Adafruit Fingerprint Sensor Library (Figure 3.5) is an open-source library designed 

specifically to interface with Adafruit optical fingerprint sensors. It supports functions such as 

capturing fingerprint images, enrolling new users, verifying identity, and deleting stored 

fingerprints. The library communicates with the sensor via TTL serial interface and can store 

up to 162 fingerprint templates in the sensor’s onboard flash memory. 

 

Figure 3.4: Adafruit Fingerprint Library in Arduino IDE. 

By using the Adafruit_Fingerprint.h library, developers can quickly integrate biometric 

authentication features into Arduino-based projects, significantly reducing development time 

and complexity. It includes example sketches for enrollment, search, and template management 

[80]. 

3.3.3.2. Wi-Fi Library 

The WiFi library (Figure 3.5) enables the ESP32 to connect to wireless networks and the 

Internet. It provides comprehensive functionality for scanning nearby networks, connecting to 

a selected SSID, managing connection status, and obtaining IP configurations. 

 

 

 

Figure 3.5: Wi-Fi Library in Arduino IDE. 

This library is crucial in allowing the ESP32 to function as a client device that interacts with 

cloud services and web interfaces. The developer can specify the SSID and password to 

establish a secure Wi-Fi connection [81]. 
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3.3.3.3. Firebase Library 

The Firebase_ESP_Client library (Figure 3.6) is a high-performance library developed for 

interfacing the ESP32 microcontroller with Firebase Realtime Database. It supports a wide 

range of operations including reading, writing, updating, and deleting data. 

 

Figure 3.6: Firebase Library in Arduino IDE. 

Additionally, the library allows real-time event listening, authentication with Firebase 

credentials, and security policy management. It is optimized for low-latency and secure cloud 

communication, making it ideal for access control applications where real-time database 

synchronization is needed [82]. 

3.3.3.4. HTTP Client Library 

The HTTPClient library (Figure 3.7) is part of the official Arduino core for ESP32 and 

allows the microcontroller to perform HTTP and HTTPS requests. It is used to send or receive 

data from web servers or cloud APIs. 

 

Figure 3.7: HTTP Client Library in Arduino IDE. 

This library is especially useful when implementing RESTful API communication or 

interacting with external systems through standard web protocols [83]. 

3.3.3.5. Time Library 

The time.h library (Figure 3.8) is used to manage time-based functions in the ESP32. When 

paired with NTP (Network Time Protocol) services, it can synchronize the internal clock with 

Internet-based time servers. 

 

 

Figure 3.8: Time Library in Arduino IDE. 

This functionality is important for timestamping access events, logging activity, or 

scheduling periodic operations in real time [84]. 
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3.3.4. Proteus for circuit simulation and testing 

Proteus (Figure 3.9) is a widely used electronic design automation (EDA) software suite 

developed by Labcenter Electronics. It is primarily used for schematic capture, circuit 

simulation, and PCB (printed circuit board) design. Proteus is well-known in both academic 

and industrial environments and is extensively used in engineering education for virtual 

prototyping and system testing. 

 

 

 

 

 

 

 

 

Figure 3.9: Proteus Software Suite Interface. 

The Proteus suite comprises two core modules : 

• ISIS (Intelligent Schematic Input System) for schematic design and simulation 

• ARES (Advanced Routing and Editing Software) for PCB layout and routing 

By using Proteus, developers can simulate embedded systems, microcontroller programs, 

and complete circuit behavior before physically implementing the design. This approach saves 

time, reduces hardware costs, and allows early detection of logical and electrical errors [85]. 

3.3.4.1. ISIS: Schematic Design and Simulation 

The ISIS module of Proteus (Figure 3.11) is primarily used for schematic design and 

simulation of electrical and electronic circuits. It provides a graphical interface where 

components can be added, connected, and simulated in real time. This capability is particularly 

useful in verifying the logical behavior of embedded systems, including the biometric access 

control system developed in this project. 
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Figure 3.10: Main Window of Proteus ISIS. 

The main interface of Proteus ISIS is divided into several functional areas: 

• Edit Window: The central, dotted region where circuits are drawn and simulations are 

executed. It serves as the primary workspace for project design. 

• Overview Window: Provides a zoomed-out view of the entire schematic, allowing 

users to navigate large designs efficiently. 

• Object Selector (P and L Buttons): 

o P Button: Opens the component selection window, where electronic parts 

(resistors, microcontrollers, sensors, etc.) can be added to the design. 

o L Button: Allows modification of component properties, such as resistance 

values or pin labels. 

• Zoom Controls: Enable users to zoom in and out of the schematic to inspect and fine-

tune circuit layout and wiring. 

• Tool Options: This toolbar includes simulation instruments such as voltmeters, 

ammeters, and oscilloscopes, which can be added to circuits for real-time measurement 

and analysis. 

• Simulation Control Buttons: Located in the lower-left corner, these include Run, 

Pause, Stop, and Restart. These buttons control the simulation flow, allowing users to 

test and debug the circuit under different conditions. 
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By simulating the system’s hardware connections and logic in Proteus ISIS before 

deployment, design flaws and integration issues can be identified early, reducing development 

time and improving system reliability. 

3.3.5. Firebase Console for cloud integration 

Firebase (Figure 3.11) is a comprehensive platform developed by Google that offers a suite 

of cloud-based services tailored to support the development of high-quality web and mobile 

applications. It enables developers to focus on front-end implementation without the need to 

manage complex backend infrastructure. 

 

 

 

 

 

 

Figure 3.11: Firebase database  interface [86]. 

Firebase provides a wide range of functionalities, including: 

• Realtime Database 

• User authentication 

• Cloud storage 

• Analytics 

• In-app messaging 

• Machine learning services 

The platform supports cross-platform development, including Android, iOS, and web-based 

applications. It streamlines development by enabling serverless architecture, allowing 

developers to build responsive applications with minimal setup and maintenance [86]. 

3.3.5.1. Firebase vs. Traditional Databases 

Firebase represents a shift from traditional relational databases by offering a NoSQL-based 

real-time backend that is optimized for scalable and reactive applications. Traditional databases 
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such as MySQL, PostgreSQL, and Oracle use structured schemas with tables, columns, and 

rows, which are ideal for applications requiring complex relational queries and strict transaction 

management. 

In contrast, Firebase stores data in a JSON tree structure, enabling real-time data 

synchronization across multiple clients. It is particularly well-suited for applications that 

require immediate updates across connected devices, such as chat systems, collaborative tools, 

and biometric access logs. 

A comparative summary is shown in Figure 3.12: 

 

 

 

 

 

 

 

Figure 3.12: Comparison Between Firebase and Traditional Databases [86]. 

3.3.5.2. Firebase Realtime Database 

The Firebase Realtime Database is a cloud-hosted NoSQL database that stores data in JSON 

format. It synchronizes data across all connected clients in real time, making it ideal for systems 

that require instant access to shared data, such as biometric authentication logs and access 

control status. 

 

 

 

 

 

 

Figure 3.13: Program Using Firebase Realtime Database [87]. 
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When using Firebase’s cross-platform SDKs (for Android, iOS, and JavaScript), all clients 

share a single instance of the Realtime Database. Any changes made to the data are instantly 

pushed to all other clients, enabling seamless updates and data consistency across devices. 

In this project, the Firebase Realtime Database is used to: 

• Register user credentials 

• Store fingerprint authentication results 

• Log access attempts in real time 

• Synchronize data between ESP32 and web dashboard 

A sample implementation using the Firebase Realtime Database is shown in Figure 3.13: 

3.3.6. HTML/CSS for web interface 

To enable remote access and real-time monitoring of the biometric access control system, a 

web interface was developed using HTML (Hypertext Markup Language) and CSS (Cascading 

Style Sheets). These technologies form the structural and visual foundation of modern web 

applications. 

HTML is used to define the structure and content of web pages. In this project, HTML 

elements are used to organize and display system messages such as "Access Granted," "Access 

Denied," and user activity logs. Elements like headings, paragraphs, tables, and divisions allow 

the interface to be structured clearly for user interaction. 

CSS complements HTML by providing styling and layout control. It is used to enhance the 

visual presentation of the interface, ensuring a responsive and user-friendly design that can be 

accessed from any modern browser. Features such as color coding, font adjustments, and layout 

grids help convey access status in an intuitive manner. 

The web interface is connected to the Firebase Realtime Database, allowing it to 

automatically update its content as new authentication results are pushed from the ESP32 

microcontroller. This enables real-time feedback and system transparency for administrators 

and users alike. 

In addition, the interface is accessed over the Internet using HTTP (Hypertext Transfer 

Protocol), a standard web protocol that governs communication between web browsers (clients) 

and servers. HTTP enables the retrieval and transmission of data such as access logs, user 
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information, and control signals. It serves as the underlying transport mechanism for web-based 

interaction (Figure 3.14). 

Together, HTML, CSS, and HTTP provide a robust platform for delivering biometric system 

feedback and control functions through a clean, interactive, and browser-accessible interface. 

 

 

 

 

 

 

Figure 3.14: HTTP (Hypertext Transfer Protocol) Conceptual Diagram [88]. 

3.4. Conclusion 

This chapter has presented the complete software design and implementation of the 

fingerprint-based biometric access control system. The development process integrated a robust 

set of tools and technologies, including the Arduino IDE, C++ programming language, and 

multiple specialized libraries to support fingerprint recognition, cloud communication, real-

time monitoring, and user interface management. 

The ESP32 microcontroller served as the central processing unit, executing firmware 

developed using modular and reusable code structures. External libraries such as 

Adafruit_Fingerprint, Firebase_ESP_Client, and HTTPClient greatly simplified the integration 

of complex functionalities. Additionally, Proteus ISIS was used to simulate and verify circuit 

behavior, enhancing system reliability during the development phase. 

The system’s connection to Firebase Realtime Database provided a secure and scalable 

backend for real-time user authentication and data logging. The implementation of a simple yet 

effective web interface using HTML and CSS allowed administrators to monitor system activity 

remotely, reinforcing usability and accessibility. 

Through the strategic selection of software tools and careful design of system logic, the 

software component effectively complements the hardware architecture outlined in Chapter 2. 

Together, they enable a complete, functional, and user-friendly biometric access control 

solution. 
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The following chapter will focus on the testing, evaluation, and performance analysis of the 

system, validating its effectiveness and identifying areas for potential improvement. 
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4. Chapter 4: Implementation Results and System Validation 

4.1. Introduction 

This chapter presents the practical implementation and validation of the fingerprint-based 

biometric access control system developed in the previous chapters. After detailing the system’s 

hardware design and software architecture, it is essential to evaluate how the system performs 

under real-world conditions and to assess its reliability, responsiveness, and effectiveness in 

securing access. 

The implementation results are based on actual deployment and testing of the system using 

the ESP32 microcontroller, DY50 fingerprint sensor, LCD interface, keypad, and integration 

with cloud services such as Firebase and Telegram. The system was tested for a range of 

functional scenarios, including user enrollment, fingerprint verification, password validation, 

access authorization, and denial conditions. 

Each software module, including Wi-Fi connectivity, Firebase real-time database operations, 

Telegram notifications, and real-time clock synchronization, was validated individually and in 

combination. Additionally, the web interface was tested to ensure that access events are 

correctly displayed and updated in real time. Proteus simulation was also used to verify the 

logical behavior of the hardware before final deployment. 

This chapter also includes a discussion of observed performance metrics such as system 

latency and fingerprint recognition accuracy. Finally, the economic feasibility of the system is 

analyzed, and limitations encountered during implementation are addressed. 

4.2. Experimental Setup 

To evaluate the functionality and performance of the biometric access control system, a 

controlled experimental setup was established. The objective was to simulate a real world usage 

condition where users interact with the system for secure access, and to validate that all 

hardware and software components function cohesively and reliably. 

In the physical prototype, all components were mounted on a prototyping breadboard. The 

ESP32-WROOM-32 microcontroller served as the central processing unit, orchestrating sensor 

input, data processing, and communication with cloud services. The DY50 optical fingerprint 

sensor was connected to the ESP32 via UART communication on GPIO16 (Rx) and GPIO17 

(Tx). A 16×2 character LCD was used to display system prompts, statuses, and feedback, 

interfaced with six GPIO pins (13, 12, 15, 2, 18, and 4). 
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A 4×4 matrix keypad was used for user input, specifically for selecting actions and entering 

passwords. Its rows were connected to GPIOs 23, 32, 35, 34, and the columns to GPIOs 26, 25, 

27, and 14. Visual access feedback was provided by green and red LEDs, connected to GPIO22 

and GPIO23, respectively. A passive buzzer was optionally included for audible confirmation 

of access results. Power to the ESP32 was supplied either through a USB connection or a 3.7V 

LiFePO₄ battery, regulated internally to match ESP32 operating levels. 

Figure 4.1 shows the hardware wiring diagram, created using Fritzing software, illustrating 

the interconnection between components and the power distribution strategy. 

Figure 4.1: Schematic of physical hardware connection using ESP32 (generated with Fritzing 

software). 

To simulate and test the circuit before real deployment, ISIS Proteus software was used. 

Since the ESP32 is not natively available in Proteus, an Arduino Nano was used as a placeholder 

to emulate the logical behavior of GPIOs and UART communication. All peripheral devices, 

including the keypad, LEDs, LCD, and fingerprint module, were integrated into the simulation 

circuit. This allowed verification of pin level behavior, input/output logic, and user interface 

responses without risking damage to physical components. Figure 4.2 displays the Proteus-

based schematic, which helped validate the theoretical design and test initial behaviors such as 

serial communication, keypad input, and LCD messages. 
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Figure 4.2:  Schematic of physical hardware connection using ESP32 (generated with ISIS Proteus 

software). 

Upon powering the physical system, the LCD shows a startup message (“System Started”), 

indicating system initialization. The ESP32 then attempts to connect to the predefined Wi-Fi 

network. Once connected, it displays (“WiFi Connected”) and proceeds to initialize the 

fingerprint module. The NTP client synchronizes with time servers to ensure that all events are 

accurately timestamped. Following successful initialization, the main menu appears, offering 

users the option to enroll a fingerprint or verify their identity, allowing the system to operate 

interactively and in real time. 

4.2.1. Software Operation and Behavior 

The software developed for the biometric access control system was deployed to the ESP32-

WROOM-32 microcontroller using the Arduino IDE. Written in C++, the firmware coordinates 

all system functions, including hardware initialization, user interface control, biometric data 

processing, and cloud communication via Firebase and Telegram. 

Upon startup, the software initializes all hardware modules, starting with the LCD, 

fingerprint sensor, and keypad, before establishing a Wi-Fi connection using the stored SSID 

and password credentials. Once the device connects to the network, it configures access to the 

Firebase Realtime Database and starts the NTP client to synchronize the internal clock with 
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global time servers. This ensures that all access events are timestamped with precise date and 

time information. 

After initialization, the system enters its main execution loop, where it remains responsive 

to user inputs via the 4×4 keypad. Two primary options are available: 

• [4] Enroll: Initiates the fingerprint registration process (Enrollment mode). 

• [5] Verify: Starts the fingerprint-based identity verification and access check 

(Verification mode). 

In enrollment mode, the system prompts the administrator to enter the user’s ID, name, 

contact, and password via the serial interface. It then captures two images of the user’s 

fingerprint to create a reliable template. If successful, this template is stored locally on the 

sensor, and the user’s data is uploaded to Firebase. A Telegram notification is also sent to 

confirm successful registration. 

In verification mode, the system captures a live fingerprint image and searches for a match 

in the stored templates. If a match is found, the system retrieves the user’s stored password from 

Firebase and prompts the user to input it via the keypad. If the entered password matches, access 

is granted, the green LED is activated, and event details (including date, time, user ID, and 

status) are logged to Firebase and sent via Telegram. If the fingerprint or password validation 

fails, the system increments a retry counter, permits up to three attempts, and upon failure, logs 

a denied access event and triggers the red LED along with a warning notification. 

The firmware handles multiple modules concurrently while maintaining real-time 

responsiveness and feedback. The use of modular functions, structured JSON data transmission 

ensures code clarity, reliability, and efficient communication between the device and the cloud. 

The system logic is illustrated in the flowchart shown in Figure 4.3, which outlines the 

sequential steps for fingerprint authentication, password verification, and access decision-

making, including the retry mechanism. 
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Figure 4.3: Flowchart illustrating the logic of the fingerprint-based access control program. 

START 

Initialization: 

- LCD + Startup message, WiFi 

connection, Firebase/NTP, 

Fingerprint sensor, Keyboard/LEDs 

Main Loop 
Displays: 

[4: Enroll] and [5: Verify] 

[5 : Verify] [4 : Enroll] 

Entry: 
ID (1-127) 

Name/Contact/Pass-
word  

fingerprint 
validation 

Display : user 
added! 

Register user on 
Firebase and web 
page + Telegram 

Notification 

Fingerprint 
Scanner 

PWD  
correct ? 

 - Access granted 
Green LED lights 

up+ 
Notification 
Telegram  + 

website 

YES 

Attempt=attempt +1 
Lcd Display : not 

recognized 

YES 

NO 

NO 

YES 

NO 

Attempt=3 

Lcd display : access denied 
Flashing red LED- Telegram + 
web notification- Temporary 

block 



 

57 

 Chapter 4: Implementation Results and System Validation 

4.3. Simulation and testing with Proteus 

To validate the logical behavior illustrated in the flowchart in Figure 4.3 of the biometric 

access control system prior to deploying the physical prototype, the entire system was simulated 

using Proteus ISIS software. This environment enabled thorough testing of component 

interactions, signal flows, and user feedback mechanisms under controlled conditions. The 

simulation focused on verifying display outputs, LED behavior, and input logic related to 

fingerprint and password handling. 

Figure 4.4 illustrates the general simulation setup, including the wiring of the LCD, keypad, 

LEDs, and microcontroller (represented here by an Arduino Nano due to the lack of native 

ESP32 support in Proteus). This configuration enabled the visualization of system messages 

and logical responses to simulated inputs. 

Figure 4.4: Proteus simulation environment showing LCD startup message. 

After scanning the fingerprint (emulated via logic inputs), the system prompts the user to 

enter their password. This interaction is demonstrated in Figure 4.5, where the LCD guides the 

user through the verification process. 
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Figure 4.5: Password entry prompt after fingerprint recognition. 

If the user enters an incorrect password or the fingerprint does not match a stored template, 

the system responds by displaying an access denial message. Additionally, it keeps track of the 

number of failed attempts. Figure 4.6 shows an example message displayed on the LCD, 

indicating the number of remaining attempts allowed. 

Figure 4.6: Access denied with retry count displayed. 
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Users are allowed a maximum of three attempts to correctly authenticate themselves. If all 

three attempts fail, the system blocks further access temporarily and displays a warning 

message, as shown in Figure 4.7. 

Figure 4.7: Lockout message after three failed attempts. 

Conversely, if the fingerprint and password are both verified successfully, the LCD displays 

a confirmation message: “Access Granted.” This final positive outcome is shown in Figure 4.8. 

Figure 4.8: Message displayed on LCD upon successful authentication. 
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This simulation phase confirmed the system’s correct logic under all tested conditions, 

including error handling, access granting, and interface feedback. It provided a safe and 

effective way to debug the design and verify behavior before final hardware deployment. 

4.4. System Validation 

System validation ensures that the entire system, including hardware, software, and network 

components, operates cohesively to deliver a secure and reliable biometric access control 

solution. The testing focused on critical factors including connectivity, data registration, real-

time verification, feedback mechanisms, and access event logging. The following subsections 

present the validation results for each key feature. 

4.4.1. Wi-Fi and Firebase Connectivity  

Stable Wi-Fi connectivity is essential for real-time data exchange between the ESP32 and 

Firebase. Figure 4.9 illustrates the firmware block responsible for initializing the Wi-Fi module 

and connecting to the local network. 

 

 

 

 

Figure 4.9: Wi-Fi initialization code segment for ESP32. 

Once powered on, the ESP32 attempts to connect to the defined SSID. As shown in the Serial 

Monitor output in Figure 4.10, the status is printed, confirming network connection success. 

Figure 4.10: Serial monitor screenshot confirming Wi-Fi connection. 
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Upon successful connection, the system displays the message "WiFi connected" on the LCD 

screen, as shown in Figure 4.11. 

 

 

 

 

 

 

Figure 4.11: LCD message indicating successful Wi-Fi connection. 

On the other hand, the Firebase initialization code is shown in Figure 4.12, where the system 

defines the host and authentication token to establish secure communication with the Realtime 

Database. 

Figure 4.12: Firebase host and token configuration in code. 

Once initialized, the system communicates with the Firebase Realtime Database in real time. 

Figure 4.13 displays the Firebase Realtime Database interface, showing the project-specific 

database URL and current data structure. 

Figure 4.13: Firebase Realtime Database interface. 
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4.4.2. User Registration and Fingerprint Enrollment  

When registering a new user, the administrator enters data such as ID, name, contact 

information, and password via the Serial Monitor, as seen in Figure 4.14. 

Figure 4.14: User data entry in Serial Monitor. 

Once the data is submitted, it is stored in Firebase under the “utilisateurs” node. Figure 4.15 

shows the structured data saved in the cloud. 

Figure 4.15: User registration entry in Firebase. 

Simultaneously, the fingerprint is enrolled by scanning the user’s finger twice. The Serial 

Monitor provides feedback confirming successful enrollment, as illustrated in Figure 4.16. 

Figure 4.16: Fingerprint enrollment log in Serial Monitor . 
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Additionally, a message confirming the addition of the new user is displayed on the LCD 

screen, as shown in Figure 4.17. 

 

 

 

 

 

 

 

 

Figure 4.17: LCD message indicating new user added. 

After successful registration, a real-time Telegram notification is sent to the administrator. 

An example notification is shown in Figure 4.18. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.18: Telegram notification for new user enrollment. 
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4.4.3. User Verification and Password Check  

During the user verification process, the user must place their finger on the sensor and enter 

the correct password. As illustrated in Figure 4.19, the LCD prompts the user to scan their 

fingerprint and enter the password. 

Figure 4.19: (a) Fingerprint scan prompt (b) Password entry prompt. 

When the credentials are valid, the message “Access granted” is logged in Firebase, as shown 

in Figure 4.20(a). Simultaneously, a real-time Telegram notification is sent when access is 

granted, as seen in Figure 4.20.b. 

 

 

 

Figure 4.20: (a) Firebase: "Access granted" log entry. (b) Telegram: "Access granted" notification. 

a b 

a 
b 
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In addition, the Serial Monitor provides a detailed trace of the process, confirming 

fingerprint recognition, password entry, and communication with Firebase and Telegram. This 

is illustrated in Figure 4.21. 

 

 

 

 

 

 

Figure 4.21: Serial Monitor output showing successful verification and notifications. 

   Since the system is based on a real-time database (see Figure 4.13), it allows immediate 

feedback. Upon successful authentication, the system activates a green LED, emits a sound via 

the buzzer, and displays a confirmation message on the LCD, as shown in Figure 4.22. 

 

 

 

 

 

 

 

 

 

Figure 4.22: Physical feedback during “Access Granted.” 

To enhance reliability and user experience, the system incorporates a retry mechanism that 

allows users up to three attempts to authenticate successfully. When a fingerprint is not 

recognized (see Figure 4.23(a)) or the entered password is incorrect, the system provides visual 

feedback and prompts the user to try again. This feature helps mitigate common issues such as 

sweaty or misaligned fingers, forgotten passwords, or accidental button presses. The retry 
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process is illustrated in Figures 4.23(b). This mechanism is implemented as part of the flowchart 

logic (refer to Figure 4.3) and has been thoroughly validated through system testing. 

Figure 4.23: (a) Fingerprint is not recognized (b) Retry mechanism displaying remaining 

authentication attempts after fingerprint recognition failure. 

The number of remaining authentication attempts is also displayed in the Serial Monitor. 

This provides developers with real-time diagnostic information during testing and debugging. 

Figure 4.24 presents an example of the Serial Monitor output indicating the remaining attempts 

during the retry process. 

 

 

 

 

 

 

 

Figure 4.24: Serial Monitor output displaying the number of remaining authentication attempts. 

In contrast, when authentication fails after three attempts, a rejection message is both logged 

in Firebase and sent as a notification. Figure 4.25(a) shows the “Access Denied” entry in 

Firebase, while Figure 4.25(b) displays the corresponding notification in Telegram. 

a b 
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Figure 4.25: (a) Firebase: "Access denied" log entry. (b) Telegram: "Access denied" notification.  

To further support system monitoring and diagnostics, access denial events are also 

displayed in the Serial Monitor. This local output provides developers and administrators with 

real-time insights into failed authentication attempts. Figure 4.26 presents an example of the 

'Access Denied' message as shown in the Serial Monitor. 

 

Figure 4.26: Serial Monitor output showing “Access Denied” after failed authentication attempts. 

When access is denied, the system triggers multiple forms of physical feedback to alert the 

user. A red LED blinks, the buzzer emits a warning tone, and the LCD displays a rejection 

a 
b 
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message. These visual and auditory signals ensure that the user is clearly informed of the failed 

authentication attempt. Figure 4.27 illustrates the LCD output and the physical response of the 

system during an “Access Denied” event. 

 

Figure 4.27: Physical feedback during “Access Denied.” 

4.4.4. Time Synchronization with NTP 

To ensure precise tracking and auditability of all access events, the system employs NTP 

(Network Time Protocol) for real-time synchronization. This guarantees that every access 

attempt, whether successful or denied, is accurately timestamped across all platforms. The 

integration of NTP helps maintain consistency and reliability in time-sensitive security 

operations. 

Figure 4.28 illustrates this feature across three platforms: (a) the Firebase Realtime Database, 

(b) the web-based monitoring interface, and (c) the Telegram notification service.  

 

 

 

 



 

69 

 Chapter 4: Implementation Results and System Validation 

 

 

 

 

 

 

Figure 4.28: Timestamped access events across different platforms (a) Firebase Realtime Database 

log, (b) Telegram notification message, (c) Web interface display. 

Figure 4.28 (a) shows how each log entry in the Firebase Realtime Database includes the 

exact date and time of the event, providing a reliable historical record. Figure 4.28 (b) displays 

the same synchronized timestamp on the web interface, allowing administrators to monitor 

activity in real time from any location. Figure 4.28 (c) presents the timestamped alert as received 

via Telegram, ensuring that remote notifications accurately reflect the exact moment of access. 

Together, these views confirm the system's ability to maintain consistent and traceable event 

timing across all output channels. 

4.4.5. Web Interface Demonstration  

To facilitate efficient monitoring and system supervision, a dynamic web interface was 

developed using HTML and CSS, and integrated with the Firebase Realtime Database. This 

dashboard provides administrators with real-time visibility into access activities, enhancing 

situational awareness and decision making.  

Access to the dashboard requires entering an email address and password, as illustrated in 

Figure 4.29. 

a 
b 
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 Figure 4.29: Login interface to the dashboard. 

As shown in Figure 4.30, the interface displays user names, access status (granted or denied), 

date, and exact time of each event, all presented in reverse chronological order. The interface 

is designed to be lightweight, responsive, and accessible from any device with an internet 

connection, making it suitable for both local and remote surveillance. This component 

significantly improves usability by offering a centralised, user-friendly view of system 

operations. 

Figure 4.30: Web dashboard displaying real-time access history and event details. 

4.5. Performance Metrics and Validation Results 

Performance evaluation of a biometric access control system is essential to determine its 

effectiveness, accuracy, and robustness under real-world operating conditions. In this section, 

we analyze the system's behavior using standard biometric performance metrics: FAR, FRR, 

and overall Accuracy. 
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These metrics provide a quantitative measure of the system’s ability to distinguish between 

legitimate users and imposters based on fingerprint recognition and password validation.  

The results presented here are based on 50 authentication attempts, including 30 from 

authorized users and 20 from imposters. 

4.5.1. False Acceptance Rate  

As defined earlier in Equation (1.1), the False Acceptance Rate quantifies the likelihood that 

an unauthorized user is mistakenly granted access. 

In this project, 0 out of 20 imposter attempts were accepted, resulting in: 

         FAR (%) =
0

20
× 100 = 0%                                        (4.1) 

This indicates excellent resistance to unauthorized access. 

4.5.2. False Rejection Rate  

According to Equation (1.2) in Chapter 1, the False Rejection Rate measures how often 

legitimate users are wrongly denied access. 

With 0 false rejections out of 30 valid access attempts, we obtain: 

FRR(%) =
0

30
× 100 = 0%                                     (4.2) 

This confirms that the system reliably recognizes authorized users. 

4.5.3. Overall Accuracy 

The overall accuracy of the system is determined by the proportion of correctly classified 

access attempts, both true positives (authorized access granted) and true negatives 

(unauthorized access denied), relative to the total number of access attempts: 

Accuracy =
True Positives+True Negatives

Total Number of Attempts
× 100                                  (4.3.a) 

Accuracy =
(20−0)+(30−0)

20+30
= 100%                                  (4.3.b) 

The performance metrics clearly demonstrate that the developed biometric access control 

system is highly accurate and secure under the tested conditions. With FAR = 0%, FRR = 0%, 

and overall accuracy = 100%, the system shows ideal performance in both detecting imposters 

and correctly authenticating legitimate users. However, it is important to note that these results 

are based on a controlled environment with a limited user base. In future work, broader testing 
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in real-world deployments with a larger population may be conducted to further validate 

scalability and robustness. 

4.6. Economic Evaluation 

Cost is a critical factor in the feasibility and potential commercialization of any embedded 

system project. To make the proposed biometric access control system viable in real-world 

applications and competitive in the market, it is essential to analyze the total hardware cost. A 

reasonable and transparent cost structure not only attracts stakeholders but also ensures 

scalability and sustainability of deployment, especially in budget-sensitive sectors such as 

educational institutions and small businesses. 

Table 4.1 below presents a detailed breakdown of the hardware components used in the 

system along with their corresponding prices in Algerian Dinars (DA). These prices were 

estimated based on local market rates at the time of project development. 

No. Component Quantity Unit Price (DA) Total (DA) 

1 ESP32-WROOM-32 1 2,200 2,200 

2 Optical Fingerprint Sensor (DY50) 1 2,900 2,900 

3 LCD 16×2 Display 1 600 600 

4 Connection Cables 40 5 200 

5 Resistors 6 ~5 30 

6 Keypad 4×3 1 1,500 1,500 

7 Buzzer 1 50 50 

8 LEDs (Red & Green) 2 10 20 

9 Servo Motor 1 400 400 

 Total Cost   7,900 DA 

Table 4.1: Economic assessment of system. 

This economic assessment shows that the total system can be built for approximately 7,900 

DA, making it an affordable solution for small-scale secure access control. The system's 

modular design also allows for optional enhancements, such as GSM or RFID modules, without 

significantly increasing the base cost. 
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4.7. Conclusion 

This chapter presented the practical implementation and validation of the fingerprint-based 

biometric access control system, highlighting both hardware and software integration in a real-

world context. Through structured testing and simulation, the system demonstrated reliable 

performance in key functionalities including user enrollment, fingerprint verification, password 

authentication, real-time cloud logging, and remote notification. 

Each software module Wi-Fi connectivity, Firebase communication, fingerprint processing, 

time synchronization, and Telegram alerts was individually validated to ensure robustness and 

responsiveness. Performance evaluations showed acceptable access times, low error rates, and 

accurate event logging, all of which are essential for a secure and user-friendly access control 

system. 

The system behavior and user interaction workflow confirmed that the interface components 

(LCD, keypad, LEDs, and buzzer) provided clear and intuitive feedback, enhancing usability. 

The web-based dashboard successfully reflected real-time access logs retrieved from the 

Firebase Realtime Database, offering administrators a transparent and accessible way to 

monitor activity. 

While the prototype fulfilled its intended design objectives, some limitations were identified, 

such as network dependency, power consumption in wireless environments, and biometric 

sensor sensitivity. These observations provide valuable insights for future enhancements, 

including scalability improvements, offline data buffering, and integration with additional 

biometric modalities. 

Overall, the successful validation of the system confirms its suitability for small to medium-

scale applications, such as educational institutions, offices, and residential complexes. The next 

chapter will summarize the research contributions and propose directions for future work. 
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General Conclusion 

This project has demonstrated the successful design and implementation of a modern, secure, 

and scalable biometric access control system, based on the ESP32-WROOM-32 

microcontroller and developed using the Arduino IDE. By combining fingerprint recognition 

with password-based verification, the system leverages two-factor authentication (2FA) to 

significantly enhance the security of physical spaces and sensitive infrastructures. 

The fingerprint sensor ensures that access is granted only to individuals with enrolled 

biometric data, while the password requirement adds a second protective layer. This dual 

mechanism greatly reduces the likelihood of unauthorized access due to stolen or duplicated 

credentials. Furthermore, the integration of real-time communication technologies such as 

Firebase Realtime Database and the Telegram messaging API enables instantaneous access 

monitoring and logging. Each access event is documented on a web interface and is 

accompanied by an automatic notification, providing administrators with full visibility and 

traceability, even remotely. 

Throughout this work, we have gained not only a solid understanding of embedded systems, 

sensor integration, and IoT platforms but also hands-on experience in full-cycle system 

development from hardware prototyping to cloud connectivity and interface design. Key 

competencies developed include: 

• Deep understanding of ESP32 architecture and embedded C++ programming. 

• Integration and configuration of biometric modules, displays, keypads, actuators, and 

cloud services. 

• Secure data communication using Wi-Fi and Firebase infrastructure. 

• Development of a responsive user interface for real-time event tracking. 

• Application of system testing, debugging, and validation methodologies using both 

hardware and simulation tools (Proteus). 

This project also highlighted the importance of security by design principles in embedded 

system development, particularly for access control applications where data sensitivity and 

reliability are critical. 

Looking ahead, several enhancement opportunities have been identified to further improve 

the functionality, security, and scalability of the biometric access control system. One of the 

most promising directions is the integration of multimodal biometric authentication, combining 
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fingerprint recognition with additional modalities such as facial recognition or voice 

identification, to improve accuracy and usability across a wider range of users. Additionally, 

incorporating AI based liveness detection could help prevent spoofing attacks by ensuring that 

biometric inputs are from real, live individuals rather than replicas or printed images. To 

increase the system's resilience in areas with limited internet connectivity, the addition of GSM 

or Bluetooth modules could enable offline event logging and SMS based alerts. Another 

important enhancement involves the implementation of role based access control, allowing 

administrators to define varying permission levels depending on user roles such as staff, 

visitors, or supervisors. Finally, the development of a dedicated mobile application could 

provide administrators with real-time monitoring capabilities and remote user management, 

improving both control and convenience. These improvements would elevate the system’s 

robustness, adaptability, and user experience, making it suitable for deployment in more 

complex and demanding environments. 

In conclusion, this project not only fulfilled its objectives in terms of security, reliability, 

and interactivity but also served as a solid foundation for more advanced IoT-based access 

control systems. It opens the door to further academic research and industrial application in the 

growing field of smart security and connected embedded systems. 
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