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Abstract

The rapid growth of large graphs has an important role in analysing and managing their
structures. The capacity to effectively analyse these graphs is crucial for many applications,

including social network analysis, communication networks, and sensor networks.

This thesis focuses on developing a graph partitioning based on Critical Nodes Problem
(CNP) to solve several issues, including detecting communities in social networks, accu-
rately locating the source of information in social networks, and evaluating the impact of
CNP in Wireless Sensor Networks (WSNs).

The first part of this thesis describes the development of a scalable graph partitioning
method that uses critical nodes to optimize vertex removal, therefore lowering network
complexity while keeping critical structural characteristics and connectivity. The second
part seeks to tackle the problem of community detection in social networks. We offer a
unique technique that uses critical nodes to improve the quality of discovered communities.
The third part emphasizes solving the problem of source detection with limited observation
nodes in social networks. We propose a novel algorithm that employs critical nodes as ob-
servation nodes, it significantly improves source detection accuracy. The final part of this
thesis explores the impact of critical nodes in WSNs, demonstrating improved efficiency,
optimized performance, reduced energy consumption, and enhanced data transmission re-
liability.

We validate the proposed approaches, according to experimental results on real-world
and synthetic datasets. The results show that the algorithms outperform existing meth-
ods in terms of various performance measures, including modularity and Normal Mutual

Information (NMI), accuracy, and energy consumption for WSNs.

Keywords: Graph Partitioning, Critical Nodes Detection Problem (CNDP), Commu-
nity Detection, Source Detection, Wireless Sensor Networks (WSNs).
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Résumé

La croissance rapide des grands graphes joue un réle important dans ’analyse et la
gestion de leurs structures. La capacité a analyser efficacement ces graphes est cruciale
pour de nombreuses applications, y compris ’analyse des réseaux sociaux, les réseaux de
communication, et les réseaux de capteurs. Cette these se concentre sur le développement
d’une partition de graphe basée sur le Probléme des Nceuds Critiques (CNP) pour résoudre
plusieurs problemes, y compris la détection de communautés dans les réseaux sociaux, la
localisation précise de la source d’information dans les réseaux sociaux et 1’évaluation de
I'impact du CNP dans les Réseaux de Capteurs Sans Fil (WSNs). La premiere partie de
cette these décrit le développement d’une méthode de partitionnement de graphes évolu-
tive qui utilise des noeuds critiques pour optimiser la suppression de sommets, réduisant
ainsi la complexité du réseau tout en conservant les caractéristiques structurelles critiques
et la connectivité. La deuxiéme partie cherche a aborder le probleme de la détection de
communautés dans les réseaux sociaux. Nous proposons une technique unique qui utilise
des nceuds critiques pour améliorer la qualité des communautés découvertes. La troisieme
partie met ’accent sur la résolution du probléme de détection de sources avec un nom-
bre limité de nceuds d’observation dans les réseaux sociaux. Nous proposons un nouvel
algorithme qui utilise des nceuds critiques comme noeuds d’observation, ce qui améliore
considérablement la précision de la détection de source. La derniere partie de cette these
explore I'impact des nocuds critiques dans les WSNs, démontrant une efficacité améliorée,
des performances optimisées, une réduction de la consommation d’énergie et une fiabilité

accrue de la transmission des données.

Nous validons les approches proposées, selon les résultats expérimentaux sur des en-
sembles de données réelles et synthétiques. Les résultats montrent que les algorithmes
surpassent les méthodes existantes en termes de diverses mesures de performance, y com-
pris la modularité et 'information mutuelle normale (NMI), la précision et la consommation

d’énergie pour les WSNs.

Mots-clés : Partitionnement de graphes, Probléme de détection des neeuds critiques
(CNDP), Détection de communautés, Détection de sources, Réseaux de capteurs sans fil
(WSNs).
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Introduction

Context and Motivation

Graphs are important tools for modelling and illustrating a variety of complex system
topologies, including social and communications networks. These systems present inter-
actions among their components and dependencies between their elements. Graph theory
is a branch of mathematics that examines, analyses, and optimizes systems that may be
represented as graphs. Graphs consist of nodes (or vertices), and the relations between

nodes are edges (or links).

Graph partitioning is one of the methods that belongs to graph theory, which aims to
divide a graph into smaller and more manageable partitions, it ensures that the original
graph’s structural features are retained. This is an important approach, it has an essential
role in the optimization operations of numerous networks, such as communication systems

and parallel algorithms.

As a known method of graph partitioning named the britical Nodes Detection Problen{
(CNDP), which aims to search for important nodes in a network that have an impact of

influence on the connectivity and structure of the network. Critical nodes are the core of

this work, they have major importance in solving many problems that are complex in many
domains, including cybersecurity. These nodes can detect susceptible nodes that can be
attacked to ensure a more effective method of defence against threats. Similarly, critical
nodes can also be used in communication networks, especially in optimizing problems, like
enhancing routing algorithms and load balancing. The identification of these critical nodes
can also be used in transportation networks, as hubs, for example, in order to manage the

traffic flow. Furthermore, these nodes are also used in biological networks, such as in the

known networks of IProtein—Protein Interaction Networks (PPINs)l. These nodes can act as

important proteins to solve disease problems and can improve drug research.
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Problematic of the Subject

The identification of critical nodes whose presence or absence significantly influences the
structure and behaviour of networks is a fundamental challenge. Specifically, it has been
proven to be NP-complete [}, which means that no polynomial-time algorithm is currently

known to provide an exact solution for this problem in large graphs.

The application of critical node detection in real world networks presents additional

challenges:

e In community detection, detecting important nodes that separate communities is

important. Most existing methods result in low modularity partitions.

e In source detection, for locating the origin of information diffusion, traditional ap-

proaches may not be feasible techniques, especially in observed networks.

e Finally, in , maintaining energy efficiency and connectivity is critical. The
removal of specific nodes can degrade network performance, and there is a need for

approaches that reduce energy usage while preserving connectivity.

Objectives

The main objectives of this thesis are:

e Develop an efficient heuristic for identifying critical nodes that significantly influence

the structure and behaviour of large and complex networks.

o Apply these identified critical nodes to enhance the performance of three major tasks

in complex network analysis:

1. Community detection in social networks, by identifying meaningful group struc-
tures with good quality.

2. Source detection in social networks, by ensuring more accurate and efficient

tracing of information diffusion origin.

3. Energy efficiency and connectivity in |[ndustria1 Wireless Sensor Networks (IWSNS)L

by optimizing communication paths for prolonged network operation.

4. Design and implement simulation frameworks for evaluating the effectiveness of
the proposed approaches using real datasets.

5. Perform comparative analysis with existing techniques to validate improvements
in performance metrics, including modularity, , accuracy, and energy con-

sumption.
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Contributions

o An efficient heuristic-based approach for identifying critical nodes that significantly

influence the structure and behaviour of complex networks.

e A novel community detection approach that uses critical nodes to improve partition

quality, increase modularity, and better reflect real-world community structures.

o A novel source detection approach that employs critical nodes as observation nodes,

enhancing accuracy in identifying the origin of information spread.

e A simulation framework for that shows how critical nodes can reduce energy

consumption while maintaining network connectivity.

e Comprehensive evaluation across multiple real benchmarks, showing competitive per-

formance in terms of modularity, , accuracy, and energy efficiency.

This thesis highlights the importance of critical nodes and how their identification can
help solve many problems in graph theory and its applications. We will provide detailed
analysis and propose novel algorithms for leveraging critical nodes in various domains that
alm to optimize the efficiency, reliability, and scalability of complex networks. Addition-
ally, a comprehensive evaluation on multiple benchmarks with competitive results in many

metrics, including modularity, , accuracy, and energy metric.

Scope of the Thesis

This thesis focuses only on undirected, unweighted, and static graphs, which represent
many real-world networks. This study deals only with the use of critical nodes as a graph
partitioning method, supported by their significant impact on connectivity and structure.
By identifying and removing a minimal set of nodes, the graph can be partitioned into
smaller, more manageable groups. This approach is suited for analysing large-scale net-
works where traditional partitioning methods may struggle with scalability. Additionally,
incorporating node or edge weights can enhance the detection of community structures by

adding essential information.

In the context of source detection, this study employs a probabilistic approach based
on a Gaussian estimation model to identify the origin of information spread. Consider
critical nodes as observation nodes to collect important information from the network.
These observations are then used to estimate the most likely source using probabilistic

inference. The analysis assumes that the network is undirected, unweighted, and static,
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and the spreading process follows a Gaussian model, while more complex dynamics or

time-varying topologies are not addressed.

This thesis also includes the application of critical nodes in , focusing specifi-
cally on their impact on energy efficiency and network connectivity. The study considers
as undirected, unweighted, and static graphs, without considering real-time dynam-
ics or packet-level routing protocols. While many existing approaches integrate detailed
MAC /routing layers or use probabilistic models for energy consumption, this work simpli-
fies the setting to emphasize topological partitioning using critical nodes. The sensors are
assumed to have uniform energy at initialization, and communication energy is modelled
based on fixed transmission and reception costs. The goal is to evaluate how removing a

small set of nodes can affect the connectivity of the network and to have better energy.

Organization of the Thesis

This thesis is organized into ten main chapters; each one addresses an important part

of the research.

e Chapter 1: Preliminary in Graph Theory

This chapter represents the basic concepts of graph theory, definition, and basic
properties of graphs, also discussing some families of graphs. It also provides essential
metrics used in graphs. This chapter offers a wide range of applications in many

domains, alongside the challenges that researchers encounter within graph theory.

e Chapter 2: Graph Partitioning Problem

This chapter defines the problem of graph partitioning, gives a formal definition of
the problem, provides the different applications, and gives an overview of existing
literature on the subject. The chapter also presents various algorithms and methods

for solving this issue and key challenges involved in the graph partitioning problem.

e Part 1: State of the Art

The first part of this thesis contains the following chapters:

1. Chapter 3: Critical Nodes Detection Problem (CNDP)
This chapter introduces the , and it explains different variants with ex-

amples. This chapter also delves into the wide array of applications, it also

examines various methods for identifying critical nodes within a network.

2. Chapter 4: Community Detection
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This chapter addresses the community detection problem. It provides a defini-
tion, characteristics, and applications of community detection. It also examines

various algorithms for community detection.

3. Chapter 5: Source Detection
This chapter addresses the problem of source detection. It provides a definition
and required conditions to locate the source of information in a network. The
chapter gives the challenges associated with source detection and its applications

in many domains.

4. Chapter 6: Impact of CNDP on Wireless Sensor Networks (WSNs)

This chapter defines WSNY, gives applications, and discusses key challenges
in detail. This chapter sets the stage for employing graph theory in WSNs
to improve performance, and evaluating the impact of using critical nodes to

enhance network performance.

e Part 2: Contributions

The second part of this thesis contains the following chapters:

1. Chapter 7: Heuristic for Critical Nodes Detection Problem (CNDP)

This chapter discusses the role of critical nodes in maintaining network connec-
tivity and facilitating efficient partitioning. We present our proposed heuristic
for identifying critical nodes in detail. We explain the importance of these nodes

in solving many problems in complex networks.

2. Chapter 8: Community Detection using Critical Nodes

This chapter introduces our proposed approach called Critical Nodes Commu-
nity Detection Algorithm (CNCDA). It lays the stage for using critical nodes

for solving the community detection problem in social networks.

3. Chapter 9: Source Detection using Critical Nodes

In this chapter, we present our proposed approach named Critical Node-based
Source Detection (CNSD), which lays the stage for using critical nodes for solv-
ing source detection problems in social networks. The critical nodes are consid-

ered as observation nodes for more efficient source detection.

4. Chapter 10: Energy Optimization in IWSNs using Critical Nodes

In this chapter, we present our proposed approach named Critical Node En-
ergy Optimization in IWSNs (CNEO), which enhances network performance in
[WSN4, including connectivity and energy efficiency .

¢ General Conclusion
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At the end, the thesis concludes with a general conclusion of the key findings, a
discussion of the main contributions of the research, and suggestions for potential

future work directions in the area of graph partitioning in general.

Publications

e K. Mouley and M. A. Tahraoui, ”Locating the source of information in social networks

using critical nodes”, Engineering, Technology amp; Applied Science Research 15
(Feb., 2025) 19136-19142.

o K. Mouley and M. A. Tahraoui, “Locating information source in social networks based
on betweenness centrality”, in First National Conference on Artificial Intelligence

Smart Technologies and Communications, (Algeria, Chlef), November, 2023

o« K. Mouley, M. A. Tahraoui, and A. kella, “energy-efficiency using critical nodes

detection problem in industrial wireless sensor networks (iwsns)”, Revue Nature et
Technologie (2025).



Chapter 1

Preliminary in Graph Theory

1.1 Introduction

Graph theory is a fundamental branch of mathematics that provides tools for present-
ing, evaluating, and solving network and relationship problems. It is a powerful tool and
flexible discipline with many applications, including computer science, biology, and sci-
ence. In general, it models systems and relationships to understand the overall structure

and behaviours of the system.

A graph is a mathematical representation of a collection of elements, called vertices or
nodes, connected by relationships, called edges or links. Graphs serve as the foundation for
evaluating network structures and are useful for comprehending real-world phenomena such
as social network interactions and communication interaction systems. In graph theory,
we investigate the features, structure, and behaviour of these graphs in order to uncover

patterns, optimize perfectness, and solve specific issues in many applications.

In this chapter, we will give a definition of graph theory, its fundamental concepts,
and notations. It covers the types of graphs, as well as basic properties of graphs. The
chapter also discusses some parameters and families of graphs. It also contains several
fundamental graph metrics. We explore the different applications and challenges of graph
theory. We presume that the reader is familiar with fundamental topics in graph theory
and theoretical computer science. We shall provide an outline of the terms utilized in this

thesis. For further background information, see [2].
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1.2 Graph Definition

A graph denoted by G = (V, E) consists of two finite sets, the first set named vertices
denoted by V, the second set named edges denoted by E. |V] is the number of all vertices
in graph G, and |F| is the number of all edges in graph G.

The Figure Ell shows a graph that has five vertices (|V|) and seven edges (|E|).

The vertices V are (1,2,3,4,5), and the edges E are {(1,2), (1, 3),(2,3),(2,5), (3,4),(3,5), (4,5)}.

Figure 1.1: Graph

In graph theory, there are two principal types of graphs: directed and undirected graphs.
In the following, we define and explore both types of graphs:

1. Directed graph: also called a digraph, it is a graph in which the edges have a
direction (See Figure @) from starting vertex u to destination another vertex v,
denoted by (u,v). For example, the Figure @ shows a directed graph, the edges are

signed by arrows, which represent flows between vertices.

2. Undirected graph: the edges have no direction (See Figure Ell), also denoted by

(u,v), where the relation between vertices is bidirectional.

In this thesis, we work only on undirected graphs. The reason is that many real-world
networks, including social networks and wireless sensor networks, contain bidirectional

edges. It models interactions more precisely, which is crucial for solving many issues.
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Figure 1.2: Directed Graph

1.3 Basic Properties of Graphs

There are basic properties in graph theory that describe their structure and behaviours.

In this section, we discuss some basic properties of graphs.

1.3.1 Neighbours

Two vertices u and v are neighbours if there is an edge (u,v) connecting them, we can

say that u and v are adjacent to each other (See Equation ):

Nw)=ueV:(uv)eE (1.3.1)

N (v) denotes the set of all neighbours of a vertex v in a graph G. This set includes all
vertices that share an edge with vertex v. Neighbours are generally used in algorithms for

searching and traversal.

1.3.2 Degree

Degree indicates the number of all neighbours of a vertex v, denoted by d(v). Formally,
in an undirected graph as in the following Equation :

d(v) = |(u,v) e E:ue V]| (1.3.2)

If d(v) = 0, that means that v is an isolated vertex, and it is not adjacent to any other

vertex, and if d(v) = 1, it indicates a pendant vertex, related to only one vertex.

The lowest degree of a graph G is formulated as Equation :
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(G) =min{d(v) :v eV} (1.3.3)

The greatest degree of a graph G is formulated as Equation :

A(G) = maz{d(v) :v e V} (1.3.4)

1.3.3 Path

A sequence of vertices (vy,v2,...,v;) such that there is an edge between each pair
(vi,viy1). A simple path with all its vertices distinct. Paths are used in finding the

shortest path between two vertices or detecting cycles in the graph.

1.3.4 Distance

Distance is the minimal number of edges in a path that connects v; and vy as the
shortest path problem, denoted by dist(v1,v2) (See Equation and Equation ):

dist(vi,v9) = min(length of all paths from v; to vg) (1.3.5)

dist(vy,v2) = 00, If no path exists between v; and vs. (1.3.6)

Distance is crucial in algorithms like Dijkstra’s and Bellman-Ford algorithms in order

to calculate the shortest paths in graphs.

1.3.5 Connected Graph

A graph G is connected if there exists a path between any two different vertices (v; and
v2). Or we can say for any two vertices (v; and vy), there exists a sequence of edges that
relate v to vo. We say that a graph is not connected if there exist some vertices that are

not reachable from each other.

1.3.6 K-edge-connected graph

A graph is a k-edge-connected graph if there are k edges-disjoint paths between each
pair of distinct vertices v1 and vy in GG. In other words, it requires the removal of at least

k edges to disconnect the graph.
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1.3.7 Connected Components

Connected components are subgraphs where any two vertices are connected by paths,
and no vertex is connected to a vertex outside the subgraph. We can say that a connected
component is a maximal connected subgraph. In the case when the graph is disconnected,

it is a set of connected components.

1.4 Some Graph Parameters

There exist various problems and concepts related to graph theory. These problems

help in analysing properties of graphs. In this section, we detail these problems:

1.4.1 Independent Set

An independent set in a graph (S C V) is independent if no two vertices in S are
adjacent. We can say that for all pairs of vertices v and v in S, there is no edge between

them. Formally:

V(u,v) € S, (u,v) ¢ E (1.4.1)

An independent set is considered maximal if it cannot be extended by including any
other node. A maximum independent set refers to an independent set with the largest

possible cardinality among all independent sets.

Independent Set ={1,3}
Maximal Independent Set ={2,4,6}
Maximum Independent Set ={1,3,5,6,5}

— O ®

Figure 1.3: Independent Sets
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A clique in a graph G is a subset C' of V(G) in which all two vertices in C' are nearby
in G. Formally:

Yu,v € C, (u,v) € E. (1.4.2)

Figure Q shows the different possible cliques in black colour in the same graph.

LS.
VS

Figure 1.4: Clique

The clique number w(G) represents the order of a maximal clique within G. Figure @

represents the largest clique in black colour.

Figure 1.5: Maximum Clique Problem

1.4.2 Shortest Path Algorithms

Dijkstra’s Algorithm is the most known algorithm to find the shortest paths from a
source vertex to all other vertices in the graph, it is widely used in network routing and
navigation. This algorithm works by repeatedly picking the nearest vertex (with
the least tentative distance) from the source, updating the shortest path estimates to its

neighbours, and repeating the process until the shortest path to all vertices is found.
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1.4.3 Planarity Testing

A graph is planar if it does not contain a subgraph homeomorphic to Ny, for some k& > 1,
and it can be drawn on a plane without any edges crossing. The Kurato-Seymour theorem

is the most known test for planarity.

1.4.4 Graph Isomorphism

If a bijection exists between two graphs G = (V, E) and G’ = (V’/, E’), then they are

isomorphic.

F :v; — vy such that (u,v) € E <= (f(u), f(v)) € E (1.4.3)

In other words, two graphs are isomorphic if their vertices and edges have a one-to-one

correspondence while preserving the graph’s structure.

1.5 Some Families of Graphs

Graphs can be classified in various classes depending on their structure or properties.

In this section, we will introduce different important families of graphs:

1.5.1 Bipartite Graph

A graph G(V, E) is a bipartite graph, where the set of vertices V is divided into two
different classes X and Y such that :

1. if V=XUY with XNY = 0.

2. V(z,y) e E,zeXandyeY.

This type of graph is generally used in graph matching problems like marriage problems
and graph colouring problems. The Figure @ shows a bipartite graph, where all vertices
are split into two classes, A (vertices in white colour) and B (vertices in black colour),

where there exist edges between vertices from different classes.

1.5.2 Complete Graph

In this type of graph, there exists an edge between every pair of distinct vertices. A

complete graph with n vertices is denoted by K, and it has the maximum number of edges
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Figure 1.6: Bipartite Graph

possible, where n is the number of vertices, which is given by the formula :

B = n(n2— 1)

The following Figure @ shows a complete graph representing highly connected structures

(1.5.1)

where every vertex is connected to every other vertex.

Figure 1.7: Complete Graph

1.5.3 Trees and Forests
A tree is a graph where there is one edge between any two vertices (there exists no cycle),
as shown in Figure @, it represents a hierarchical structure like charts.

A forest is a collection of disjoint trees. It is not necessarily connected, but it is acyclic.

A tree with n vertices has exactly (n—1) edges. Removing any edge from a tree results

in two disconnected components.

1.5.4 Planar Graph:

A graph is planar if it can be modelled in the plane such that no edges cross.

Euler’s formula for planar graphs, which relates the number of vertices V', edges F, and
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(V)
@ W
(4

(v8)
W W
O
Figure 1.8: Tree

faces F:
V-E4+F=2 (1.5.2)

V is the vertices set, F is the edges set, and F' is faces. In the Figure below @, the graphs
represent planar graphs, where no edges cross each other; also, these graphs can be drawn

on a plane surface without any intersection of edges.

(&)

Figure 1.9: Planar Graphs

1.5.5 Unit Disk Graph

In this type of graph, vertices are points in 2D space. An edge exists between two vertices
u and v if the distance between them (denoted by dist(u,v)) is less than or equal to r,

where r is a fixed radius. Formally:
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dist(u,v) <r (1.5.3)

Unit disk graphs are particularly useful in wireless network modelling, where nodes
(vertices) represent devices, and edges represent the communication links between devices
that are within a certain range of each other. The following Figure illustrates unit
disk graph, where vertices are placed in a 2D plane, with edges drawn between vertices

that are within the specified radius r of each other.

Figure 1.10: Unit Disk Graph

1.5.6 Random Graph

The most known random graph is the Erdés—Rényi model, denoted by G(|V],p).

p represents an edge probability between any two vertices, and as we know |V| is the
number of vertices. Every edge is included independently with a probability value p. This

type of graph is generally used to model social networks.
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1.6 Graph Metrics

Graph metrics are useful for assessing the structure and behaviour of a graph because
they reveal information about the relationships and features of its vertices and edges. This

section discusses several fundamental graph metrics:

1.6.1 Diameter

The diameter of a graph G denoted by diam(G) refers to the maximum distance between

two unique vertices v; and vy in the graph. Formally:

diam(G) = max_dist(vy,v2) (1.6.1)

v1,v2€V

1.6.2 Centrality Measures

Centrality measures the importance of each vertex in a graph based on their posi-
tion, connectivity, or influence within the network. There exist various types of centrality

measures:

1. Degree Centrality

This type of centrality measures the importance of a node according to its number
of edges.

For a given vertex v, the degree centrality is calculated as follows:

Cp(v) = deg(v) = |N(v)] (1.6.2)

Normalized Form (for undirected graphs):

Cp(v) = (1.6.3)

n is the number of vertices.

2. Closeness Centrality

This type of centrality measures how close a vertex is to all other vertices in the
graph (based on shortest path).

For a given vertex v :
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Co(v) = (1.6.4)

ZUEV d(“? u)

The normalized form is :

n—1

s o) (1.6.5)

Co(v) =

3. Betweenness Centrality

Betweenness centrality measures the extent to which a node lies on the shortest paths
between other nodes, the node is as a bridge.

For a given vertex v:

(1.6.6)

The total number of shortest paths between s and ¢ is denoted by o4, while o4 (v)

represents the number of shortest pathways that pass via v.

4. Eigenvector Centrality

Calculates the total connection of nodes to other highly connected nodes.

For a vertex v:

CE(v)zi S Crw) (1.6.7)
ueN (v)

Where ) is the eigenvalue, and N (v) represents the neighbours of vertex v.

1.6.3 Similarity Measures

Measure the resemblance between nodes, generally used to determine how similar two

vertices are, based on their structure or features. Some common similarity measures are:
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1. Cosine Similarity: Measures the similarity between two nodes based on their fea-

ture vectors:

Scos(”ly”?) = Zu Xu, (168)

IREIE

2. Jaccard Similarity: Compares the neighbourhood sets of two vertices, v1 and vs:

Siace(u,v) = (1.6.9)

3. IHub—Promoted Index (HPI)l: Determines the role of high-degree nodes (hubs).

For two nodes u and v, the Hub-Promoted Index is defined as:

|N(u) N N(v)|
min(deg(u),deg(v))

HPI(u,v) = (1.6.10)

N(u) and N(v) are the neighbourhoods of nodes u and v, respectively.

deg(u) and deg(v) represent the degrees of u and v, respectively.

4. IHub-Depressed Index (HDI)l: In contrast to HPI, it penalizes the similarity score

when one or both of the nodes are hubs. This makes the measure more sensitive to

low-degree nodes and their unique connections.

For two nodes u and v, the Hub-Depressed Index is defined as:

[V (u) NN (v)|
max(deg(u),deg(v))

HDI(u,v) = (1.6.11)

1.7 Applications and Challenges of Graph Theory

Graph theory has a significant role in many application domains, such as detecting
communities of similar interest in social networks. Additionally in can aid in drug
target research [B]. Another area of use is epidemics to model the spread of disease [4].
Graph theory is also used to reduce and optimize the topology of networks in communi-
cation systems, such as in [B]. It can also be used in network optimization using
the graph partitioning technique to optimize traffic congestion [6]. It can also be used in
image segmentation, which uses graph-cut algorithms to partition a picture into relevant

sections [[7]

Despite the various applications and relevance domains of graph theory, it faces several
challenges that limit its effectiveness and practical use in real-world applications. One

of the main issues is the lack of trusted datasets of appropriate scales that are necessary
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for the rigorous evaluation of detection algorithms on graph data. The definitions of the
background (normal patterns and noise) and foreground (target and anomalous patterns)
are still being finalized. Additionally, even from a single dataset, a large number of graphs
can be generated, making it difficult to identify the most effective graph representation for

a given task [§].

Many applications also involve dynamic relationships, meaning that the graph structure
evolves over time. Addressing large-scale dynamic graphs is a rapidly growing research area
that requires substantial effort. Furthermore, in certain real-world applications, there is
a need to quickly construct a variety of graphs from the same input or from different
datasets. However, stockade, modelling, and graph data access techniques are often hard-

coded, leading to processes that are time-consuming, error-prone, and difficult to maintain
-

Moreover, many graph algorithms suffer from high computational complexity, and their
performance degrades as the number of nodes and edges increases. As the size of the graph

grows, the time and resources required to process it grow exponentially, posing a significant

challenge to scalability [g].

1.8 Conclusion

Graph theory is a useful tool for representing, analysing, and solving problems of com-
plex networks and systems in many applications, such as computer science, biology, and
communication. In this chapter, we introduce graph theory and give definitions, notations,
properties, and problems in order to understand network analysis as the fundamentals of

modelling and studying complicated interactions among entities.

In the following chapter, we will talk about graph partitioning as an interesting subject
in graph theory and how it is applied to real-world problems. Specifically, we will investigate

the role of critical nodes whose removal has a major impact on network connectivity.
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Graph Partitioning Problem

2.1 Introduction

Graphs have an important role in understanding and evaluating the relationships in
complex networks. As graphs grow in size and complexity, efficiently analysing and pro-

cessing them becomes a challenge, particularly when working with large-scale networks.

Graph partitioning is considered an important method to solve this issue. It aims to
partition a graph into smaller, manageable partitions while maximizing specified criteria,
and making analysis and processing more flexible, such as minimizing edge cuts. The
number of edges that cross the boundaries between partitions is an objective to find a
balance between partitions, which should be as small as possible for efficiency, and the
cost of cutting edges between these partitions, which should be minimized to maintain
connectivity and reduce information loss. Additionally, graph partitioning is an effective

method that reduces the computational complexity.

In this chapter, we give a thorough understanding of graph partitioning problem. We
begin by outlining the notion, definition, and its use in various areas. We then look at

the traditional and new graph partitioning methods. In addition, we discuss the challenges

that come with graph partitioning, known as britical Nodes Problerﬂ, which aims to detect

important nodes within the graph, especially those that impact the performance of the

partition graph and maintain connectivity.

2.2 Problem Definition and Notation

In this section, we aim to introduce and define the graph partitioning problem and

related notations.

21
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2.2.1 Notation

Graph partition is defined as the following [9]:

Let a graph G = (V, E) be partitioned into k disjoint subgroups of equal size, with the

goal of minimizing the number of edges between them.

Formally, it is to find a partition (V1,V2) € V' (i.e.{V1, Va, ..., Vi } such that:

VinV;=®fori#jand UV; =V

(2.2.1)

This is proof that vertices are assigned to a single partition.

The objective of graph partitioning is to minimize the number of cut edges, which con-
nect vertices from distinct partitions. Additionally, these partitions should be as balanced

as possible, based on limitations of a problem (such as equal size or weight).

2.2.2 Problem Definition

Graph partitioning, often known as k-way partitioning, is a method for dividing a graph
into k distinct subgraphs based on many criteria, depending on the partitioning method.
Although the main objectives are known. It is an NP-hard problem, especially for large-
scale graphs, there is no algorithm that provides an optimal solution in linear time. Thus,

a faster algorithm might be the slowest for some graphs and vice versa.

We can classify graphs partitioning as [[L0]:

o Partitioning without any constraints:
In this class of partitioning, it minimizes an objective function by identifying k par-

titions of graph G .
o Partitioning with constraints:

1. The first constraint in graph partitioning is partition balancing. To discover a
k-partition (P, = S, 52,...,S;) of G with a balanced (k,1 + €) partition, each
subset S;Vi € [1,k] must be identified. Let W; = |V;| be the weight of the ith
partition of G.

The average weight Wy,, and balance B(Py) of the partition P} are defined as

follows:
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k .
Wavg = Zi:l il (222)

maxrws...w
Bp, = Ak (2.2.3)
Wavg
If the requirement B(Py) < (1+¢) is met, the partition Py is properly balanced;
this indicates that the partitioning is dispersed equally while taking an error e

into account.

2. The second constraint is finding a k-partition P that minimizes the cost of all
exterior edges (s;, s;) joining two partitions S; and S; is the second restriction,
known as the cut-edge.

It enables high-performance computing by lowering communication overhead.
The following formula is used to determine the cost of the cut-edges cut(S;, S;)

between two partitions, S; and S;:

C’UI(Si,Sj) = Z W(Si,Sj) (2.2.4)

SiESi,Sj ESj

Where the weight of the edge (s;, s;) is represented by W (s;, s;). In this instance,

the cut-edges global cost between k-partitions is defined as follows:

cut(Py) = Z cut(S;, S5) (2.2.5)

ij<=k
The objective is to reduce the overall cost of the cut edges while remaining
within the partitioning limits.

The following Figure @ shows a graph partitioning example.

Figure 2.1: Graph Partitioning
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2.3 Application

Graph partitioning has various applications across different fields. In the following we

detail each application of the problem:

e Parallel Computing and Load Balancing:

In parallel computing, the problem of partitioning a large task into smaller and more
manageable subtasks arise. Graph partitioning is used to efficiently distribute these
subtasks among different processors. The idea is to distribute the jobs so that each

processor has roughly the same load while minimizing computation time [11].

e Metropolitan Transportation Systems:

Graph partitioning is used to optimize fiber-optic cable networks and wireless sensor
networks in metropolitan transportation systems. By dividing the transportation
network into regions or subgraphs, the system may better manage data flow, and
improve fault tolerance, and also optimize routing for less congestion. This is very

beneficial for managing large-scale infrastructure [[12].

e Complex Networks:

1. Social Networks:
Graph partitioning is used to detect groups or communities with similar inter-
ests, well-known as community detection, like in [13], which aims to identify
communities in Facebook to detect influencer individuals. Graph partitioning
simplifies the task of understanding network dynamics, such as tracing the origin
of trends and information spread.

2. Biological Networks:
Biological networks such as [14], use graph partitioning to identify func-
tional modules or pathways by clustering together proteins that are closely
interconnected. This can assist in understanding biological functions and in
identifying potential drug targets.

3. Power Grid Networks:
Partitioning is used in power grid networks that have two fundamental problems,
including disturbances and cascading that can cause catastrophic blackouts.
To avoid those issues, it is necessary to partition the power grid network into
independent partitions [L5].

4. Wireless Sensor networks (WSNs):
Graph partitioning aims to organize sensor nodes into partitions more efficiently,

which can optimize data aggregation and minimize energy consumption, which

is essential in [16].
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« Image Segmentation

In image segmentation, graph partitioning is applied to partition the image pixels
into meaningful regions for identifying different objects or areas in an image, such as
object recognition and scene understanding, like segmenting an image into regions
for object recognition. Image pixels are modelled as a graph, and graph partitioning

helps divide the image into coherent regions based on similarity [17].

e Transportation Optimization

In transportation networks, graph partitioning is used to divide into subgraphs,
enabling efficient routing within each partition and reducing the number of inter-
partition connections that need to be computed. This improves the efficiency of
path-finding algorithms. As an example [[1§], they optimize traffic flow by dividing

road networks into regions.

. |Very Large Scale Integration (VLSI)l

In physical design, graph partitioning is used to reduce the complexity due to
the increase in computation time with billions of modules in the circuit, by partition-

ing circuits into smaller components [19].

e Distributed Databases and Query Optimization:

Graph partitioning is used in distributed databases and query optimization in order to
minimize the average number of shards in a query, optimize latency and processing
time, and optimize SQL query execution in a distributed context, which involves
minimizing data transfer between nodes. The query execution plan is depicted as a
graph, where nodes represent operations such as joins and scans, and edges represent

data dependencies [20)].

In this research, we are particularly interested in complex networks since they are im-
portant to tackling a wide range of critical concerns in modern systems, like connectivity
optimization, resource allocation, and data flow. Graph partitioning is an interesting strat-
egy in analysing and optimizing complex networks like social networks and wireless sensor
networks. An efficient partitioning method that divides the network can improve perfor-
mance and reduce complexity while enhancing efficiency and resilience. These networks
have sophisticated topologies, making them important elements for graph-based analysis
and optimization to solve practical real-world issues, including community detection, source

detection, and energy efficiency in wireless networks.
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2.4 Graph Partitioning Algorithms

Graph partitioning can be classified into numerous forms depending on the methods

employed and the objectives they seek to achieve [21]:

2.4.1 Edge Cut Partitioning

The basic purpose of edge cut partitioning is to divide the graph into disjoint subgraphs
while reducing the number of edges connecting vertices from distinct partitions (See Figure
@) In [22], they developed METIS, which employs a multilevel edge-cut partitioning
approach. Their objective is to minimize cut size and balance the partitions for high
quality of partitioning with low computational cost. Another research [23] improves cut-
edge partitioning by including a multilevel method to enhance the scalability and for high-
quality partitioning.

Edge cut partitioning is especially essential for problems involving parallel computing,
network design, and optimization when the goal is to balance workload among partitions or
reduce communication overhead. By minimizing the edge cut, partitioning seeks to ensure
that the subgraphs are as internally connected as feasible while remaining as separate as

necessary, hence improving computational efficiency or system performance.

Partition 1 Partition 2

Fartition 3

Figure 2.2: Edge Cut illustration

2.4.2 Vertex Cut Partitioning

Vertex cut partitioning aims to divide the graph into disjoint subgraphs such that the
replication of vertices across partitions is minimized (See Figure @) Authors in [24] offer
a vertex-cut partitioning method for web-scale graphs, clustering vertices to minimize edge-
cuts and assigning each cluster to partitions to balance load and computational expense.

The goal of this type is to reduce the number of essential nodes or vertices, which, when

removed, divide the network into smaller, more manageable components. This method



CHAPTER 2. GRAPH PARTITIONING PROBLEM 27

Partition 1 Partition 2

Partition 3

Figure 2.3: Vertex Cut example

is commonly used in fault tolerance, network resilience, and parallel computing, where
identifying significant vertices is critical, as their removal can quickly split the graph or

isolate components of a system for optimization.

2.4.3 Recursive Partitioning

Recursive partitioning divides the graph into two sections and then recursively partitions
each subgraph. It enables easy implementation but may not always result in balanced par-
titions. Several researchers have concentrated on recursive partitioning for graph partition-
ing, as an example [25] combines multi-level recursive partitioning with high-performance
computing contexts to break down complex tasks into smaller recursive phases, balancing

computational demands and decreasing communication between partitions.

This class is beneficial for big graphs because it divides problems into smaller sub-
problems, which allows for efficient parallel computing and hierarchical clustering. It pro-

duces high-quality partitions for a lesser cost than previous algorithms.

2.4.4 Offline Partitioning

Offline graph partitioning partitions a graph based on its full structure and loads it
into memory before applying partitioning methods [21]. The common techniques in of-
fline partitioning, including spectral partitioning, multilevel partitioning, and geometric

partitioning utilize geometric properties of nodes to create partitions.

1. Multilevel Partitioning

This type aims to balance high-quality partitions with computational efficiency. It
has three phases, including coarsening, initial partitioning, and un-coarsening, as
shown in Figure @ [26]. In [27], they used this technique. A study on [2§] proposed a

framework designed to scale across distributed systems by coarsening graph structures
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while maintaining balance constraints. The new techniques prevent oversized clusters
during the coarsening phase, allowing fine control over graph partition quality even in
distributed environments. Others [29] introduce a multilevel approach that combines
spectral methods with evolutionary algorithms. Which is important in the
design domain for high-quality partition.

Coarsening

Initial
Partitioning

Uncoarsening

Figure 2.4: Multilevel Partitioning Illustration

2. Spectral partitioning

This partitioning method uses eigenvalues and eigenvectors of matrices, such as a
graph’s Laplacian matrix, to identify partitions. The Fiedler vector (the second-
smallest eigenvalue) helps determine optimal cuts by categorizing nodes based on
network architecture. Authors in [30] proposed a framework where they applied
spectral coarsening techniques to hypergraphs, allowing for effective partitioning by
reducing the complexity of the hypergraph without losing essential structural prop-
erties by incorporating hypergraph conductance and community detection. However,
traditional graph methods might fail to capture high-order interactions. Spectral
partitioning methods can also be used in community detection, like [31f], they iden-
tify clusters within networks based on eigenvectors of the Laplacian. Newman et al.
[B1] demonstrate the efficiency of applying spectral approaches through the usage
of the Laplacian eigenvectors in splitting networks into communities by minimizing

edge cuts between clusters.

Offline partitioning involves adjusting partitions in response to real-time changes in
the graph, it works with a static graph structure, making it more suitable for scenarios

and a high-quality, optimized partitioning, which is required.
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3. Geometric Partitioning

In this partitioning method, the graph is divided into partitions using the physical or
geometric coordinates of its nodes. Generally useful in case when the networks have

geographic constraints.

Geometric partitioning preserves locality and minimizes edge cuts and communication
costs in distributed systems. It’s effective in evenly distributed graphs but struggles
with irregular or highly clustered ones. Recursive coordinate bisection and space-
filling curves improve partitioning quality, but challenges remain for non-uniformly
distributed data. Authors in [32] present a novel parallel approach for multidimen-
sional jagged geometric partitioning that outperforms existing recursive coordinate
bisection algorithms. This method is suitable for situations requiring dynamic load
balancing and geometric data locality. It is discussed in [33] how geometric parti-
tioning can improve fault tolerance in distributed systems. This study intends to
enhance repair operations by reducing data redundancy and improving the effective-

ness of approaches for single-node failures.

2.4.5 Online Partitioning

Online partitioning is designed for dynamic graphs as they evolve over time. Streaming
partitioning algorithms assign nodes to partitions online, for high-quality partitioning with
low memory overhead, it can adapt to changes without the need for a complete repartition-
ing, reducing the cost and disruption to the system. However, traditional offline systems
necessitate repartitioning the entire graph for each update, which incurs enormous com-
putational overhead. In [B4] they discovered that using local views of a graph reduces

processing costs.

In the table below, we compare research articles according to their graph partitioning

method, advantages, and disadvantages.
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Table 2.1: A Comparative Analysis based on Graph Partitioning Algorithms

Works Type of @

Benefits

Limitations

2]  Offline, Mul- Efficient for large unstructured Assumes the entire graph is available
tilevel ~(Edge graphs. Produces high-quality parti- in memory. Not suitable for stream-
Cut Partition- tions with minimal edge cuts. Widely ing or dynamic graphs
ing) used for sparse matrices and scientific
computing.

7[23] Offline, Mul- High-quality partitions for edge-cut Higher computational cost due to evo-
tilevel, Evolu- minimization. Incorporates evolu- lutionary refinement. Not suitable for
tionary tionary strategies for refinement. real-time applications.

7[27] Online, Designed for resource-constrained Sacrifices optimality for scalability.
Streaming, edge devices. Scales efficiently to Higher memory usage due to vertex
Vertex Cut large graphs. replication.

7[24] Offline, Clus- Efficient for web-scale graphs using May struggle with overlapping com-
tering, KEdge community detection. Provides nat- munities. Clustering quality heavily
Cut ural graph divisions for applications affects partitioning quality.

like crawling.

7[28] Multilevel, Combines multilevel strategies with Requires a distributed environment.
Distributed, distributed computation. Suitable for ~Communication overhead between
Offline extremely large graphs. nodes.

7[29] Evolutionary, Tailored for hypergraphs with dif- High computation for evolutionary al-
Hypergraph, ferentiable approaches. High-quality gorithms. Focused on hypergraphs,
Offline partitions for complex graph struc- not general graphs.

tures.

7[30] Spectral, Of- Leverages eigenvectors for partition- Computationally expensive due to
fline ing. Produces highly balanced and eigenvector calculations. Requires ac-

quality partitions. cess to the entire graph upfront.

7[34] Online, Lightweight algorithms for dynamic Limited optimization compared to of-
Streaming, graphs. Balances load effectively in  fline methods. Higher memory for
Vertex Cut streaming scenarios. vertex replication.

7[33] Geometric, Of-  Utilizes spatial properties for effi- Assumes geometric relationships are

fline

cient partitioning. Suitable for spatial

datasets and sensor networks.

relevant. Limited to graphs with spa-
tial embeddings.
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2.5 Challenge of Graph Partitioning

Graph partitioning has the following challenges due to the complexity of tasks:

1. Minimizing Edge Cuts: This challenge is ensuring the balance of the resulting
divisions while minimizing the number of cut edges. Many researchers focus on this
challenge [22], [23], [27], [24].

2. Partition Balancing: Ensuring that the partitioned subgraphs are of equal or
nearly equal size, which is especially important in many applications where each
partition should be balanced in parallel computing environments. Many algorithms
require this challenge [22], [23], [27], [24], [28].

3. Scalability: As the massive graph with huge volumes of data, the storage back-ends
is needed [10]. Many algorithms struggle with large-scale graphs, requiring efficient
heuristics or approximation methods to find near-optimal solutions within reasonable

time frames, as in [22], [23].

4. Dynamic graph: Many real-world graphs change over time. Most existing algo-
rithms need to be updated to support dynamic graphs such as slowly evolving graphs
(like road networks and co-authorship networks) and streaming networks (social net-
works and web networks). In addition, fast analysis of data in motion, which powers
the graph is needed [10]. Authors in [B5] proposed a dynamic partitioning algorithm
that can dynamically add or remove partitions based on graph changes, it adapts bal-
ance computation across distributed systems and minimizes cut-edges. The survey

[21] included methods tailored for dynamic graph processing.

5. Computational complexity: As we know that graph partitioning is NP-hard, most
proposed approaches do not find the optimal solution for large-scale graphs and also
can not be solved effectively in polynomial time [L0]. To handle this challenge, many
algorithms improve efficiency in computational processes and system performance
22], [27], [24].

2.6 Discussion

Graph partitioning aims to divide a graph into smaller, more manageable subgraphs.
It is considered an important method for managing and analysing big, complex networks.
Such as in the well-known problem of graph theory, the community detection problem,
which seeks to identify set of nodes within a network that are more densely connected than

others. Graph partitioning is generally used to reduce the complexity of a network while
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maintaining a balance in the size of each subgraph. It also aims to minimize the number of
edges connecting nodes from different partitions, known as cut edges. This process helps

make the dynamics and structure of a network easier to understand.

In this regard, cut vertices are nodes whose removal can increase the number of con-
nected components in the graph. In other words, a cut vertex is a critical node that, when
removed, breaks the graph into disconnected subgraphs. It is an interesting method in
graph partitioning. Critical nodes in most real-world networks, like social networks and
communication networks represent nodes of great importance, or we can say influential
nodes. If these nodes are removed, it affects the network’s connectivity. Understanding

these critical nodes helps in designing more robust and resilient networks.

The role of critical nodes detection can partition the graph more efficiently. If we
remove these nodes, the graph can be divided into smaller, more manageable subgraphs.
This makes it easier to understand the network’s structure by simplifying the graph and

reducing its complexity, especially for large-scale networks, but how to identify these nodes?

2.7 Conclusion

In this chapter, we defined the graph partitioning problem and highlighted its different
application domains. This technique simplifies the analysis of large, complex networks. It
aims to split a graph into smaller, more manageable partitions. This partition not only
reduces computational cost and scalability but also improves resource management in many

fields.

We presented numerous approaches of graph partitioning, we also highlighted its chal-
lenges. A particular discussion shows the role of critical nodes whose removal significantly
impacts the network’s connectivity. The fundamental idea behind these nodes is to opti-
mize network partitioning by minimizing cut vertices and ensuring a balanced distribution

of distinct divisions.

In the following chapter, we will go into detail regarding the britical Nodes Problelﬂ.

This well-known problem is useful for identifying nodes whose removal will affect the graph’s
overall connectivity. Furthermore, understanding this topic is critical for optimizing graph

partitioning algorithms and improving network analytics.



Part 1

State of the Art

33



Chapter 3

Critical Nodes Problem (CNP)

3.1 Introduction

Graph partitioning is an essential concept in graph theory, and its success is frequently
determined by the existence of specific nodes that play a critical role in the network’s struc-
ture and connection. These nodes are referred to as ”Critical Nodes” and are regarded as
an important partitioning approach due to their goal of splitting the network into several
areas. The identification of these nodes and their removal can consistently lead to the divi-
sion of the graph into several disconnected components. This property makes critical nodes
beneficial for many tasks such as community detection, load balancing, source detection

and optimizing the flow or efficiency of networks.

In this chapter, we focus on the Critical Nodes Detection Problem (CNDP), we will
provide a comprehensive exploration of this concept. We will define this problem and
give a formal definition of and outline its existing variants. Furthermore, we will
investigate the broad range of applications of across different fields. These applica-
tions demonstrate the variety and importance of recognizing nodes in real-world networks.
However, finding these nodes poses several obstacles. We will address the difficulties of
correctly detecting such nodes, particularly in big, dynamic graphs. Furthermore, we will
examine the proposed algorithms for resolving this issue, emphasizing their strengths and

limitations.

3.2 Problem Definition

britical Nodes Problem (CNP)l aims to identify a subset of nodes within a graph,

removal of which results in changing the structure of the residual graph and minimizes or

maximizes a predefined metric on the remaining graph [[].

34
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After removing critical nodes, it is crucial to consider how the network becomes dis-
connected, because disconnecting it in any way is often inefficient. Identifying which nodes
are ”critical” depends on the type and goal of the application at issue, such as using con-
nectivity metric, which is considered a good measure to optimize the network structure

after node removal [[L].

Given a graph G = (V| E), where V is the set of nodes and F is the set of edges, and
a specific graph connectivity metric o, the involves finding a subset of nodes S C V'
so that |S| < k such that [36]:

1. If we remove S from V' |, o is optimized in the residual graph G’ = (V' \ S, E’).
2. f(o) represents an objective function in such a way that [L]:

a

b

(a) Maximizing the number of connected components.
(

Minimizing pairwise connectivity.

d

)
)

(¢) Minimize the largest connected component size.

(d) Limit the maximal component size to a given. bound
)

(e) Bound pairwise connectivity to a given threshold.

Determining the concept of criticality in relation to the input problem is made more
precise by defining the metric o. This metric explains how the graph structure must be dis-
connected and ensures that, once the nodes are removed, the required network connectivity
criteria are met, allowing for the correct identification of critical nodes [[l]. For example,
we suppose that in a distributed computing setting, a consensus requires communication
between at least k servers. We must divide the network into smaller partitions, each with
fewer than k servers, to keep it so that the attackers can’t control the majority of the net-
work and disrupt the consensus process. All partitions have (k — 1) servers are preferable

to one where all servers are separated and just one group contains (¢ + 1) servers.

The is generally NP-complete depending on the class of graphs [1].

3.3 Variants of CNP

In this section, we describe each variant of in detail with example [If]:

3.3.0.1 CNP (Critical Node Problem)

This variant aims to find a set of nodes containing at most k nodes in a graph, such
that if these nodes are removed, it reduces pairwise connectivity in the remaining network.

The fragmentation of the graph is maximized when pairwise connectivity is minimized.
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Given a graph G = (V,E) and an integer k, find a set of nodes S C V containing
at most k nodes, when removed, these nodes maximize the fragmentation and minimize

pairwise connectivity of the remaining graph (G \ S) such as; |S| < k,

The following function in Equation to be minimized can be used to formulate the

objective:

=Y 0(02_1) (3.3.1)

C;eG(V\S)

C; is the set of all connected components in (G '\ S) once the k nodes have been deleted,
and o is the size of the connected component C;, it is may calculated efficiently in linear
time using a IDepth First Search (DFS* strategy.

The following Figure @ represents the illustration of the variant, the critical
nodes are coloured in black (S = {v3,v7}), i.e., we have k = 2 critical nodes to detect if

removed, it should minimize the pairwise connectivity formula:

8= > 0(02_1):1+3=4

CieG(V\S)
(3.3.2)

v3

®

vi
vh

V2
vG

. VT

Figure 3.1: CNP Variant

3.3.1 MaxNum (Maximize the number of connected components)

In this variant, the objective is to minimize the variation in the cardinality of the con-

nected components and increase the number of them. In [37] they proposed a novel variant
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called that maximizes the number of connected components while disconnecting

the graph to the utmost. It aims to remove a set of nodes, and it is formulated as follows:

Given an undirected graph G = (V, E) and an integer k, this variant aims to find a set
of nodes S C V, such that:

max(n € G(V '\ S))and|S| < k (3.3.3)

Where n is the number of connected components. There is no fragmentation of the
graph if n = 1. In the case where each node is isolated, the maximum fragmentation of the
graph happens, the result is the appearance of many connected components. This solution
of can be aligned with in G, in the case of |G(V'\ S)| < k. Similarly, with
the problem of Edge Cut Partitioning (See Chapter 2 in Section ), reducing the edge
cut and making sure the subgraphs are as internally connected as possible while staying as

separated as needed.

The following Figure @, shows the variant where there are two nodes in black

that are considered critical, if removed, it maximizes the number of connected components

to three.

S
Figure 3.2: Variant

3.3.2 MinMaxC (Minimize the size of the largest connected component)

In this variant, the size of connected components is considered as a connectivity metric,
which the aim is to keep it to a minimum. In fact, the variant must remove
at most k£ nodes from the remaining graph in order to minimize the size of the biggest

connected component. It can be formulated in this way:

Let an undirected graph G = (V, E) and an integer k. The objective of this variant is
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to find a set of nodes S C G, such as:

|S| < k, and min oy, peq(v\s) Where h is the biggest connected component.

The following Figure @ represents the variant, where there are 3 critical
nodes (in black colour), if removed, its minimize the size of the largest connected compo-

nents.

Figure 3.3: MinMaxC Variant

This variant MinMax(] is similar on determining the minimum vertex cover set of the

graph if the objective is to limit the cardinality of the biggest connected component to 1.

A formulation of can be expressed as follows, where each node i € V has a

weight such as w > 0 and a deletion cost, such as ¢; > 0.

min f(S) =Y _C; (3.3.4)
i€h
In accordance with:
> W<k (3.3.5)
jes

In this instance, we have two versions of this variant to consider MinMaxCW; and
MinMaxCWs.

In the first version MinMaxCW1, W; = 1, and Vi € V. Therefore, instead of deleting

a set of finite cardinalities, we remove a set with bounded total node deletion cost.

In the second version MinMaxCWy, W; > 1 and ¢; > 1, meaning that ¢ € V. There-
fore, the objective is to eliminate a set of constrained total node deletion costs in order to

minimize the maximum weighted component in the remaining graph.

3.3.3 CC-CNP (Connected Components Critical Nodes Problem)

The objective of this variant is to remove a set of nodes to minimize connectivity metrics

while ensuring the remaining graph remains connected by limiting the maximal component
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size to a given bound by deleting the minimal set of nodes [1].

Given a graph G = (V, E) and an integer L. The objective of this variant is to reduce
the number of nodes whose removal limits the pairwise connectivity of every connected
element in the remaining network to a predetermined value. The following is a statement

of its formulation

argmin S C V|S] , s.t. Z ui; < L, for each connected component h C G[V'\ S].
vi,vj€ h

1 ifv; and v; are in the same component of G(V '\ 5),
W) =
0 otherwise.

(3.3.6)

In order to ensure that the cardinality of every connected component in the residual
graph is no more than a specified number L of nodes, in the case of ¢;; = 1, it looks for a

minimal set of nodes to be removed.

Figure @ represents the variant, there are two nodes v3 and v7 (in black

colour), if removed ensure that the pairwise connectivity of each connected component in

the residual graph is no more than a threshold.
8
ﬁ v

vh

v2 s
. i

. *

. VT

Figure 3.4: CC-CNP Variant

Finding the graphs with minimum vertex cover sets is the result of solving this variant
when L = 1. It is also simple to see that the bC—CNPl is |MinMaxd in reverse. Actually, by
eliminating a minimal set of nodes, the seeks to limit the connected component

size in the remaining network to a specified threshold L.
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3.3.4 [-vertex disruptor Problem

The objective of this variant is to minimize the number of nodes that, when deleted,
minimize total pairwise connectivity to a certain level. A specified fraction 8 of the in-
put graph’s overall pairwise connectivity defines this level. The following is one way to

formulate the problem.

Let a graph G(V, E) where |V| = n, and a constant fraction 0 < 8 < 1. This variant

aims to find a minimum set of nodes S C V when deleted, it limits pairwise connectivity
n
in G(V\59) toﬁ( 0 )

A range of complementary values can be handled in the remaining graph by using 5 as
an input parameter. Furthermore, it is readily apparent that the and the (§-vertex
disruptor problems are complimentary variants of the same problem. In both variants, we
search for a set of nodes, no more than k£, whose removal limits pairwise connectivity to
a threshold L for the , whilst a proportion 8 of the aggregate pairwise connectivity

determines the threshold for the S-vertex disruptor problem. We remember that in a

network with n nodes is ( Z ) - n(n;l)

The total pairwise connectivity is Consequently, the recognition version of the two

variations is the same.

3.3.5 CCC-CNP (Component Cardinality Constraint Critical Nodes Prob-

lem)

[E]

The objective of previous traditional variants of britical Nodes Problerd is to identify

a specific node whose removal leads to disconnecting the graph or fragmenting it. However,
the variant adds a novel constraint that the number of nodes in each resulting
connected components must not exceed a defined threshold, denoted by L. This constraint
forces a balance between connectivity and maintaining some level of overall connectivity

in the graph.

Given a graph G = (V, E), and a positive integer L as input, a weight w; is defined for
removing each node v; € V, and a positive cost ¢;; is met for each edge (v;,v;) € E. When
we removed a set of nodes A C V' | we obtain a residual graph G(V \ A), whose connected

components contain the node sets hi, ho, hs..., hy,. The CCC-CNP| aims to identify A so
that:
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min E W;

v; €1
VO’k € G[V \ A], Z’Uz‘,’l}jehk Cij < L(337)

Therefore, CCC-CNP aims to identify a set of nodes A C V with a minimal total
weight. So that, in the residual graph G(V'\ A), the total connection costs of each connected

component is no greater than L.

CC-CNP demands that as few nodes as possible be deleted in the unit case, where
w; = ¢;j = 1. In such a way that the pairwise connectivity of each connected component is
at most L. This means that the cardinality of A, not the total weight, should be minimized

so that the pairwise connectivity, not the total connection cost, is no more than L.

Thus, [CCC-CNH consists of finding a set of nodes A C V of minimal total weight,

such that the total connection costs of each connected component, in the induced graph
G[V \ A], is no more than L.

The Figure below @ represents the CCC-CNP variant, the overall connection costs of

each connected component, in the induced graph no more than 3.

S

Figure 3.5: CCC-CNP Variant

"‘.oo

Often regarded, is considered a variant of the Graph Partitioning Problem,
a classic Graph Theory Problem. This variant is similar to the |Minimum Vertex Coverl
, which seeks to identify a minimum collection of nodes A C V' such that G[V \ A]
is an independent set when L = 1. Additionally, the |Vertex Separator (VS* problem calls

for a minimum number of nodes in order to divide the graph into two limited subsets.

Moreover, the same as finding an e-separator of G, where € = %

In this research, we are interested in this variant [CCC-CNP, so we propose a new

heuristic to solve the problem for general graphs.
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3.4 Application

The critical nodes detection problem has many applications in various fields, including
social network analysis, biology, communication, and security networks. For instance, it
can be used in epidemiology [BY], such as the identification of critical nodes that can
control and limit the spread of diseases and also isolate highly connected individuals to
prevent outbreaks. Thus, this process has been considered for different objectives, including
disruption diffusion [40], early detection of diffusion outbreaks [41] and locating sources of
diffusion [42].

Another interesting application of is social network analysis [43], like identifying
influential people to maximize the spread of information or products. Other applications
of can be found in Network Security [44]. For instance, the detection of critical nodes
can target key nodes in an enemy’s communication network to disrupt operations. It can

also be used in supply chain [45] , such as identifying vulnerabilities in distribution systems.

The importance of the lies in reducing the computational complexity by parti-
tioning large networks into partitions, well-known graph partitioning problems, such as
identifying and segmenting critical nodes can balance workloads and ensure efficiency in

networks [46].

Another important application is biological networks [47], in order to analyse and inter-
vene in biological systems, such as metabolic or protein interaction networks, and identify
critical proteins or genes as potential drug targets. Critical nodes can also be used in net-
work resilience and robustness infrastructure under various networks, including power grids
48], and transportation networks [49] to help improve resilience by safeguarding against
failures or targeted attacks. By identifying critical nodes and solving this problem, various

domains ensure efficiency and minimize many important risks.

3.5 Related Works

Various algorithms have been proposed to address the , these methods are classified

as exact, heuristic, or hybrid:

Researchers propose solutions to identifying critical nodes in many networks, such as
wireless sensor [b0], ad hoc [51], planar complex [52] and undirected weighted networks [53].
Researchers focus on heuristic methods such as [53], [b4], [b5], [66], they aim to provide

scalable solutions for many applications, including large or sparse graphs.

o Exact algorithms, such as [b7] and [b8] provide fantastic solutions, making it suitable

for small or medium-sized networks, while simultaneously giving a clear and system-
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atic method with theoretical guarantees. However, it is computationally demanding

and therefore unsuitable for large networks.

Heuristic approaches, like [36], [43],[63], [b4], [b5], [b6].

ensures scalability and efficiency by requiring fewer resources, and it is suitable for

As massive graphs grow, it

many real-world applications on the following types of networks: planar, sparse, and

weighted, but it gives an approximate solution.

Hybrid approaches, including [59], [60] combine the strengths of accurate and heuris-
tic methods to improve solution quality. In addition, it can handle larger graphs
than completely accurate methods. However, it requires careful integration of many
techniques, which increases computational time, and solutions may need precision of

accurate methods.

The following table shows a comparative analysis of algorithms.

Table 3.1: A comparative Analysis of Critical Nodes Problem Algorithms

Works Type Limitations Benefits

7[57] Exact algo- High computational complexity for Provides optimal solutions
rithm large networks

7[58] Exact algo- Computationally expensive for large Guarantees an optimal solution
rithm networks

7[36] Heuristic algo- May not provide optimal results in all ~ Efficient for sparse graphs, faster than
rithm cases exact methods.

7[43] Heuristic algo- Assumes specific network dynamics Effective in social network contagion
rithm (complex contagions) scenarios

7[53] Hybrid algo- Complexity increases with network Flexible and scalable to weighted
rithm size and weight factors undirected networks

7[54] Heuristic algo- May not always find the most critical ~Well-suited for real-world sparse
rithm nodes graphs

7[55] Heuristic algo- Approximation of critical nodes, may Faster for large-scale networks, good
rithm miss some key nodes for real-world scenarios

7[56] Heuristic algo- May be suboptimal in highly dynamic  Useful for infrastructure resilience
rithm networks analysis

7[59] Hybrid algo- The accuracy may vary based on the Balances speed and solution quality
rithm construction method

7[60] Hybrid algo- May struggle with scalability for very Effective in large-scale networks
rithm large networks
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3.6 Discussion

Critical nodes in graph partitioning are crucial for dividing a graph into smaller sub-
graphs. Keeping or removing these nodes might have a substantial impact on the connec-

tivity of graph.

Partitioning large networks into smaller communities or subgraphs allows for more effi-
cient analysis, better scalability, and improved performance in various applications, includ-
ing community detection and source location. In addition, it facilitates the partitioning
process. These nodes, often considered “cut vertices”, have unique positions within the
graph where their removal leads to the disconnection of connectivity between subcompo-
nents. As the subject of minimizing the size of subgraphs, ensuring efficient graph traversal,
and improving graph robustness. In this way, critical nodes are therefore the connectors
that control the flow of data or information propagating throughout the graph, and they

serve as the keys to partitioning.

There are several methods for identifying critical nodes in the context of graph par-
titioning, depending on the type of network and the domain of the problems, including
community detection methods, like modularity maximization and @, can be used to
find clusters within the graph. Communities may merge or become detached if nodes on
their boundaries are removed. Critical nodes in community detection are important in net-
work analysis to find groups of nodes that are more densely connected than those outside

the group. Critical nodes can also serve as boundary nodes.

Critical nodes in social networks serve as intermediaries between various groups. Iden-
tifying it as key influencers can aid in understanding information flow between communities

and developing ways to prevent it.

By splitting the graph based on essential nodes, we may reduce the complexity of
community discovery, making it more manageable. Instead of analysing the entire graph,
smaller subgraphs formed by cutting along critical nodes can be analysed independently,

which improves scalability.

Critical nodes are also essential for locating the source of information in a network,
especially when trying to track the origin of rumours or diseases, placing observation nodes
as critical nodes can increase the likelihood of accurately identifying the source. Since these
nodes lie in crucial positions, their observation may yield more reliable insights into where

the information originated and how it spread.

The identification of critical nodes is a key step in community detection and source
location, providing insights into the structure of the graph and the most important nodes
of the network. These nodes enable efficient partitioning by ensuring that the graph is

split in a way that minimizes connectivity between subgraphs. Furthermore, they serve
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an important role in detecting communities within networks and locating the source of

information.

Additionally, critical nodes are important to optimize the performance of , using
these nodes in can improve energy efficiency, connectivity, and overall network
performance. Critical nodes detection is an important method in the design and operation
of , especially in large-scale and real-time networks.

3.7 Conclusion

In this chapter, we have explored the critical nodes problem and its important role in
graph partitioning. We define the critical nodes problem and explain its different variants.
In addition, we present clarity on various applications in different fields. Additionally, this
chapter also discusses approaches to solve the critical nodes problem. This makes it easy
to understand the difficulties in effectively partitioning graphs and identifying significant
nodes in these systems. Moreover, we draw attention to the importance of this problem
in the way of comprehension of the structure and dynamics of large, complex networks in

many domains.



Chapter 4

Community Detection

4.1 Introduction

In many different application fields, community detection is an essential task in the field
of network analysis. Finding a group of nodes in a network that are more closely related
to one another than to the rest of the graph is the goal of community detection. These
groups, which are represented as communities, reflect the basic structure of the network

and are crucial for understanding how system components interact.

In this chapter, we will define the concept of community detection and its numerous
applications. Furthermore, we will examine several approaches and strategies for identify-
ing communities in graphs and describe how they may be used to find significant patterns

in large, complex networks.

4.2 Definition and Characteristics of Community Detection

4.2.1 Definition

Community detection aims to find groups of nodes in a graph that are more closely
related to each other than to the rest of the network. [61].

In general groups of nodes within a network are known as communities. These com-
munities have a modular structure in which some groups of nodes are strongly related.
This means that they share similar interests, characteristics, and behaviours, such as social

networks, biological networks, and wireless networks [62].

The Figure below EI shows a community detection problem, which divides a graph

into three communities (coloured in different colours).
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Community 2

Community 1

Community 3

Figure 4.1: Community Detection

4.2.2 Characteristics of Communities

Nodes inside a detected community are densely connected subgraphs, and the edges
between nodes within the same community should be longer than the edges connecting
nodes to other communities. In addition, edges connecting nodes within a community to
those outsides should be sparse. There are fewer edges than those within the community.
Moreover, in certain networks, nodes can belong to many communities, whereas in others,

communities are completely disjoint, meaning that each node only belongs to one [63].

4.2.3 Applications

Community detection has several applications across diverse fields because of its ability
to identify hidden structures inside networks [64], including social network analysis, where
community detection is widely used to identify groups of individuals with similar inter-
ests. Nodes are the users, and edges represent relationships. Like Facebook, community
detection aims to help understand user behaviours, trends, and social influence patterns
that can be used in viral marketing to create targeted campaigns for certain audiences and
anticipate the flow of information to key influencers who can change opinions or behaviours

within a group [62].

Another important application of community detection is communication networks,
to find communities such as in the routing problem, where nodes represent people and
links represent mobile communications. The identification of these communities can help
optimize routing and resource allocation within networks [65]. It can also be used in
biological networks, such as , to identify functional modules within each group [66].

Another interesting application of community detection is information and epidemic
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spread. In order to understand how information spreads through networks, communities
help to identify the origin source of information by isolating the spread within specific
clusters [67]. It helps optimize complex technical systems like phone and transportation
networks [62].

Community detection can be used in academic and citation networks. It aids in the
identification of research trends and cooperation within scholarly networks. Like research
areas or fields. Analysing co-authorship or citation networks exposes groups of researchers
who operate in comparable subjects. Nodes represent research communities, and two com-

munities share an edge if researchers travel between them [68].

Community detection is essential in improving user experience and functionality on
digital platforms, like detecting user communities, helping platforms such as Amazon rec-
ommend relevant products. Authors in [69] proposed an e-commerce risky community
detection platform to detect risky groups containing identified fraudsters and other closely

related users.

4.3 Obstacles of Community Detection

Due to network complexity and diversity, community detection involves a variety of
obstacles, including the dynamic change of networks over time, the need for algorithms
that can adapt to changes, like in [70]. The measurements, such as modularity or normal-
ized mutual information (NMI) have limitations and may not always reflect the quality of
communities. Thus, [71] proposed methods for evaluating the quality of community de-
tection algorithms using ground-truth data. This requires comparing algorithm-discovered
communities to known ground-truth communities [71]. In addition, managing a large net-
work can still become slow [72]. Additionally, real-world networks have nodes belonging to
multiple communities, traditional algorithms generate disjoint communities [73]. However,

fuzzy clustering is being developed to accommodate overlaps [[74].

4.3.1 Evaluation Metrics for Community Detection

Evaluation metrics are commonly used to ensure the effectiveness of community detec-
tion [[75]:

¢ Modularity: Measures how well a network is divided into communities. A high

modularity indicates a strong community structure with nodes that are closely linked.
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In this equation, A represents the adjacency matrix, m represents the total number of

edges, k; represents the degree of vertex i, and c¢; represents the vertex ¢ community.

o Normalized Mutual Information (NMI): Measures the similarity between the
detected community structure and ground truth. Higher evaluations mean a

greater similarity to real communities.

NMI(p1,p2) = 21(p1,p2)/H(p1) + H(p2) (4.3.2)

I(p1, p2) represents the mutual information of the two partitions p; and ps, and H(p1)

is the entropy of p;.

4.4 Related Works

In the literature, community detection can be classified into:

1. Clustering-Based Algorithms:

Use traditional clustering methods such as k-means to split graphs based on node
similarity or distance. However, the number of clusters needs to be determined.

Hierarchical Clustering: creates a hierarchy of communities. It can be divisive
(top-down) or agglomerative (bottom-up). In [7G] they based this method on comput-
ing the similarity between nodes or edges. The primary approach to network parti-
tioning is clustering using hierarchical methods like [[77] combines K-means clustering
with node centrality to detect communities based on density and degree centrality,

identifying core nodes and expanding communities [7§].

2. Modularity-Based Algorithms:

These algorithms aim to optimize the modularity measure, like the well-known Lou-
vain Method, which ensures fast optimization for modularity of the network, and
Newman-Girvan used hierarchical clustering with edge betweenness to iteratively re-
move edges and optimize the modularity measure of the resulting partitions [[79],
[80].

3. Spectral Clustering:

This method uses eigenvectors and eigenvectors of the graph Laplacian to partition

the graph and maximize modularity [81], [82], [72].
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4. lLabel Propagation Algorithms (LPA)l:

These algorithms assign labels to nodes and propagate them throughout the network
until a stable community structure is achieved, like in [83] , , with an emphasis
on overlapping community detection. It adapts the traditional label propagation
method to allow nodes to belong to multiple communities based on their importance,
such as [84], it modifies the standard by incorporating node influence as a key

factor for community detection, and others [85], [36].

5. Optimization-Based Algorithms:

Community detection as an optimization problem, e.g., minimizing conductance or
maximizing density, like in [87], they used evolutionary algorithms, a class of opti-
mization algorithms, to detect communities in social networks by focusing on node

centrality for community identification, and others in [88], [89].

6. Probabilistic and Statistical Methods:

These algorithms use a probabilistic process such as stochastic block models to parti-
tion the graph, where the probability of an edge existing between two nodes depends

on their community membership [70], [90].

7. Deep Learning-Based Methods:

IGraph Neural Networks (GNNS)l:

These methods use neural networks to learn representations of nodes and edges and

can be trained to discover community patterns in graphs.
Autoencoders for Graphics:
Develop low-dimensional representations of the graph, which are subsequently clus-
tered into communities [91], [92].
8. Dynamic Community Detection:

Detect communities in evolving networks, that change over time. Most researchers
93], [94] adapt evolutionary community detection approach to adapt to changes in

dynamic networks.

9. Overlapping Community Detection:

Overlapping Label Propagation: In networks where communities are not strictly

disjoint, an @ variant that allows nodes to belong to multiple communities.

|Clique Percolation Method (CPM)l: Identify k-cliques to detect overlapping

communities by evaluating crossings, as in [81], [72].
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10. Density-Based Algorithms:

IDensity—Based Spatial Clustering of Applications with Noise (DBSCAN)l:

is a spatial data clustering approach that has been extended to locate communities

by identifying and grouping dense clusters of nodes.

Density Peak-Based Methods: The goal is to locate community centers depend-
ing on node density and grow the community to surrounding nodes with comparable
interests. [95], [96].

11. Centrality-Based Algorithms:

Node Centrality-based Methods: Community detection based on node centrality (e.g.,
degree centrality, betweenness centrality, or closeness centrality) helps to identify

influential nodes that can define the boundaries of communities.

FEdge Centrality-based Methods: Similar to node centrality, but focusing on edges
to identify important connections that indicate community boundaries, like [97] uses
edge centrality to detect communities, where edges connecting more central nodes
are prioritized in community formation, such as [98] , uses edge degree betweenness
centrality to perform a divisive approach to community detection, focusing on the
importance of edges for splitting the network, as [99] integrates influential node de-
tection within the process of community detection, utilizing centrality measures to
identify key nodes in communities[100], detects communities by focusing on rank
centrality, a measure of node importance, to guide the community identification pro-
cess, [L01] detects local communities by considering nodes with greater centrality
within a specific neighbourhood, [102] Centrality-based and optimization algorithm.
It combines node importance and optimization to partition the network and identify

communities, like in [87], [L01].

12. Hybrid Algorithms:

Combination of Clustering and Optimization: Combine clustering approaches
with optimization techniques (such as genetic algorithms or simulated annealing) to

improve the quality of community detection.

Multi-objective Optimization: Combine multiple criteria, such as modularity,
node centrality, edge density, and uses optimization techniques to identify commu-
nities like [[L03]

Hybrid optimization and centrality-based algorithm. Combine local commu-
nity detection with node importance rankings to identify communities effectively in

large social networks, [104]

The Table below shows the comparison of many algorithms, according to methodology,

advantage, limitations.
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Table 4.1: A Comparative Analysis for Community Detection Algorithm

Works Type Benefits Limitations

7[87] Optimization-  Utilizes evolutionary strategies to ef~ High computational cost for large-
based algo- ficiently find communities based on scale networks; results depend on pa-
rithm. central nodes, offering scalability to rameter tuning in evolutionary algo-

medium-sized networks. rithms

7[83] I[&AI with Efficient for overlapping communi- Relies on initial node labeling, which
overlapping ties; computationally inexpensive for may cause inconsistent results; un-
detection. sparse graphs. suitable for very large graphs.

7[97] Centrality- Focuses on local edge centrality, Struggles with detecting global com-
based algo- which simplifies computations for de- munities; local optimization may
rithm. tecting localized communities. overlook network-wide structures.

7[1()3] Hybrid of cen- Effective for localized community de- Limited scalability; effectiveness de-

trality and op-

tection; adapts well to high-degree

creases in sparse graphs.

timization. nodes.

7[98] Centrality- Precise community boundaries due to High complexity makes it unsuitable
based, divisive edge-level analysis; useful for dense for large-scale networks.
clustering. graphs.

7[77] Clustering- Combines centrality with density- Performance is highly dependent on
based algo- based clustering for better granular- initial K-means centroids; fails in
rithm and ity; applicable to small networks. sparse networks.
centrality.

7[105] Hybrid (cen- Balances global and local perspec- Sensitive to parameter tuning; in-
trality and tives; better at handling imbalanced creased computation time for dense
optimization).  community structures. networks.

7[84] I[&AI Fast and scalable for overlapping com- Randomness in label updates may

munities; simple implementation. lead to varying results; less effective
for dense networks.

7[102] Centrality and Combines node importance with mod- Limited adaptability for dynamic net-
optimization. ularity optimization, leading to mean- works; computational overhead.

ingful partitions.

7[104] Multi- Considers multiple criteria (e.g., mod- High computational cost; requires
objective ularity, importance); effective for at- careful parameter configuration.
optimization. tributed networks.

7[78] Clustering- Core-node expansion simplifies de- Ineffective for overlapping communi-
based algo-  tecting robust communities. ties; heavily influenced by initial core
rithm. node selection.

7[106] Probabilistic Captures both hierarchical and over- Computationally intensive for large
statistical lapping communities; provides statis- networks; requires parameter estima-
model-based tical insight. tion.
algorithm.

7[107] Modularity- Scalable and efficient for large-scale Limited to disjoint communities;
based algo- networks; high modularity optimiza- modularity optimization may fail

rithm.

tion.
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Girvan and Newman proposed the topic of community detection in 2002 [108]. It

uses the concept of edge betweenness to break the network into smaller networks.

Recent research has focused on clustering approaches [109], multi-objective evolutionary
[110], label propagation [L11], and local modularity density [112]. In contrast, some have
demonstrated interest in identifying the major nodes and using them as first communities
[103], [113],

In [103] , the authors emphasize the importance of selecting high-importance nodes
to expand initial communities through local similarity. These nodes are then merged to
establish final community structures, similar to [78] , but with a focus on local similarity

between nodes.

Another study [114] found that the core node’s cliques play a role in community build-
ing. In [115] , the authors suggested a two-stage approach for detecting local communities,
utilizing core detection and community extension. Others [113] employed local degree cen-
tral nodes and the Jaccard coeflicient to find the seed nodes, while calculating the internal

force using the fitness function between nodes to expand the community.

Others [105] computed node influence using the k-shell decomposition algorithm and
k-shell entropy, using initial communities consisting of seeds and neighbours. They also
proposed the concept of belonging as a way to quantify local information, and they inte-
grate every two communities. Another study [116] calculated node influence using node

convergence degree and combined network topology with node properties.

As we have observed in earlier studies, some nodes in networks are more essential than
others depending on the dispersion of information. Centrality can be used to assess the sig-
nificance of these nodes. Many researchers employed the core nodes to detect communities,
as in [117], [118], [119]. In [118], [119] They prioritized nodes based on their eigenvector
centrality rating and then identified the communities for each leader. [[118] To construct a
community, similar nodes are assigned to the discovered leader node based on a threshold

k. In [119], neighbours are assigned depending on their role in building communities.

In another study [120], they look at leadership and attractive force, and each node
connects to the local leader in its neighbourhood, producing a directed dependence rela-
tionship. Once all dependencies are resolved. All of these dependent trees form a forest.
After merging tiny branches, each tree in the forest became a community, with the root

node serving as the leader of the related cluster.

In [121], the key nodes are selected by a ranking function; removing these nodes discon-
nects the graph as much as feasible. Also in [103], they identify significant nodes, then build
communities around the core nodes using a similarity measure and each node’s strength,

and then merge weak communities using a proposed relation and maximum modularity.



CHAPTER 4. COMMUNITY DETECTION o4

4.5 Conclusion

Community detection is an important task for understanding dynamics and complex
networks. It finds communities that are closely connected inside a network, offering impor-
tant information about the underlying connections and roles. We presented in this chapter
an overview of the community detection method, its definition, characteristics, issues, and
application. We also defined the different metrics used to evaluate its efficacy.

In this chapter, I also defined different classes of algorithms used in community detection.
I discussed how many researchers have addressed the problem of community detection
efficiently. However, none of these studies employ the notion of critical nodes to detect
communities. While some researchers have used the centrality measures to identify in-
fluential nodes within networks, these approaches do not directly leverage the concept of

critical nodes as central nodes in community identification.



Chapter 5

Source Detection

5.1 Introduction

One of the fundamental issues that comes up in many different fields, especially in social
and communication networks, is determining the source of information within a network.
Applications such as viral marketing, illness modelling, and locating significant people or
system nodes in these networks depend on a knowledge of how information or influence
spreads. The source detection problem has been the most important subject for many

researchers; it aims to enhance network management, prediction, and also optimization.

This chapter will explain the source detection problem and explore the key role of
observation nodes in enhancing the identification of the information sources. These ob-
servation nodes help in better tracking the dissemination of information and enable more
accurate source identification because of their thoughtful positioning within the network.
We will also discuss the applications of source detection. In addition, we will explore the
importance of critical observation nodes and introduce Gaussian estimation as a technique

to enhance the accuracy of source detection.

5.2 Definition Problem

Given a network G = (V, E), where V represents the set of nodes and F represents the
set of edges, locating the source of information in a network aims to determine the source
node s € V that begins the spread of the diffusion process. [122]. It is considered a task
of finding the original spreader or influencer in a network whose actions or characteristics
result in the observed impacts on the network’s structure or behaviour. such as influence

maximization, epidemic spread, and information diffusion.
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The following Figure @, represents an illustration of the problem, S* is the source,

and O is the set of observation nodes.

Figure 5.1: Source Detection ProblemS

5.3 Conditions

In the following subsections we explain the conditions to locate the source of information

in a network.

5.3.1 Model of diffusion

Information spreads through the network following a predefined diffusion model, including
[122]:

1. ST Model (Susceptible-Infected): One of the simplest diffusion models. Where
each node in the network is susceptible (S) or infected (I). Once a node becomes

infected, it remains infected forever and can spread the infection to its neighbours.

o Susceptible (S): The node can be infected.

o Infectious (I): The node is infected and spreads the infection to other nodes.
At each time step, an infectious node has a probability of infecting other susceptible
neighbour. The process continues until all nodes are infected.

This model of diffusion has a large area in the real world such as the spread of a virus

in the computer, and also early stages of epidemics. The main problem of this model

is that it does not account for recovery.

2. SIR Model (Susceptible-Infected-Recovered): Extends the @ model by adding

recovered (R), where nodes cannot pass the infection to neighbours.

o Susceptible (S): The node can be infected.
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o Infectious (I): The node is infected and can spread the infection to other nodes.

o Recovered (R): The node has recovered and is immune to further infection.

An infectious node u infects each susceptible neighbour v with probability p. After
time ¢; with probability p, the infectious node recovers and becomes recovered. The
process stops when no infectious nodes remain.

As an example of this model, the COVID-19 epidemic. The main problem of this

model is the increase of computational complexity due to tracking all the states.

3. SIS Model (Susceptible-Infected- Susceptible): Such as model, the in-
fected node (I), can be susceptible (S), but in this model, when a susceptible node
becomes infected, they cannot be susceptible after some period p.

o Susceptible (S): Node can be infected.
o Infectious (I): Spreading the infection.
o Susceptible (S): Node can be infected.

4. SIRS (Susceptible-Infected-Recovered-Susceptible) : Model, a recovered node
can be a susceptible node with a probability p.

o Susceptible (S): Node can be infected.

Infectious (I): Spreading the infection.
e Recovered (R): Recovered and immune.
o Susceptible (S): Nodes recover after or with probability p.

Such as the disease of COVID-19. The main problem is the increase of computational

complexity due to the requirement of many parameters,

5. Independent Cascade Model: Used to model the flow of information in the net-
work, where a node has two states:
o Active (A): A node who received the information and became infected
o Inactive (I): A node has not adopted the information yet.
The active node has a single chance to activate each inactive neighbour with prob-

ability p. If successful, it becomes active in t;. The process stops when no further

activations occur.

This model is applicable in viral marketing, product adoption, and social media. The

main problem is the well-chosen activation parameter probabilities.

Each model is suited for a specific application, it depends on the nature of the spread,

network structure and available data.
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Figure 5.2: Models of diffusion

5.3.2 Observation Nodes
5.3.2.1 Definition

Observation nodes are strategically placed or selected nodes in a network used to monitor
the spread of information. These nodes act as sensors, collecting data such as infection

time, which is critical for detecting the source of diffusion [123].

5.3.2.2 Role of Observation Nodes

Observation nodes are a subset of nodes in a network, their role is to monitor and
record the propagation data to detect the source of information. Observation nodes act as
sensors within the network [124] gathering information about the nodes, such as their state
during propagation, the time of infection, and direction of information passing through each
node. Furthermore, these nodes can facilitate the identification of the source by providing
the data required, like analysing the time at which observation nodes become infected.
In addition, well-chosen observation nodes can improve the accuracy and computational
efficiency of source detection, ensuring scalability (to focus on smaller, critical parts of the

network), robustness (to minimize the impact of noise) and costs [125].

The placement of observation nodes plays an important role in diffusion processes, in-
cluding strategies like high centrality nodes or critical nodes, boundary nodes, and random
placement. Additionally, these nodes are crucial for tracking diffusion in real-time, en-
abling immediate intervention in dynamic changes of structure [126], such as in epidemic
networks, monitor the spread of infectious diseases in real-time to identify patient zero, in
cybersecurity to track malicious activity in real-time to detect the attack’s origin, and in

social media to identify the spread of rumours.
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Observation nodes are indispensable in locating the source of information, like using a
minimal number of nodes to reduce costs. limited data can reduce the accuracy, so great
coverage is necessary, especially in large-scale and complex networks. By strategically
selecting and monitoring a subset of nodes, they provide the critical data required to infer

the source efficiently and accurately.

5.3.3 Network Topology

The structure of the network should affect the propagation of information [127].

5.4 Source of Information in a Network (¢

5.4.1 Definition

The source of information S refers to the specific node in a network G(V, E'), where V
represents the set of nodes, and FE is the set of edges that initiates the spread of informa-
tion. Identifying this source node is critical for understanding the origin and dynamics of

propagation processes [128].

The source node s from which the diffusion process begins in the network topology
significantly affects the spreads reach and dynamics, it initiates the spread at time .

Observations of infected nodes at later times ¢ > ty provide to locate s.

5.4.2 Formal Definition

Given a graph G = (V| E), where V is the set of nodes and F is the set of edges between
nodes. The source of information is the node S € V from which information or influence

begins to propagate through the network, according to a diffusion process.

Let the information spread over time based on a diffusion model M, which defines the

rules governing the propagation of information across the edges of the graph.
Let an observation node O C V, it records data when it receives the information.

Given the observed diffusion data D(v;,t;|v; € O) where t; is the time step at which
observation node v; receives the information, the objective is to identify the source node S

based on the observed diffusion pattern.
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5.4.3 Challenges in Identifying the Source Node s

Identifying the source of information in a network is a complex problem due to various

challenges, including [122]:

e Most researchers considered a tree as a network structure for source detection, with

no cycle. However, the source can receive the information from the same nodes.

e Locating the source is easier in a tree using IBreadth First Search (BFS)l algorithm

where the graph is best suitable topology to represent the real-world network.

e Source detection in real-time is important to well control the spread of information

and minimizing their negative impact.

e In source detection, real-world networks must be gathered in real-time, making it

computationally more expensive.

o Most networks are dynamic, like social networks that change over time, it is important
to choose an adaptive method while examining the network and selecting the suitable

diffusion model.

e The variation of edge weights and node types, also hierarchical structures, can lead
to a difficult analysis. Therefore, to improve the accuracy, it should take into con-

sideration the heterogeneous infection probability.

e Many researchers assume that there is only one source to detect. However, in many
scenarios, they consider multiple sources of information that initiate the diffusion.
Which requires more efficient algorithms. There is scope for wide research to design

a single model to detect source(s) irrespective of their number.

e In the case of identifying multiple sources, few researches based on community detec-

tion methods, where the partition of multiple sources forms their own community.

e Challenge, especially in asynchronous and stochastic diffusion processes in online
social networks, to improve the adaptability and accuracy of source locating methods
[129].

e Observing all nodes in the network in real-time is usually impossible and expensive
[129].

e The well-chosen set of nodes as observers can affect the accuracy of source locating
methods [129].
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5.5 Algorithms for Identifying the Source Node s

61

Various algorithms are developed to estimate the origin of information dissemination,

utilizing various approaches to identify the source with great accuracy and efficiency.

The following Table @ provides information on these algorithms:

Table 5.1: Algorithms for Source Detection

Algorithms

Types

Graph-based Algorithms

Reverse Propagation Algorithms
Likelihood-based Methods
Minimum Cut/Maximum Flow Algorithms

Centrality-based Algorithms

Epidemic-based Algorithms

Busceptible—Infected—Recovered (SIR)l Model
lLinear Threshold Model (LTM)l
IIndependent Cascade Model (ICM*

Optimization-based Algorithms

|Maximum Likelihood Estimation (MLE)l
I[nteger Linear Programming (ILP*

Machine Learning Algorithms

Supervised Learning Algorithms
Unsupervised Learning Algorithms

Reinforcement Learning

Hybrid Algorithms

Combine different approaches :
Graph-based
Epidemic-based
Optimization-based

Machine learning

Probabilistic Algorithms

Bayesian Inference
|Mark0v Chain Monte Carlo (MCMCi

References
(3], [131] |
[132), [133]
[134] [135]
[L36], [137)
(3], [139] |
[L4d], [141)
[149], 143 |
f44], [143]
[L46], [147) |
(4], [149)
[150], [151]
(59, [153) |
fL54], [L59) |
[156]

In this work, we used graph-based methods for source detection. These algorithms

investigate graph features and the ways in which information flows across the network in

order to determine the source of information.

Graph-based algorithms for source detection offer a strong collection of tools for deter-

mining the origin of information in a network based on network topology, diffusion process,

and flow characteristics. Table @ shows the different graph-based algorithms to solve the

source detection problem.
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5.6 Applications of Identifying the Source Node s

Identifying the source of information in a network is critical in various domains [122],
including epidemiology to identify the patient zero or the origin of an infectious disease
outbreak, like COVID-19. Another important application of source detection is cyberse-
curity to detect the origin of malicious activity in computer networks. Also used in social
networks to locate the origin of fake news, rumours. It can be used in large networks such
as power networks to identify the starting point of power grid failures or blackouts, in
transportation networks to trace disruptions, such as train or air, in distribution networks

to pinpoint the origin of water contamination.

Another interesting application of source detection is financial networks to detect the
origin of fraudulent or illegal transactions. It can be used also in biological and ecological
networks [162] to locate the essential .

Source detection can be applied in academic and knowledge networks [163] to detect
plagiarism in academic documents and also used in criminal networks [[L64] to locate the
origin of illegal activities in covert networks, like identifying the leader or key actor in drug

trafficking.

5.7 Using Critical Nodes as Observation Nodes for Source

Detection

britical Nodes Problen{ aims to identify a set of nodes within a network; if we remove or

keep them, it can impact the graph ’s structure. In source detection, these nodes play an
important role. By observing the information flow in networks, it can significantly enhance
the source detection accuracy because these nodes provide data from key locations in the

network, enabling better triangulation of the source.

Critical nodes methods are considered as cut vertices methods in graph partitioning,
are influential nodes for monitoring the diffusion of information. Additionally, strategically
placing observation nodes at critical nodes ensures wide coverage of the network. Moreover,
to effectively achieve good monitoring and reduce the usage of resources, it is better to

minimize the number of observation nodes that influence large portions of the network.

Observing them helps to understand the dynamics of information spread. Trace back
the source with greater accuracy due to the high-quality data collected. We can also apply
it in many real-world scenarios, such as epidemiology, critical nodes can be hospitals. In

cybersecurity, critical nodes might represent routers.
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5.8 Gaussian Estimation for Source Detection and Accuracy

Enhancement

Gaussian estimation is a statistical strategy for improving accuracy in source detection
problems. This strategy is especially beneficial when there is uncertainty in the data or
when attempting to estimate parameters based on incomplete or noisy data. Gaussian
estimation has an important role to enhance the source detection accuracy, such as denois-
ing the data by assuming that the data follows a Gaussian distribution. It also minimizes
ambiguity, making data points more typical of the underlying propagation pattern. Also,
examine the network’s topological structure. Changing the Gaussian model to consider net-
work variables including node centrality, community structure, and edge weights. Adaptive
Gaussian models dynamic networks with evolving diffusion processes [165] alter parameters

(mean and variance) to monitor sources more accurately as the network evolves.

5.9 Related Works

Identifying sources and anomalies is crucial for controlling information flow in networks,
which can be represented as graphs. Graph-based algorithms can be used to detect the
source of information. Social networks are an effective tool for transmitting information be-
tween people, resulting in numerous interactions that must be managed to ensure accurate

and dependable communication [166].

Several research studies have examined source detection using various diffusion models.
The SI model is widely used in studies due to its simplicity [167], [168], [L69]. In this study,
we employed the observation nodes approach as described in [169], [143], [123], [170], [L71].

Several studies use graph-based centrality measures, which consider central nodes as
observation nodes. In [168], a new propagation centrality algorithm was introduced. In
[169], the nodes with the highest and lowest degrees of centrality were combined as ob-
servers. In [167], it was stated that centrality metrics alone are not accurate estimators
of the source. Therefore, eccentricity and proximity measures were combined to improve
findings. In [143], the network was partitioned, with observation nodes chosen at random
and based on centrality. In [[172], nodes with the highest betweenness centrality score were

selected as observers.

Other techniques, such as [[173], discover various sources of information by identifying
recovered and unobserved infected nodes and partitioning the network based on the source
node with the highest likelihood estimation in infected clusters. In [174], the model

was utilized to create an estimator based purely on observed infected nodes.
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The model was employed in [175]. In [175], a minimal-radius collection of nodes,
known as Jordan Cover, was chosen to cover all observed diseased nodes. This research

assumes there is just one source to detect.

The main question is how to efficiently choose observers and estimate the source’s

localization using the information they gather.

Various methods are employed to identify the source of information, such as Gaussian
estimates, shared messages, and distance-based approaches [[143]. The Gaussian approach
is vital for source localization as it models measurement uncertainty and allows for fast
source detection estimation using observers. This research employed the same strategy as
[123].

5.10 Conclusion

In this chapter, we define the problem of source detection, which is crucial in many fields,
and identify several models of information diffusion. After that, we discussed the role of
observation nodes, and the importance of critical nodes was emphasized, showing how
these nodes can be influential in detecting the source with high accuracy. We also explored
the different graph-based algorithms employed for source detection. We also explained the
importance of applying the Gaussian model, which reflects the inherent uncertainty in the

diffusion process, to identify the source of information and increase detection accuracy.



Chapter 6

Impact of ‘CNDP‘ on Wireless
Sensor Networks (WSNs)

6.1 Introduction

Wireless Sensor Networks (WSNs) known as transformational technology, aim to gather,
transmit, and analyse data in real-time from remote or inaccessible locations. It consists of
several sensor nodes, each with its own sensing and processing, and they can communicate

with each other, which can also provide solutions for a wide range of applications.

The significance of is based on their architecture, energy efficiency, dependabil-
ity, and scalability. One of the most difficult concepts is ensuring that the network can
manage diverse and dynamic systems while maintaining a balance of performance and re-
source capacity limits, such as energy consumption. Thus, there are numerous proposed

approaches and methods used to improve the performance of these networks.

In this chapter, we will look at how critical nodes play an important role in WSN{
performance and optimization. Critical nodes, such as gateways, cluster heads, or nodes
with high connection, are essential for guaranteeing effective data transfer, network robust-
ness, and energy efficiency. Furthermore, integrating graph theory into is regarded
as a valuable tool for modelling and analysing network structure. may be tuned
for energy economy, reliability, and scalability using graph-based approaches, resulting in

improved performance in real-world applications.

This chapter will provide an in-depth understanding of the architecture, definition,
characteristics, applications, and challenges of . We will give an overview of the
application of graph theory in with a particular focus on how critical nodes can

impact network design and performance. The discussion will also highlight the benefits,

66
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limitations, and ongoing challenges in the effective deployment and management of

in a variety of settings.

6.2 Definition of Wireless Sensor Networks (WSNs)

A Wireless Sensor Network (WSN) is a system composed of spatially distributed sensor
nodes wirelessly connected to monitor physical or environmental conditions, such as tem-
perature, pressure, cameras, humidity, and vibration. These nodes transmit the collected

data to the base station for further analysis and decision-making [176].

are characterized by their self-organizing, computing capabilities, energy con-
straints, adaptability, and multi-hop communications, making them suitable for various

applications, including environmental monitoring, health, military, and industrial automa-
tion [177].

6.3 Applications of WSNs

Wireless Sensor Networks (WSNs) are flexible systems utilized in a variety of applica-
tions, including environmental monitoring, such as in [178], agriculture [179], healthcare
[180], smart cities [181], industrial automation [182] , security and surveillance [183] mili-
tary and defence [[184], home automation [[185], transportation and logistics [186], energy
management [187], underwater [[18§], structural health monitoring [180] disaster manage-
ment [189].

These applications highlight adaptability and usefulness in developing technology

and enhancing quality of life in many ranges of domains.

6.4 Challenges in WSNs

Wireless Sensor Networks (WSNs) provide distinct challenges due to design limits,
operating circumstances, and application-specific requirements. These difficulties can be

categorized into many groups [190]:

1. Energy Constraints
Sensor nodes require significant power during data collection, processing, and trans-
mission. Batteries of limited capacity should be changed after consumption. For this
challenge, it is better to design, develop, and implement energy-efficient hardware

and software protocols.
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2. Limited Memory and Storage
Sensor nodes are constrained in terms of processing power, memory, and storage. In
order to build an effective method for security, researchers should limit the code size

of the security approach.

3. Security and Privacy
Security in is necessary for large applications of security threats, where the
data should be private, such as in surveillance and building monitoring. The solutions
for this challenge, such as authentication and encryption are not enough. The design

of new technologies needs maintenance of data security, like mixing the
IThings (IoTs)l with |VVSN&|.

4. Fault Tolerance
When a node fails, it can disrupt network operations. The network should be able
to not disconnect in case of any fault. In that case, an efficient routing algorithm is

applied to change network configurations.

5. Time Synchronization
Many applications require synchronization over extremely long lifetimes, the

absence of synchronization leads to inconsistencies in data collection and processing.

As a solution to this challenge, ITiming—sync Protocol for Sensor Networks (TPSN)l.

k)uality of Service (QoS)l Problem: Ensuring reliable data delivery with minimal

latency, especially in real-time and critical applications, like health or disaster. The
problem is when the network topology changes at times, the solution is prioritization
mechanisms for an unbalanced and QoS-aware protocols.

6. Self-Management:
need to function without the need for human assistance.

7. Hardware and Software:
Cost-effective nodes are essential to sensor networks, and because flash memory is

inexpensive, it’s frequently used. Nodes’ has a major influence on their energy

usage and processing capacity. bentral Processing Unit (CPU)l design flexibility is

provided by microcontrollers, microprocessors, and IField—Programmable Gate Arraysl

(FPGASs); nevertheless, have many difficulties in reducing power consump-

tion.

8. Operating System

It should be simpler than general-purpose bperating Systems ( OSes)l, with a straight-

forward programming style. It should allow developers to concentrate on application

logic rather than low-level operations such as scheduling and networking.



CHAPTER 6. IMPACT OF ON WIRELESS SENSOR NETWORKS (WSNS) 69

9.

10.

11.

12.

13.

14.

15.

16.

MAC Layer Issues

Has a direct impact on energy usage in sensor networks. Collisions, control packet
overhead, and idle listening are all major sources of energy waste at this layer. Im-
plementing power-saving forward error control is difficult due to its high computing

requirements and the impracticality of extended packets.

Architecture

Sensor network architecture is critical for integrating functionality and maintaining
in . It should be long-lasting, scalable, and also adaptable in many appli-
cation domains. It should be addressed through constant developments in hardware,

protocols, and algorithms.

Data Collection and Transmission
Sensor nodes gather data from the environment, process it, and transmit it to a base
station or sink. Careful data collection and transmission are important, especially

when redundant samples are collected, as it consumes energy.

Calibration
Calibration is the process of adjusting sensor readings to corrected values, but manual

calibration is time-consuming and costly due to sensor node failure and random noise.

Deployment

Deployment of wireless sensor networks in real-world locations is laborious and de-
pends on the application’s demographic. Challenges include energy management,
network congestion, and low data yield due to multiple transmission attempts and
insufficient information delivery. Locations may require helicopter drops or topology

placement.

In-network Processing

In-network processing algorithms reduce communication costs by removing redundant
sensor information from nodes and avoiding unnecessary forwarding. This technique,
inspired by spatial correlation between sensor observations, allows for data aggrega-

tion and mining in sensing and monitoring applications.

Decentralized Management

Large-scale and energy constraints in make centralized algorithms ineffective
for network management solutions. Sensor nodes collaborate with neighbours for
localized decisions, potentially leading to less optimal results but potentially more

energy-efficient and reduced management overhead.

Robustness

To support lifetime requirements, each node must be designed to be as robust as
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17.

18.

19.

20.

6.5

possible, allowing the system to tolerate and adapt to individual node failure. Sys-
tem modularity helps in dividing functionality into isolated sub-pieces, allowing for
isolation testing. System components should be independent and have narrow in-
terfaces to prevent unexpected interactions. Wireless sensor networks must also be
robust to external interference, using multi-channel and spread spectrum radios to

avoid congested frequencies and ensure successful deployment.

Data Interpretation and Knowledge Formation
Such as handling noisy data and developing inference techniques to ensure user trust

and efficient conversion of raw data.

Heterogeneity
As a group where nodes are not identical and have different capabilities, such as clus-
ter architecture. It arises when two different need to communicate, requiring

unified communication interfaces.

Communication
Sensor networks collect and communicate multimedia information, including snapshot

and streaming content, affecting and requiring high bandwidth for transmission.

Secure Localization
Sensor networks rely on accurate location information for fault detection, but attack-
ers can manipulate non-secured location information through false signal strengths

and replaying signals.

Applications of Graph Theory in WSNs

. Network Representation and Modelling

can be presented as a graph, G = (V, E), where V is the set of vertices or
sensor nodes, and F is the set of edges or communication links between nodes.
Graphs can simplify the visualization of network analysis, such as finding the best
modelling of , which is necessary and has been the topic of many researchers
[191], [192].

There are different types of graphs used to solve problems, including general
graphs (undirected, directed) and others like fuzzy graphs and random graphs.

Critical Node and Edge Identification
To identify nodes or edges crucial for network functionality, such as data flow or
connectivity. In graph theory using centrality measures: Identifies critical nodes

using metrics like betweenness, degree, and closeness centrality. Cut Sets: Locates
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edges or nodes whose removal partitions the graph, disrupting network connectivity
[193].

3. Connectivity and Coverage Analysis
It ensures that the entire network is connected and that all areas of interest are
covered. In graph theory, the concept of connected graphs, determines the minimum
set of nodes that can monitor the entire area, optimizing node deployment using
dominate set. Additionally, it ensures fault tolerance by maintaining connectivity

even after the failure of k nodes (k-Connectivity concept) [194], [195]

4. Routing Optimization
In order to find the most efficient paths for data transmission while minimizing energy

consumption. In graph theory, using shortest path algorithms, like Dijkstra’s and

Bellman-Ford, |Minimum Spanning Tree (MST)l: Reduces redundant communication

paths and conserves energy [196], [197].

5. Clustering and Hierarchical Design
To partition the network into smaller, manageable clusters for ensuring scalability
and energy efficiency.
In graph theory, using graph partitioning: Divides the network graph into clusters to
minimize intra-cluster distances and balance workload.
Domination Algorithms: Select cluster heads from a dominating set of nodes to act

as communication hubs [19§], [199].

6. Energy-Efficient Network Design
To minimize energy consumption while maintaining network functionality. In graph
theory using energy-aware
Spanning Trees: Select edges based on energy costs to conserve power.

Load Balancing: Distributes data transmission evenly using flow algorithms [200)].

7. Fault Tolerance and Reliability
To ensure network resilience against node or link failures. In graph theory, the k-edge
connectivity concept is used, it ensures alternative paths are available if links fail.

Cut Vertices and Bridges: Identifies critical nodes or links whose failure would par-
tition the network [201], [192].

8. Localization and Positioning
To locate sensor nodes for purposes like tracking and monitoring.
Graph theory Concepts using geometric graphs: To model node connectedness, use
edges based on distance.

Trilateration versus Multilateration: Uses graph distances for node localization. [202].
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9. Sensor Deployment Optimization
To discover the best sensor node location for maximum coverage while minimizing
expenditures. In Graph Theory with Voronoi Diagrams: Organizes the area into areas
depending on proximity to sensor nodes for optimal placement. Set Cover Problem:

Ensures that all targets are covered with a minimum number of nodes [203].

The integration of graph theory with enhances the design, analysis, and perfor-
mance of these networks. By leveraging graph-based models, researchers can address key
challenges in WSNg, such as energy efficiency, routing, fault tolerance, and scalability.
However, real-world constraints and dynamic environments necessitate further adaptations

of graph-based methods for practical deployment.

6.6 The impact of using CNP in WSN

The use of critical nodes in can have a significant impact on network performance,
reliability, and efficiency. Like in [204], [205], [50], [206], [207], [208], [209], [210], as shown
on the following table @:
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Table 6.1: Impact of CNP in WSNs
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6.7 Comparison

In the literature, researchers who use critical nodes in based on specific objectives,
such as energy efficiency, fault tolerance, and energy consumption, but the method used is

different on application, these studies highlight the core of critical nodes in ensuring good

performance in (See Table @ and Table @)
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Table 6.2: Algorithms based on CNP in WSNs (1)
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Table 6.3: Algorithms based on CNP in WSNs (2)
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6.8 Related Works

By 2023 and 2033, the global industrial automation market is expected to reach 213.53
billion dollars and 529.16 billion dollars, respectively [213]. As a subclass of ,
contribute significantly to this growth by providing real-time monitoring, control, and
optimization solutions for increased operational efficiency and productivity in industrial
systems [214]. There are three primary uses for [215]: environmental sensing,
condition monitoring, and process automation. However, humidity and vibration, sensor
node failure, and limited resources such as @I, memory, and energy all pose problems
to the network topology and connectivity of [216]. Communication is the most
energy-intensive activity in industrial settings, hence the energy efficiency of sensor nodes

is critical for network performance [217).

To overcome these concerns, researchers concentrated on recognizing cut-vertex, bound-
ary nodes, and dominated sets. Many researchers utilize the cut vertex approach, as shown
in [218], to identify the most critical nodes in the network, increase security and energy
consumption, and ensure that the energy-efficient link monitoring strategy concentrates
on the right locations. The authors [219], [201] employed cut vertex in connection esti-
mate to ensure that the network can continue to communicate even if some nodes fail or
the network topology changes, hence improving network fault tolerance and dependabil-
ity. Another study [22(0] employed cut vertex to ensure k-connectivity even if a node fails.
Therefore, they detected and protected some special nodes while adding non-critical nodes
to fill gaps. Cut vertex ensures connectivity while reducing energy consumption. However,
it has limits in terms of scalability and failure tolerance. A dominant set, a subset of
nodes inside a network, restricts the number of active nodes that actively participate in

communication while also limiting scalability, complexity, and network stability.

Others [221] use the dominant set to maximize coverage, reduce energy consumption,
and increase energy efficiency by selecting a limited selection of nodes for complete connec-
tion. In [222], they use the |Minimum Connected Dominating Set ( MCDS)l with a bi-partite

inspired approach to successfully pick cluster heads, hence optimizing network energy usage

while keeping connection and performance. The authors of [223] propose a protocol that
uses centralized nodes to provide efficient energy usage, network performance optimiza-
tion, network lifespan extension, and connection augmentation. [224] also uses centralized
nodes to improve routing and energy usage. Others [225] rely on border nodes, which
are critical for maximizing coverage and energy efficiency in sensor networks because they
define coverage zones in the Voronoi diagram. In [226], they used these nodes to optimize
energy-efficient sensor network architectures. Boundary nodes are deliberately placed at
cluster borders to recognize and report on perimeter occurrences. Their suggested proto-

col is successful in reducing energy usage and controlling data transmission, especially in
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large-scale networks.

A hybrid technique [b0], that combines cut vertex detection with boundary node de-
tection can increase [WSN4 reliability, resource usage, and scalability, but it may face

challenges with exact placement, static assumptions, and network condition adaptation.

6.9 Discussion

None of these studies have particularly addressed critical node identification, they just
combine two algorithms and consider them to be critical nodes. Leveraging critical nodes
in can significantly ensure good performance in these networks, especially in energy

efficiency, fault tolerance, and communication tasks.

These nodes are essential for collecting data and transmitting aggregated data in routing
protocols to reduce communication delays. Additionally, these nodes maintain connectivity

that can improve fault tolerance.

However, using critical nodes in may face challenges, like the dynamic topology
and high computational time for large networks. In addition, these nodes can fail, so the

whole network will be broken.

6.10 Conclusion

In this chapter, we have defined WSNSg, which are considered networks consisting of
distributed sensor nodes that communicate wirelessly to collect and relay data from many

environments, making them indispensable in many domains. We represent the different

application domains of .

We highlighted the problems of and how graph theory might help ensure reliable
and economical functioning in large-scale systems. One of the most successful approaches

for resolving these difficulties is critical node identification.
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Chapter 7

Heuristic for Critical Nodes
Detection Problem (CNDP)

7.1 Introduction

Some specific nodes play an important role in the structure and connectivity of the
network. These nodes are called critical nodes, if these nodes are removed, it is regarded
as a partitioning method because of their objectives in dividing the network into many
partitions. The identification of these nodes and their removal has a significant importance

in many domains, such as community detection, load balancing, and source detection.

In this chapter, we propose a novel heuristic to deal with the Critical Nodes Detection
Problem (CNDP). Identifying the optimal set of critical nodes is a computationally chal-
lenging task. In fact, the Critical Node Detection Problem (CNDP) has been proven to
be NP-complete, as shown in [B8], making exact solutions computationally infeasible for

large-scale networks.

7.2 The Proposed Heuristic for Critical Node Identification

In our approach, we search to delete as few nodes from G, such that no component of
this disconnected graph has more than a given number of vertices. Formally, this variant

can be stated as follows:

Input: An undirected graph G = (V, E') and an integer [.
Output: A subset S C V of nodes subject to all components of G[V'\ S] are of cardinality

at most [.

This variant of has been proven to be NP-complete in [38]. Therefore, we pro-
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pose a new heuristic to address this problem, as presented in Algorithm EI For a graph
G, let Mg be the set of all connected components in induced subgraph G[S] and let
LargestComp(Mg) be the function that returns the number of nodes of the largest con-

nected components of Mg.

As demonstrated in Algorithm EI, we propose a novel heuristic to address this problem.
Let Mg be the set of all connected components in the induced subgraph G[S] for a graph
G, and LargestComp(Mg) be the function that returns the number of nodes of the largest

connected components of Mg, and

Algorithm 1 Heuristic Critical Nodes Problem
Require: G : Graph G(V, E) and an integer [
Ensure: A subset S C V of critical nodes such that for every connected component
he GV \S] |V(h)| <l
: MIS = MaxIndSet(G);

1
2: B=true

3: while B do

4 x = argmin{LargestComp(My;rsug53y),5 € V \ MIS}
5: if LargestComp(M,) > [ then

6 B= false;

7 else

8 MIS =MISU{z};

9: end if

10: end while

11: return S;

Our algorithm starts by calculating the . This set is selected randomly using the

following function:

Algorithm 2 MaxIndSet(G = (V, E))

1: S =0

2. 5=V

3: while S’ # () do

4: randomly select a vertex v from S’
5: S=5U {?}}

6:  S'=5"\(N(v)U{v})

7: end while

8: return S;

This pseudo-code uses a greedy approach, selecting vertices randomly and removing
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their neighbours from consideration to ensure independence. The process continues until

no more vertices can be added to the independent set.

To make our method clear to readers, we give the network in Fig. Ell as an example

to explain our proposed heuristic, this network consists of 17 nodes.

Figure 7.1: Example of our Proposed Method

Fig. @ shows an example of a maximal independent set of the graph in Fig. @

s
@ - C m D

Figure 7.2: An Example of Maximal Independent Set

After the initial M IS is computed, the heuristic greedily selects the node = € V not
currently in the M IS which returns the minimum objective function LargestComp (see Line
4). The set MIS is augmented to include node x, and the computations will be repeated
until the following condition holds Vv € V' \ M IS, LargestComp(M,) > l. At this time,
the method terminates and the set of critical nodes to be deleted V' \ M1S is returned.
By applying this step on the graph in Fig. @ with [ = 3 and MIS = {1,10,6, 16},
we obtain five critical nodes CNP = {4,6,10,9,16} whose removal mostly partitions the

graph into five connected components of size at least 3 as shown in Fig. @
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17

Figure 7.3: Example of Critical Node Identification

® @ 00
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Figure 7.4: Deletion of Critical Node

7.3 Discussion

In Figure @, we present our contributions in this research, as shown that we employ the
critical nodes detection problem to solve many issues in various complex networks. In the
first problem of community detection, critical nodes are nodes with a significant importance
that can influence the network. After removing these nodes, the graph will be partitioned
into several subgraphs, which has the greatest impact on network connection over the
remainder graph. In the second problem of source detection, we begin by selecting critical
nodes as observation nodes as an efficient set of nodes in order to ensure accurate source
detection. Selecting nodes that are well-distributed and appropriately located improves
source localization accuracy. The third problem of the evaluation of the impact of critical
nodes in , if these nodes are removed, it improves the energy efficiency and structural
optimization of ensuring a balance between connectivity and energy consumption.
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Critical Modes Detection
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Figure 7.5: Our contributions

7.4 Conclusion

In this chapter, we proposed a heuristic method designed to efficiently approximate
solutions to this problem. Our approach aims to identify critical nodes while maintaining

reasonable accuracy in complex real-world networks.

The critical nodes problem must be addressed, especially for big and complex networks,
as this chapter emphasizes. The knowledge acquired here will serve as a basis for the
upcoming chapters, in which we will provide a new implementation that expands upon
these fundamental ideas. This method seeks to solve a number of significant issues in
network analysis and graph theory, such as detecting communities, enhancing network

efficiency in general.



Chapter 8

Community Detection using
Critical Nodes

8.1 Introduction

Community identification is important for network analysis activity in a wide range of
application domains. The objective of community identification is to identify a set of nodes
in a network that are more closely associated with each other than with the rest of the
graph. These communities serve as a representation of the network’s fundamental structure
and are essential to comprehending the interactions between system components. Critical
nodes are important for detecting communities, their removal can have a big effect on the
network’s structure and connection as well as upend already existing communities. These
nodes are essential to understanding the current community structure and the dynamic

process of community identification.

An extensive examination of how critical nodes influence community structures will be
part of this. We will concentrate on how these nodes act as the structural foundations that
support communities and how the overall connectivity of the network may be significantly
altered by the loss of critical nodes. Lastly, we will examine how community detection pro-
posed algorithm can enhance the modularity and effectiveness of community identification

by utilizing the idea of these nodes.

8.2 Critical Nodes Community Detection Approach (CNCDA)
Our proposed approach aims to identify significant nodes. The goal is to

locate a small fraction of nodes whose elimination has the greatest impact on the network

connection over the remainder graph. We use these nodes to identify communities in social
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networks. Our approach identifies critical nodes and creates communities based on their

similarity, then merges them sequentially to maximize modularity.

Our approach is based on an iterative process (Algorithm E) In each iteration, we
begin by identifying a set of critical nodes, denoted as S, from G (Line 3). This CNP
set is determined by the criterion that the size of the largest component in the residual
graph G[V \ S| is at most . Then, in (Line 4) an initial community solution is generated
using the connected components in the graph G[V \ S| . This also includes the merging
of unassigned nodes. Finally, we merge the discovered communities to form the final

community structures in the current iteration (Line 5).

Algorithm 3 Greedy Framework
Require: G : Graph G(V, E) and an integer [
Ensure: Cp.y: Final assignment of nodes to communities
Chest =0
while ! termination condition do
S=Critical-Node-Identification(G,l);
C’=Initial-Communities-Construction(G,S);
C=Communities-Merging(G,C");
if Q(C) > Q(Chesr) then
Chest = C;
end if

end while

return Chegt ;

To make our method clear to readers, we give the network in Figure Ell as an example

to explain our algorithm, this network consists of 17 nodes.

Figure 8.1: Example of our Proposed Approach

Our proposed approach has three steps. In the following section, we explain each step

of our proposed algorithm (See figure @) and apply it to the example shown in @ and
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draw the resulting graph.

Step 1 : Critical nodes’s retrieval

l

Step 2 : Communities construction

|

Step 3: Merging communities

Figure 8.2: Proposed Approach Steps

8.2.1 Ciritical Node’s Retrieval

In our approach, we seek to delete as few nodes as possible from G, such that no
component of this disconnected graph has more than a given number of vertices. Formally,

this variant can be stated as follows:

Input: An undirected graph G = (V, E') and an integer (.
Output: A subset S C V of nodes subject to all components of G[V'\ S] are of cardinality

at most [.

This variant of CNP has been proven to be NP-complete in [B8]. We used the proposed
heuristic explained in Chapter H to address this problem and apply it to the graph in
Fig. @ with [ = 3 and MIS = {1,10,6,16}, we obtain five critical nodes CNP =
{4,6,10,9,16} whose removal mostly partitions the graph into five connected components

of size at least 3, as shown in Figure @

17

Figure 8.3: Example of Critical Node Identification
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Figure 8.4: Deletion of Critical Node

8.2.2 Communities Construction

The pseudo-code for this step is outlined in Algorithm H, which takes as input a graph
G = (V, E) and a set of critical nodes S. In this step, communities are formed based on the
connected components resulting from the removal of critical nodes, where each connected
component can be regarded as a potential community. Let C be a set of connected com-
ponents defined as C' = {C},Cy,---Cp} on G[V \ S]. We assign the set of critical nodes
S to the community that is most similar to them based on the proposed similarity (Define
in the following Section ) between a node and a community as indicated in lines 5
to 13 in Algorithm H

Algorithm 4 Communities Construction

Require: G : Graph G(V, E) and a set of critical nodes S

Ensure: community structure C =Cy UCyU---UCy,
L let C = {C1,Cq,---,Cp} the set of connected components of G[V'\ 5] ;
2: for every v € S do

3: indexmar =1 ;

4: StMmaz = 0;

5: for every C; € C' do

6: if Simmeasure(V, C;) > S$iMpq, then ;
7: SiMpmaz = Sim(v, C;) ;

8: indeTmar =1 ;

9: end if

10: end for

11:  Cindezmar = Cindezmas Y10}

12: end for

13: return C';
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The outcome of this stage in our example is illustrated in Figure @ and Figure @ .

Figure 8.6: Initial Communities

8.2.2.1 A Proposed Similarity Measure

To assign each critical node to its most similar potential community, we propose a novel
similarity measure inspired by the Jaccard similarity. This measure represents the similarity
between a critical node and a potential community by comparing the critical node to all
nodes within the connected component resulting after the elimination of critical nodes.
Specifically, it calculates the sum of the Jaccard similarity values between the critical node

and every node in the potential community.

We should assign the critical nodes to the connected component that maximizes this

similarity measure.
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Let cn be a critical node, and let C = {C1,Cy,...,C,} be potential communities

represented as connected components.
The Jaccard similarity between node ¢n and any node C; € C' as defined in .

Then, the similarity between the critical node ¢n and the community C is computed

as:

Sim(cn,C) = Z Jaccard(cn, C;) (8.2.1)
c,eC

To assign each critical node cn to the most appropriate community, we select the

community C* that maximizes this similarity:

C* = arg max Sim(cn, C17)
CieC

This measure can assign critical nodes to the communities where they are most closely

associated in a more precise and structured way.

8.2.3 Merging Communities

The main objective of this third step is to enhance the current partition by merging
small communities into larger ones. Let AQ),., denote the modularity change for merging
c¢; and c;. We consider all existing communities by defining a symmetric modularity matrix

change M[m,m], whose element is:

AQCiCj ifi#j
0 Otherwise

M;j = (8.2.2)

The outline of the merging step is shown in Algorithm E The input is a network and
a community structure C, and the output is a set of final communities after merging. At
each merging iteration of this algorithm, it is essential to update the modularity matrix
change, denoted as M, which arises from the combination of any two currently existing
communities, ¢; and c¢;. This updating is crucial for determining the optimal merger. This
merging procedure repeats iteratively and stops when no further increase in () can be

attained.
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Algorithm 5 Communities Merging
Require: Graph G = (V, E), community structure C = C; UCyU---UCy,
Ensure: The final community set C = CyUCo U --- U Cy,

repeat
Compute the matrix modularity change, denoted by M;;.
Select the largest element M;;.
C; =C; UC;.
Update the number of communities m and the set C.
until the modularity is no longer increased.
Return The final community set C =CiUCo U ---U Cyy,

By applying this step on the graph shown in Fig. @, we merged the two communities
C1C5, then we merge Cy C3. After that, we merge Cy C3 with Cy (See Figure @)
So, we have as a result two final communities C; = {1,2,3,4,10,11,12,13} and Cy =
{5,6,7,8,9,14,15,16,17} as shown in Figure @

Figure 8.7: Example of Communities Merging

8.3 Results and Analysis

We evaluate the performances of the proposed algorithm on real networks with and

without the ground-truth community structures and compare the results with six commu-
nity detection algorithms, including Louvain [], @I [], WalkTrap [], Eigenvector
[], Fastgreedy [] and TS []
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8.3.1 Real Networks with Ground Truth

Four real networks with ground truth shown in Table Ell are used in order to test the

efficiency of our proposed algorithm.

Table 8.1: Real networks with ground truth

Networks n m C Description

Karate 34 78 2 Zachary’s karate club network
Dolphins 62 159 2

Polbooks 105 441 3  Books about US politics network

Football 115 613 12 American college football network

Dolphin social network

All these networks are available online:
http://networkrepository.com/networks.php
http://snap.stanford.edu/data/index.html.

e Zachary’s Karate Club network : describes the friendships between 34 members
in a karate club. It contains 34 vertices and 78 edges, separating into two communi-

ties.

e Dolphin social network : describes the social relationship of 62 nodes. nodes
representing dolphins living in Doubtful Sound, New Zealand, it contains 159 edges,

separating into two communities.

e American College Football network : describes the game schedules between 115
American college football teams during the 2000 season. It consists of 115 vertices

and 613 edges, separating into 12 communities.

e The Pol Books network : describes the political books’ data on US politics
recorded in 2005 by Adamic and Glance. The network contains 105 books (nodes)

and 882 edges between them, separating into three communities.

We compare the quality of detected communities using measure on the previous four
real networks. The corresponding results are shown in Table @

As we see from this table, our proposed algorithm, outperforms many methods.
Especially for the karate and football networks, the communities detected are coordinated
with the ground truth.

We also use modularity measure to compare with other methods, it obtains
the results shown in Table @) where C' is the number of communities and @ represents

the modularity value obtained.


http://networkrepository.com/networks.php
http://snap.stanford.edu/data/index.html
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Table 8.2: The results of our proposed approach on real networks with

ground truth compared with other algorithms.

DataSets Karate Dolphins PolBooks Football

NCD 0.71 0.69 0.61 0.93
Louvain 0.59 0.48 0.51 0.88
0.70 0.69 0.57 0.92
Walktrap 0.50 0.54 0.54 0.90
Eigenvector 0.68 0.45 0.71 0.52
Fastgreedy 0.69 0.61 0.53 0.70
TS 0.71 0.89 0.55 0.90

Table 8.3: Modularity results of our proposed approach on real networks with

ground truth compared with other algorithms.

DataSets Karate Dolphins PolBooks Football

C Q C Q C Q C Q
Ground truth 2 037 2 038 3 041 12 0.55
NCD 3 043 4 054 3 0.53 12 0.62
Louvain 4 042 6 053 4 0.53 10 0.60
3 042 6 052 8 0.53 11 0.60
Walktrap 5 035 4 049 4 0.51 10 0.60
Eigenvector 2 039 2 049 3 0.49 12 0.47
Fastgreedy 3 038 4 050 4 0.50 6 0.55
TS 4 042 2 038 4 052 10 0.60

From this table, is better than other methods, it detects communities with
high quality. In addition, in Polbooks network the value of modularity is like Louvain and
, but the number of detected communities is three, such as the ground truth.

Figure @ and Figure @ show the results of the and modularity values for the
proposed algorithm in the previous four real networks, respectively. Figure @
shows the values of the proposed algorithm are good compared to other

methods on the previous four real networks, especially for karate and football networks.
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Figure 8.8: results of our proposed approach on real networks with ground
truth compared with other algorithms

Fig. @ shows the value of modularity, has better results than other methods,
karate, dolphins and football networks. For the Polbooks network, has the same

result with Louvain and .
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Figure 8.9: Modularity results of our proposed approach CNCDA on real networks with

ground truth compared with other algorithms

There are three communities detected by on karate network (see Figure
) coloured in blue, red and green. Figure represents three communities de-
tected by on Dolphin network, coloured in blue, orange and green. Figure
shows that there are twelve communities detected by in the Football network.
obtains better performance in terms of modularity and measures than other
methods as shown in Table @ and Table @ For the Polbooks network (Fig. )
There are three communities detected by like the ground truth.
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((c)) Football ((d)) Polbooks

Figure 8.10: The structures of detected communities on the four real networks by the

proposed algorithm

8.3.1.1 Real Networks Without Ground Truth

Four real networks without ground truth are used in order to test the efficiency of our
proposed algorithm with other methods (See Table @)

e Lesmis network : describes the co-occurrences of characters in Victor Hugo’s novel

Les Miserables.

e Adjnoun network : describes the common adjective and noun adjacent in the novel
David Copperfield.
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e Jazz network : describes a jazz musician’s network where the nodes are jazz musicians

and edges are the cooperation of two musicians in a band.

e E-mail network : describes an email interaction between users in the university Rovira
i Virgili in Tarragona in the south of Catalonia in Spain, the edges represent that at

least one email was sent (These networks also are available online).

Table 8.4: Real-world Networks without ground truth

Networks n m Description
Lesmis 77 660 Characters network
Adjnoun 112 759 Common adjective and noun adjacent network
Jazz 198 2770 Jazz musicians network
Email 1133 962 E-mail interactions network

We run our approach , on these real networks without ground truth and com-
pared it with other methods.

Table @ shows the results of modularity @) and the number of communities C'.

Table 8.5: Modularity results of our proposed approach CNCDA on real networks with

and without ground truth compared with other algorithms.

DataSets Lesmis Adjnoun Jazz Email

c Q C Q c Q@ C Q
CNCDA 6 060 7 035 4 045 10 0.56
Louvain 6 056 7 029 4 044 12 0.54
LPA 8 053 10 024 2 028 8 0.28
Walktrap 8 0.52 25 0.22 11 044 49 0.53
Figenvector 6 0.55 1 0 3 039 7 049
Fastgreedy 5 050 7 029 4 044 16 0.51
TS 6 054 7 029 3 044 9 0.55

As we see from this table, has the higher value of modularity compared to

other methods in all networks.

In the Lesmis network, and most other methods have good results in detecting
the number of communities. However, in the Adjnoun network, the number of detected
communities is seven, like Louvain, Fastgreedy, and TS. In Jazz network obtains
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four communities as Louvain and Fastgreedy. For the email network, detects ten

communities, and it is different from other methods.

Fig. shows the results of modularity values for the proposed algorithm ’
compared with other methods.

Fig. shows the results of modularity values for the proposed algorithm
compared with other methods.
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Figure 8.11: Modularity results of our proposed approach on real networks without
ground truth compared with other algorithms

8.4 Discussion

Unlike previous studies, no existing work has employed critical nodes for solving the
community detection problem. In this chapter, after presenting and explaining our pro-
posed community detection approach step by step using a detailed example, we compared

its performance with other well-known algorithms using real-world networks. The evalua-

tion was based on two key measures: |Normal Mutual Informatiod and modularity.

Our results show that incorporating critical nodes aims at a more effective division of
networks, enabling efficient detection of communities even in complex structures. These
nodes simplify the detection process, as their removal can disconnect network components.
Building communities around these critical nodes provides a strong foundation for grouping
similar nodes together. So, the aims to assign each node to the group it is most
closely similar to, assuming that members of the same community typically share similar

interests.

The experimental results confirm the effectiveness of . In particular, the mod-

ularity values obtained are consistently high compared to the real community structures.
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Moreover, when compared to other known methods, shows strong performance
on both modularity and measures on most datasets.

Overall, these findings demonstrate the superiority of our proposed approach:
not only detects high-quality communities but also performs competitively in real-world

network analysis, as well as outperforming existing methods.

8.5 Conclusion

In this chapter, we proposed a new approach for community detection in social networks
using critical nodes. These nodes are essential for preserving network structure and have

the power to markedly influence the community structure.

To evaluate the effectiveness of our proposed approach, we conducted experiments using
modularity and as performance metrics, comparing our algorithm against several well-
known methods. The results demonstrate that our approach achieves good performance in

accurately identifying communities.



Chapter 9

Source Detection using Critical
Nodes

9.1 Introduction

Determining the source of information is a fundamental issue that comes up in many
different fields, especially in social networks. The source detection problem has been the
most important subject of many researchers, it aims to enhance network management,

prediction, and also optimization.

This chapter focuses on using critical nodes in a network to improve the source detection
process. Critical nodes are crucial to preserving the network’s connectivity and integrity.
Due to their significant and influential function within the network structure, these nodes
can serve as observation nodes. We can get comprehensive statistics on the information
flow throughout the network by carefully employing these observation nodes to ensure

scalability and efficiency while also increasing the accuracy of source detection.

9.2 Proposed Method

We propose a novel algorithm to locate the source of information using critical nodes.
The objective is to select the most efficient set of observation nodes, known as critical

nodes, and use Gaussian estimation to determine the most likely source of the information.

Our proposed approach britioal Node-based Source Detection ( CNSD)l follows a greedy

framework, as outlined in Algorithm H Given a graph G(V, E), the objective is to estimate
the most likely source of information spread. The algorithm begins by identifying a set

of critical nodes using a proposed detection method (Refer to Chapter ﬂ) These nodes,
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acting as observation nodes, are sorted based on their infection times to establish temporal

reference data.

A delay vector d is then computed relative to the earliest infected observer. For each
candidate node v € V'\ O, the algorithm starts by computing the delay covariance A, the
observed delay vector d, and the determinate delay p. Using these values, the Gaussian
likelihood is calculated, as defined in Equation , to estimate the probability of each
candidate being the source. The node with the highest estimation value is then selected

and returned as the most probable source S.

Algorithm 6 Greedy Framework for our proposed algorithm CNSD
Require: G : Graph G(V, E)
Ensure: S: Source of information
1: O = CriticalNodeDetection(G, k);
Sort all observers (o € O) by time of infection (t1);

Calculate the delay vector d relative to t;.
for every v € G[V\O]

Calculate delay covariance A;

Calculate observed delay d;

Calculate Determinate Delay p;

Determine the Gaussian value of v;

Maximize the estimation value S;

H
@

return S;

considers all nodes except the observation nodes as candidate source nodes.
After creating the network’s propagation model, the Gaussian estimation value for each
candidate source node is generated using observed data from the observation nodes. The

node with the greatest estimation value is chosen as the source of information.

can be structured into three main steps, as illustrated in the following Figure

The following subsections provide a detailed explanation with an example of each step

of this process:

9.2.1 Ciritical Nodes Detection
Let a graph G be as shown in Figure @:

e Nodes are persons in the network classified as A, B, C, D, E, F', G, and H.

o Edges represent connections between persons.
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Step 1 :
Critical nodes detection

Step 2 :
Information diffusion model

Step 3:
Estimation of the source of information

Figure 9.1: Step Process for Source Detection

Figure 9.2: Example Graph

As shown in Figure @ critical nodes are considered as observation nodes, D and E
that prevent the network from splitting into connected components with a maximum size
of three.

This technique treats crucial nodes as observation nodes. Removing these nodes from

4 et of observers 01and 02e O
that for every connected component
c eG[V V0], [V(c)|==3

Figure 9.3: Tlustration ofbritical Nodes Problen”l

the network creates a disconnected graph with connected components that have a limited

number of vertices.
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9.2.2 @ Diffusion Model

Assume node A is the source of information () and initially has the following informa-
tion: Node A becomes infected, making other nodes susceptible. Node A sends information
to nodes B and C. Node B, connected to D, sends information to D. D then sends it
to G and F'. Node D, an observation node, collects information from infected nodes that
acquired it from A (refer to Figure @)

§* - Information source
01 and 02 : observers

f eor O1 1 ron
D

B —= < (F
S*
|rfﬁ.‘|
S A, 02
O
t t
C.02

.02

Figure 9.4: Information Source Detection

Identifying observation nodes before using the diffusion model is crucial for understand-
ing the network’s resilience and susceptibility to spreading information. The @ model
illustrates how information propagates through a network and identifies a certain node as

the source.

9.2.3 Gaussian Estimation Value
The third step of our approach considers the source node v € G[V \ O] to be the source
if it maximizes the following Gaussian value:
S = max Gaussian(v) (9.2.1)
The Gaussian value of each source node, v € G[V'\ O], is determined as shown in [123]:
- Ty—1 1
Gaussian(v) = p, A~ (d — 5”1}) (9.2.2)

In this equation, d represents the observable delay, u the deterministic delay, and A the

delay covariance.

o Observed delay d = (d1,d2,...,d,) represents the infection time difference among
observers. The propagation delay between observers follows a Gaussian distribution

that is both independent and identical.
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o Deterministic delay p = (ul, 42, py,) represents the average difference in infection

times between the first and i th observers.

e Covariance delay A refers to the correlation of infection time differences between

ith and j*" observers.

Determinate Delay covariance

A, delay u matrix A
C E G d1 L] ;I'l.. ,:'1.2 ,:'L
d hoy Ao o A

- M, Nza
t L= =
2 dn T A ,"L._) M
Observed
delay d

Figure 9.5: Source Estimation

9.3 Results and Analysis

9.3.1 Measure of Performance

Evaluating source identification algorithms requires comparing their accuracy to real-
world networks. Accuracy refers to the chance of correctly recognizing the information
source. Higher accuracy suggests improved performance. The definition of accuracy is as

defined by [143]:

rightcorrect(S* = S)

9.3.1
ITterations ( )

Accuracy =

S* is the detected source node, S is the real source node, Iterations is the total number
of simulations, and rightcorrect is the number of simulations where the detected source

node matches the actual source node.

9.3.2 Datasets and Methods of Comparison

The proposed approach was assessed on real networks and compared to other methods
such as NRSE [143], GE [123], DISGE [170], and GMLA [171], on the following datasets:
Dolphins [232], Celegans [233], Netscience [234], and Email [235]. See Table @ for results.
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Table 9.1: Real Networks

Networks n m k Description
Dolphins 62 159 5.13 Dolphin network
Celegans 453 2025 8.94 Celegans network

Netscience 379 914  4.82  Netscience network

Email 1133 5451 9.62 E-mail network

The numbers n, m, and k represent the number of vertices, edges, and average degree
of the network, respectively. Figures @ display accuracy results with different percent-
ages of observation nodes (5, 10, 20, and 30%). Observation node variation evaluates the
impact of node proportion on source detection performance. By increasing the number of
observation nodes, we may analyse accuracy trends and determine thresholds when further

observations no longer increase detection accuracy.

Dolphins Celegans
3 e —e—GMLA
8 - ——GE
07 DISGE DISGE
g 05 et Zos NRSE
g i g CNSD i 0,5 —y CNSD
2 0a 2
i 0,3
o1
10 20 30 5 10
Observation nodes (%) Observation nodes (%)
((a)) Dolphins network. ((b)) Celegans network.
Netscience Email
——GMLA 0.9 ——GMLA
——GE 0,85 /—“_T .
DISGE . DISGE
NRSE g NRSE
— CNSD 8 g CNSD
= 0,7
.3 0,65
25
2 0,6
5 10 20 30 5 10 20 30
Observation nodes (%) Observation nodes (%)
((c)) Netscience network. ((d)) Email network.

Figure 9.6: Accuracy results of on different networks

Using a randomly selected set of observation nodes improves source detection and net-
work structure analysis. The average degree of nodes in the Netscience network is modest,
but random selection may result in nodes with a higher degree. The diffusion informa-
tion collected by these nodes may have accurately identified the source of the information
(see Figure @) The amount of information acquired by observation nodes is crucial for

accurate source detection. Increasing the number of observation nodes enhances detec-
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tion accuracy compared to other approaches, except for the Netscience network, where

performance varies.

9.4 Discussion

We have mentioned the importance of choosing an efficient set of observation nodes, we
consider these nodes as critical nodes. To our knowledge there are no existing works that

employ critical nodes in previous studies to solve source detection problem.

The suggested approach relies heavily on carefully selecting observation nodes to en-
sure accurate source detection. Selecting well-distributed and appropriately located nodes
improves source localization accuracy. To improve source localization accuracy, we use
a Gaussian estimation approach. This methodology finds sources in real-world networks,

beating previous methods and displaying superior detection performance.

The proposed approach prioritizes connection within certain zones while selecting ob-
servation nodes. This method enables effective detection of the source in vast networks.

However, the number of observation nodes can impact scalability.

In big networks, having too many observation nodes might increase computing ex-
penses. Optimizing the number of observation nodes is critical for balancing efficiency and

computational feasibility. Choosing the right diffusion model is crucial for scalability.

This strategy includes graph partitioning, which improves scalability by breaking down
enormous networks into smaller, more manageable segments. This split optimizes the
source detection process by reducing computational complexity and improving reaction

times.

The suggested approach for source detection in large-scale networks leverages optimal
node selection, graph partitioning, and diffusion modelling to give a scalable and reliable

solution.

9.5 Conclusion

We described a three-step strategy for finding the information sources in social networks
via observation nodes. The heuristic method identifies critical nodes and employs them as
observation nodes for optimal detection efficiency. Then, to model the diffusion process,
we adopt the Susceptible-Infected (SI) model in the second step of our approach. Finally,
the Gaussian estimation technique is then used to determine the source’s localization. The
method outperforms other existing methods with up to 89% accuracy. This approach is

useful to many fields, such as social network analysis, epidemiology, and strategic infor-
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mation distribution in big networks. It sets a standard for future research on scalable and

high-accuracy source detection methods.



Chapter 10

Energy Optimization in [WSNs

using Critical Nodes

10.1 Introduction

By 2023 and 2033, the global industrial automation market is expected to reach 213.53
billion dollars and 529.16 billion dollars, respectively [213]. As a subclass of ,
contribute significantly to this growth by providing real-time monitoring, control, and
optimization solutions for increased operational efficiency and productivity in industrial
systems [214]. There are three primary uses for [215]: environmental sensing,
condition monitoring, and process automation. However, humidity and vibration, sensor
node failure, and limited resources such as @, memory, and energy all pose problems
to the network topology and connectivity of [216]. Communication is the most
energy-intensive activity in industrial settings, hence the energy efficiency of sensor nodes

is critical for network performance [217].

Critical nodes in a network are those whose failure or removal will drastically impair
network performance. These nodes play a crucial role in ensuring effective data transmis-
sion and communication while consuming the least amount of energy. It is a well-known
method in graph partitioning that can divide the network into smaller, controllable divi-

sions while decreasing energy efficiency and communication costs.

Our suggested technique focuses on identifying critical nodes, making it a more effective
strategy for enhancing network performance, energy efficiency, and reliability in real-time

industrial applications.
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10.1.1 Owur Proposed Approach Critical Node-Based Energy Optimiza-
tion in (CNEO)

This section describes our innovative recommended technique for solving the problem
of energy consumption and assuring connectivity in [WSNY. The suggested technique is
based on , which aims to improve network performance by detecting specific nodes

based on their relevance in the network’s structure.

Instead of typical approaches such as cut vertices, dominant sets, boundary nodes, and

centralized nodes, we offer a unique method that takes into account the [Critical Noded

IDetection Problerd to improve energy efficiency and connectivity in [WSNY. To further

identify these nodes, we use graph theory concepts, including connected component size
and [MIS.

Our technique consists of three phases:

1. Critical Node Detection

The britical Nodes Problerd seeks to identify essential nodes that play a criti-

cal role in sustaining network connectivity and guaranteeing efficient data flow in
based on network architecture. Deleting these nodes has a major impact
on connectivity [36]. These nodes are chosen via creating in order to devise
an effective partitioning technique. It chooses nodes such that no two nodes in the
are near, decreasing communication interference, then determines if the network
would disconnect if the selected essential nodes are removed, and finally verifies the
size of each connected component. In other words, critical nodes are those that, if
eliminated, would cause the network to split into different partitions. This ensures

that the chosen nodes are critical to maintaining the network connectivity.

Our suggested technique addresses the primary difficulty of selecting nodes that are
critical to sustaining network connectivity while consuming the least amount of en-
ergy. To address this issue, we use an advanced technique that considers both the
size of connected components and .

2. Graph Partitioning

After identifying and removing critical nodes from the network, it is divided
into different partitions. These partitions are typically connected components, which
can significantly reduce communication overhead by limiting interactions between
distant nodes while also conserving energy. Critical nodes are classified according to

their relevance in sustaining network connection and eliminating interference. These
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nodes typically play an important role in ensuring communication between nodes in
the network. Once identified, these nodes are deleted, and their absence determines

how the network responds.

Following the removal of these nodes, the network is separated into connected compo-
nents. The extent to which the network is broken into distinct components provides
important information about the importance of the deleted nodes. If the network
breaks into a considerable number of components after removing a few nodes, it
means that these nodes were truly crucial to sustaining overall connectedness, cut-
ting communication costs. This happens when nodes within the same component
communicate more often, whereas interactions between nodes in other components
are minimized. Furthermore, it minimizes interactions between distant nodes, which
reduces the need for long-distance communication by needing less energy for data
transit. This is particularly valuable in energy-constrained situations. Because nodes
in smaller components are closer together, data transmission is more localized, re-
sulting in shorter communication flows that need less power. As a result, energy
saving and network efficiency are improved. If the number of components does not
rise, it indicates that the eliminated nodes are not vital to the network structure or

connection.

Our goal is to decrease energy usage while still ensuring network connectivity. When
we achieve a balance between minimizing communication overhead and avoiding se-
vere network fragmentation, we can improve energy efficiency by partitioning the
network into smaller components. Nodes within the same component can continue
to communicate efficiently without the need for long-distance communication, which
requires more energy. Furthermore, reducing communication between components

can lower the overall energy used for data transfer.

3. Energy Consumption

The elimination of critical nodes saves energy by reducing duplicate communica-
tion paths. Energy consumption is estimated repeatedly, and the results are analysed
to guarantee that the suggested method increases energy efficiency while maintain-
ing network connectivity. Each node’s energy consumption is computed based on its

CPU time utilization, resulting in a simplified model.

In Algorithm 1, we provide three steps as shown in Figure . In the first step, we identify
critical nodes based on their function in network connectivity using graph theory methods,
including connected component and (The proposed heuristic refers to Chapter H), and

then we delete these nodes from the network.
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In the second step, the graph partitioning step will determine the connected components
of the remaining network after removing the critical nodes from the original graph. If the
number of components grows greatly, it indicates that the eliminated nodes are critical
certainly. Furthermore, the constraint size of each connected component is less than or
equal to a threshold L, preventing network fragmentation (no component becomes too
large). Otherwise, if the size of the components exceeds L, reconsider the decision on
which nodes are critical. Additional nodes may need to be changed to achieve effective

connectivity.

In the final step, the energy consumption step, the algorithm simulates the energy usage
of each node over a number of iterations. Initially, every node is assigned a fixed amount
of energy. During each iteration, if a node still has energy remaining, it randomly performs
a CPU task characterized by a random processing time and power consumption. The
energy consumed for each task is calculated as shown in Line 28. This simulation models
real-world energy depletion over time due to computational tasks. After all iterations,
the algorithm sums the remaining energy across all nodes to compute the total energy
consumption. Finally, it outputs the total energy consumed and the number of connected
components formed after partitioning. The algorithm, therefore, offers a method
to control network connectivity while considering the concept of energy efficiency, which is

particularly important in distributed and resource-constrained networks.
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Algorithm 7 E‘NE(]
Require: G : Graph G(V, E), L: The amount of connected components after partitioning,

FE__inatial: Initial energy for every node, Iterations: The number of iterations used to
average the results.
Ensure: E: Total energy consumption after removing critical nodes, C: Number of con-
nected components after partitioning.
Step 1: Critical Nodes Detection

—_

2: Initialize M 1S (Maximal Independent Set) as null;

3: Shuffle nodes randomly;

4: for each node v € G: do

5: v is not in Visited;

6: Add v to MIS;

7 Mark v and its neighbours as visited;

8: end for

9: Calculate Removed__Nodes = Nodes(G) — MIS,

10: Create subgraph G__sub using M IS}

11: for each node u in Removed Nodes: do

12: Add w to G__sub and connect it to its neighbours;
13: if all connected components in G__sub are less or equal than L: then
14: retain u in G__sub;

15: end if

16: end for

17: Return Critical__Nodes = Nodes(G) — Nodes(G_sub);
18: Step 2: Graph Partitioning

19: Delete Critical__Nodes from G to create G_ reduced;
20: Calculate the number of connected components in G_ reduced;
21: Save component sizes and the number of components;
22: Phase 3: Energy Consumption

23: for each node v € G: do Let Energyl[v] = E_initial;
24: for each iteration: do

25: if Energy[v] > 0: then

26: Randomly select T CPU

27: Compute energy consumed;

28: E CPU=P CPUxT_CPU;

29: end if
30: end for
31 Sum the remaining energy across all nodes;
32: end for
33: Return energy consumption, and the number of partitions;
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Figure 10.1: The flowchart of the different steps of our proposed approach

10.2 Results and Analysis

Our proposed approach, , is compared to CDSCUT & D-LPCN [204], ABCND
[50], and ABIDE & D-LPCN [234].

’s nodes were randomly distributed throughout the networks. We selected a

single sink node to evaluate the network configuration.

We used NetworkX and Python to run the simulation. To investigate power usage,
nodes are gradually enlarged inside a 1000 * 1000 m? region. The transmission range is 50

milliseconds.

The parameters for assessment and comparison include energy usage and the proportion

of critical nodes that are accurately detected. We run the simulation across 20 iterations

1. Power Consumption as the number of nodes rise
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One key consideration with is power consumption. For different numbers
of nodes, we compare our method to ABCND, ABIDE & D-LPCN, and E-CDSCUT
D-LPCN algorithms (Figure ) For all approaches, the figure shows that power
consumption grows with the number of nodes. When there are more nodes, we
have more communication between them, which leads to increased energy use. Our
method utilizes far less energy than existing algorithms, including the ABCND
algorithms. So, our suggested algorithm can optimize the network’s energy

usage.
Energy Consumption vs Number of Nodes
—8— Our method : CNEO
E-CDSCUT & D-LPCN
5 | —< ABIDE & D-LPCN
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Figure 10.2: Comparison between energy consumption and the number of nodes

We look at the impact of deleting critical nodes from . It minimizes energy
consumption in a network. Energy consumption normally rises as the number of
nodes grows. Greater nodes indicate greater communication and higher overall en-
ergy consumption. The energy consumption after deleting critical nodes is compared
to alternative strategies. As we can see, consumes less energy than other
methods, demonstrating that it is effective at reducing energy. When critical nodes

are eliminated, the amount of energy and communication in the network is reduced.

2. The number of partitions as the number of node rise
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After removing the critical nodes to reduce energy consumption, we observe a
significant increase in the number of partitions (or connected components). As the
number of remaining nodes increases, the number of partitions also increases. This
makes sense because the removal of critical nodes, which often play a central role in
maintaining network connectivity, leads to the fragmentation of the network. As a
result, the network breaks into smaller, more disconnected components. Figure
shows that as the number of nodes increases from 50 to 250, the number of partitions
also increases, which means that the fragmentation of networks is maximized. By
systematically identifying and eliminating critical nodes. It separates the network

into manageable components, which might be beneficial in a variety of applications.

Number of Partitions vs Number of Nodes
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Figure 10.3: Number of partitions after removing critical nodes and the number of nodes

10.3 Discussion

In this chapter, our contribution aims to improve the energy efficiency and structural op-

timization of [WSN{. It realizes a balance between energy consumption and connectivity by

identifying and removing critical nodes. Our proposed approach britical Node-Based Enl
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k}rgy Optimization ( CNEO)l. It outperforms other existing compared methods and decreases

energy consumption by eliminating critical nodes, while it really preserves connectivity.

The adoption of graph-based concepts, such as the and connected components,
ensures that the network is successfully partitioned into smaller, and more manageable

partitions, hence increasing fault tolerance.

The approach adapts to many different networks and provides constant performance
and scalability. This is appropriate for numerous application domains, such as , envi-

ronmental monitoring, and disaster recovery networks.

10.4 Conclusion

The identification and removal of critical nodes can significantly improve per-
formance for real-time applications, especially in industrial applications, which enhance
connectivity and reduce the risk of network fragmentation, also ensuring that the usage of
energy is more efficient, extending the network lifetime, and improving its overall robust-
ness. Furthermore, we outlined our proposed contribution through three steps in
. We demonstrated that by prioritizing critical nodes, it is possible to reduce energy con-

sumption while simultaneously maintaining network connectivity.



General Conclusion

This thesis investigated several graph theory techniques for handling complex network
issues by leveraging the concept of graph partitioning and critical nodes method to solve
graph analysis problems. At first, we start by defining the basic notations and concepts
of graph theory, we provide a good basis for comprehending its challenges, principles,
and applications. After that, we address the problem of graph partitioning, in which
we explore how partitioning the graphs into smaller and more manageable partitions, we
detail and explain the different graph partitioning algorithms, highlighting the importance
of dividing networks to enhance their analysis. This follows the identification of critical
nodes as an essential aspect in graph partitioning, which has a significant role in managing
the connectivity of networks. We introduced the concept of critical nodes, nodes within a
network the removal of which can significantly impact the network’s overall functionality
and connectivity. We show how the identification and removal of these nodes can be crucial
for maintaining the connectivity and efficiency of networks. Critical nodes, considered as
important elements in any network, play a fundamental role in solving many problems in

network analysis, which makes their study and application a key part of this thesis.

The major contribution of this thesis is based on employing the critical nodes to solve

three problems:

1. Community Detection:

Identifying communities, which are groups of nodes that are more densely connected
than the rest of the network, is critical for understanding the network’s structure
and behaviour. We use the to find these communities in social networks, and
we improve the process inside the network as well as the modularity and measures.
The purpose is to identify a small number of nodes that have the largest influence on
network connectivity in the rest graph. Our proposed approach finds critical nodes,
develops communities based on similarity, and merges them in order to optimize mod-
ularity. We demonstrated how the identification and prioritization of critical nodes
can improve the detection of communities, the improved measures are essential for

evaluating the quality of detected communities. This strategy improves the efficiency
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of identifying relevant communities in social networks.

2. Source Detection:

Locating the source of information is an important task. We proposed a novel ap-
proach, which employs the as observation nodes. We developed a more effective
strategy for identifying the source of information within social networks. The objec-
tive is to select the most efficient set of observation nodes, which aim to observe the
flow of information and also enable source detection more accurately, and also using

Gaussian estimation aims to determine the source of the information more accurately.

3. Increase of efficiency in Wireless Sensor Networks (WSNs):

consist of distributed sensor nodes that communicate to monitor environmental
conditions and are highly sensitive to the positioning and functioning of critical nodes.

We showed that the application of critical nodes can significantly improve network

performance. Our proposed approach based on k]ritical Nodes Problerd addressed

real-world challenges such as energy efficiency, connectivity, and network resilience.
Critical nodes make it more effective for enhancing the performance of networks,

energy efficiency, and reliability in real-time industrial applications.

After evaluating the proposed algorithms, demonstrating the effectiveness of utilizing

the graph partitioning method by employing critical nodes.

This thesis highlights the importance of critical nodes in graph analysis and their im-

portant role in solving diverse network issues in many domains.

Finally, we present numerous viewpoints and perspectives based on the different sub-
jects of this thesis as future research that might look into each chapter in order to present

opportunities for further exploration:

1. Formalization of a Unified Model for Multi-Objective CNP

Develop a formal framework to aggregate multiple objectives in the ITravelling Sales—l

Iman Problem (TSP)l: minimize connectivity and maximize fragmentation while re-

specting topological constraints (distance, centrality..). This would allow for the
modelling of complex real-world situations through a multi-objective approach and
for the study of the possible trade-offs. This would allow for modelling complex real-

life situations through a multi-objective approach and studying the possible trade-offs.

2. Identification of Multi-Context Influencer Nodes
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Another approach is to combine with social indicators (centrality, activity,
engagement) to identify strategic nodes in real social networks (Facebook, Twitter,
etc.). These nodes could play a key role in the dissemination of information, but also

in its regulation (combating fake news).

3. Analysis of Influence Propagation with Intervention Constraints

Analysis of influence propagation with intervention constraints Extending the work
on source detection to include intervention strategies: once the source is detected,
how to minimize the impact of the spread (e.g., rumours, misinformation), under

budget or speed constraints.

4. Deployment of Parallel Algorithms for the Processing of Massive Graphs

Deployment of parallel algorithms for massive graph processing A technical perspec-
tive would be to develop a parallel and distributed implementation of algorithms
related to (on Spark, Hadoop, or CUDA), capable of processing massive graphs
in a reasonable time. This would allow for the industrialization of the approach and
the consideration of large-scale applications, for example, for streaming data analysis

or social networks with millions of nodes.

5. Adaptive and Learning-Based Approaches for Dynamic Networks

Future study might concentrate on adaptive graph partitioning algorithms that re-
spond dynamically to changes in network topology over time. Another promising
field is the use of deep learning and reinforcement learning to improve partitioning

algorithms in large-scale networks.

6. Dynamic and Query-Driven Community Detection with Deep Learning

Integration

Future work in dynamic community detection, where these communities can change
and evolve over time. Another future research lies in community search instead of
detecting all communities in graph, only based on specific communities of interest.
Incorporating deep learning into community search methods can enable more efficient

and accurate query processing, especially when dealing with large-scale networks.

7. Critical Node Partitioning and Energy Harvesting for Heterogeneous WSNs

Future work might look at the impact of critical node-based partitioning in hetero-
geneous where sensors have varying capacities. Another important possibil-
ity is the application of energy harvesting techniques to extend network lifespan in

resource-constrained contexts.
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